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[ Abstract] Cloud computing is widely used as it enables on-demand requests and“on-demand payment without up-front
investment. Howéver, a static, homogeneous cloud environment is vulnerable to network attacks, imposing a significant
security threat on users, while the dynamic virtual machine deploymentistrategies and heterogeneous cloud infrastructure
improve the security at the sacrifice of resource utilization.To address, the problem, this paper proposes a heterogeneous
cloud resource allocation algorithm for virtual machine rotation , which abstracts different types of resources into vectors
with different dimensions and solves the packing problem|to achieve load balancing in resource allocation.At the same
time, it sets the residence time for each virtual machine, and rotates according to the current server load status to improve
the security of the virtual machine. The experimental results show that the proposed dynamic resource allocation
algorithm can improve the security of the virtual machine while reducing the load fluctuations caused by the rotation as
much as possible.
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Fig.1 Virtual machine placement strategies
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Fig.2 Schematic.diagram of intrusion attack phase
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Fig.3 Virtual machine rotation method
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Fig.4 Comparison of server resource utilization

in different dimensions
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under different strategy
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