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Face Swapping DetectionBased on Multi-Channel Attention Meehanism
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[ Abstract] In recent years, the face swapping technology based on deep learnifig’has*developed rapidly, but the images
of face swapping automatically generated by DeepFake may endanger peoplé’ s privacy and security. To detection the
DeepFake images, a‘deep, learning-based network model using the multi-channel attention mechanism is designed. The
model employs Xception network as the basic feature extractor, and the idea.of matrix multiplication is used to combine
global and local attention representations in the multi-channel atténtion medule to reduce information loss.Then a center
loss is introduced into the design of the loss function, so the feature discrimination can be improved.At the same time, in
the training process, the attention map is used to guide the cropping and erasing of training images to achieve data
enhancement. The experimental results show that the detection’ accuracy of the network model for DeepFake is 0.77
percentage points higher than that of Xceptions“and 0.45 percentage points higher than that of B4Att on the
FaceForensics++ dataset.The accuracy of the prepesed model is 5.30 percentage points higher than that of Xception, and
4.68 percentage points higher than that of B4Att,on\Celeb-DF dataset.
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Fig.1 Overall network framework
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Fig.2 Schematic diagram of calculation process of
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Table 2 Comparison of test accuracy of six methods %
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