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A Lightweight Multiscale'Fusion Algorithm for Image Tampering“Detection

WU Xu,LIU Xiang,ZHAO Jingwen
(College of Electrical and Eléctroni¢ Engineering , Shanghai University of Engineering Science , Shanghai 201620, China)

[ Abstract] The existing.deep leafning-based algorithms for digital image tampering detéction, such as ManTra-Net and
DWT-CNN, suffer from the high computational complexity and low detection aceuracy. To capture the discriminative
features of tampered‘areas and normal areas in an image, an algorithm for image tampering detection is proposed based
on a mixed MobileNetV3-ESTM model. This algorithm employs a/two-branich structure, where the main branch is a
lightweight CNN with atrous convolutions designed for feature eXtractionyand the deputy branch is designed to learn the
discriminative features around the boundary of tampered images:A fter multiscale features are fused, end-to-end training
is performed to output the predicted positioning of tamper¢d. areas.The proposed algorithm is tested on multiple standard
datasets, including COVERAGE, CASIA2 and COLUMBTA:Results show that compared with Xavier-CNN,ELA and
other algorithms, the proposed algorithm increases“the detection accuracy by an average of 9.2 percentage points, and
reduces the number of parameters by 82.3%.This algorithm doubles the reasoning speed, and displays a certain degree of
generalization ability, which makes it applicable to the detection and positioning of multiple types of tampered areas,
such as those caused by copy-paste and splicing.

[Key words] image tampering detecfion;lightweight network architecture; multiscale fusion; boundary discriminative
information; passive forensics
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Fig.1 Classic tampering mode
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Fig.2 Procedure of lightweight multiscale fusion algorithm for image tampering detection
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Fig.3 Comparison of two attention mechanisms
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Table 4 Results of ablation experiment

o] 245 455 774 UL ES FENCIEES F143%4
S-MobV3-SE 0.56 0.63 0.59
S-MobV3-SA 0.61 0.74 0.67
S-MobV3-LSTM 0.73 0.71 0.72
D-MobV3-LSTM 0.85 0.79 0.82
D-MobV3-SA-ASPP-LSTM 0.93 0.88 0.90
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Table 5 Accuracy of pixel-level classification of

different datasets %

Rk COVERAGE CASIA2 COLUMBIA
Xayier-CNN 80.43 77.22 79.53
DWT-CNN 79.67 76.79 78.31
ManTra-Net 84.21 81.42 87.58
ELA 82.93 79.87 85.65
AL 91.64 88.95 90.41
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Fig:4_\ Visualized results of tampering detection and positioning
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Table 6 Comparison of algorithm complexity
gk sacmp M CPURD e MB
w/GB /ms

Xavier-CNN 20.5 11.8 1.42 105.0
DWT-CNN 18.9 12.8 1.34 96.0
ManTra-Net 24.5 15.9 1.93 132.0
ELA 22.1 15.4 2.04 114.0
ARSI 3.8 0.91 0.83 27.6
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Fig.5, Visualized results of real tampering dataset
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