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Blockchain Supervisable Privacy Protection SchemeBased on
Group Signature and Attributedincryption

LI Li,DU Huina, LK Tao
(College of Information and Computer Engineering , Northeast Forestry\University , Harbin 150040, China)

[ Abstract] The decentralization of blockchain technology and difficulty of data tampering provide it with obvious
advantages in traceability. Traceability systems based on.bloeckchain can solve information island, low sharing degree,
and data tampering problems in traditional systems to ensure the traceability of data.However, balancing data traceability
and user privacy protection is difficult in blockchain traceability systems.To solve this, a distributed supervised privacy
protection scheme combining group signature, privacy address protocol, zero-knowledge proof, and attribute encryption
is proposed. By improving the group administrator mechanism of group signature and setting multiple group
administrators to generate user private key fragments, users can calculate their private keys according to the returned
private key fragments, selectively encrypt thetattribute of traceability data as required, and set a specific access structure
for the data on the chain to realize'"one to. many" communication between data and users.The group administrator uses
the group public key to track and hold accountable both parties to the transaction.Users who conform to the specific data
access structure decrypt the ciphertext using their attribute private key to obtain data information. The experimental
results show that the schemencan ensure the data traceability, realize the supervision of both parties, and even improve
the privacy protection‘level of data on the chain.It has higher security than existing privacy protection schemes.
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Fig.1 The framework of this scheme
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Fig.2 Influence of the number of group administrators

on time cost
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Fig.3 Time spent on attribute encryption under the same file
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