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[ Abstract] With the development of social platforms, social média networks have gradually become an ideal platforms
for attackers to infiltrate Botnets.Social botnets utilize the high flexibility , degree of automation, and popularity of social
platforms to create covert channels for communication to steal social media platform user information, disseminate bad
information to pollute the network environment, and control public opinion. Traditional botnet detection mechanisms
cannot effectively detect social botnets, causing significant/challenges to social media security. From the concept of
social botnets, the developmental context and trends of social botnets on different social platforms are explained.In
addition, the attack principles and group characteristics of social botnets on different social media and the concealment
methods of covert social botnets are apalyzed: On this basis, the detection methods of social botnets are divided into
server-side and client-side, and the detection methods based on steganography and machine learning in recent years are
analyzed.Furthermore, the research status and development ideas of the countermeasure technology and takeover method
of social botnets are discussedsand, future research directions in this field are suggested.
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