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[ Abstract] The analysis and study of transaction datafandysystem' user behaviors in a public chain play important roles
in ensuring the security of public chain applications. Asfa representative public chain application, Bitcoin is an e-cash
system based on a P2P network.Bitcoin address€s are anonymous and cannot be linked to the real information of users,
which makes it extremely difficult to trace, the originv of Bitcoin. To identify the relationship between transaction
addresses in Bitcoin and deduce the real information of users, this study proposes a user identification method based on a
transaction network. We obtain the original transaction data by analyzing the block structure of the public chain, and the
original Bitcoin transaction data ar€processed into a more intuitive data format by parsing the script information in the
Bitcoin block data. By measuring  the “similarity between the transaction input and output addresses, all users
corresponding to anonymous Bitcoimaddresses are identified according to the association information between addresses
in the transaction network.Real Bitcoin block data are applied in the experiment, and the execution process of the user
identification method“proposed in this paper is analyzed using a visual method. Experimental results show that this
method can effectively identify an anonymous Bitcoin address with a stable accuracy of 80% under an increase in the
number of blocks.
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hash: "b96b516295b8e4{5452405db8213ca56cde630b---",

size:249 ,

yirtual size:168,

version:2,

lock “time: 599983,
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block_hash:"00000000000000000007316856900¢e7---",

block timestamp:1571443461,
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1.Input script

2.for hash in script:

3.temp = SHA-256(hash ) //H hash , 1% H: SHA-256 /4 7 {4
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1.Insert(W):

2.P=ROOT

3. Fori=1,2,,W.len:

4.If P.thru(W[i]) == NULL: /%A IR Wil

5.P.addChild(W[i],new Node())

6.P = P.thru(W[i])
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)\ starting_node, trans_network

wH kRS

1.Queue Q = [startinginodeJ

2W,E=[],[]
3.8S= [startinginode]

4.while Q ! =empty:

5.for vertex in Q:

6.for node in trans_network:
7.if node is related to vertex:
8.W.add(node)

9.for vertex in W :

10.if Sim( vertex,S) > threshold:
11.S.add(vertex)
12.E.add(vertex)
13.W.clear( )

14.Q.push(E)

15.Q.pop( )

16.E.clear( )

17.return S
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Fig.7 Comparison of the accuracy between the proposed
user identification method and the traditional address

clustering algorithm
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