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Privacy-Preserving Heterogeneous Aggregated Signcryption Scheme
in V2V Internet of Vehicles

NIU Shufen', YAN Sen',LU Ruixi’,ZHOU Siwei' ,ZHANG Meiling'

(1.College of Computer Science and Engineering , Northwest:Normal University , Lanzhou 730070, China;
2.College of Mathematics and Statistics , Northwest Normal University , Lanzhou 730070, China)

[Abstract] Owing to the emergence of 5G/6G mobile communication technology, the requirements of Internet of
vehicles for the rapid exchange of information between Vehicle-to-Infrastructure (V2V) , and between Vehicle-to-
Increased (V2I). However, in the 5G/6G network slicing technology, different network slices use different
cryptosystems, thus affording heterogeneous network.communication. Heterogeneous vehicle networking can realize the
instant sharing of vehicle information. However; owing to open wireless communication channels, vehicle privacy
information is easily leaked;as such, the confidentiality and integrity of information must be ensured.Hence, this paper
proposes a privacy-preserving heterogeneous aggregated signcryption scheme.The proposed scheme uses heterogeneous
signeryption technology to achieve heterogeneous secure communication between registered vehicles in different
cryptographic systems in Public Key Infrastructure (PKI) and Identity-Based Cryptosystem (IBC) network slicing
environments. Using aggregation technology, vehicles in the IBC aggregate and unsigncrypt the received ciphertext
messages.To ensure that the unsigncrypted ciphertext message is complete, the receiving vehicle verifies the messages in
batches, which obviates the requirement for determining the signcryption process time and transmission volume. When
using a random oracle model, the scheme is indistinguishable to adaptively selected ciphertext attacks and existentially
unforgeable to adaptively selected message attacks.The experimental results show that, compared with the certificateless

aggregation signcrypting scheme based on edge computing and the efficient signcrypting scheme of Internet of vehicles,
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the time required by this scheme for signcrypting the message sent by the sending vehicle is 18.91%~63.12% less, and

the time required by the receiving vehicle to decrypt the ciphertext is 5.91%~33.66% less, which proves the high

computational efficiency of the algorithm.

[Key words] Internet of vehicles; Public Key Infrastructure (PKI) ; Identity-Based Cryptosystem (IBC) ; heterogeneous

aggregated signcryption; SG/6G network slicing
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Table 3 System configuration and mathematical

parameters
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Fig.4 Time cost of signcryption stage for different schemes
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Fig.5 Time cost of unsigncryption stage for different schemes
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