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[ Abstract] During the data storage and query of a blockchain, owing to the fransparency and openness of the blockchain,
all users of a network may obtain information regarding the inquirer; thus, confidential information regarding the inquirer
may be exposed.This study adopts the idea of a blockchain on-chain off-chain storage;designs a blockchain data storage model,
introduces a proxy re-encryption mechanism for storing the encrypted data ofithe storer off-chain in a distributed manner,
and stores the index information sent by the storer as well as theshash value of the root of the Merkle tree on the chain;this,
in turn, ensures the integrity, reliability, and verifiability of data and also reduces the utilization of storage resources by the
blockchain data. The elliptic curve encryption algorithm is used. to/design an Oblivious Transfer (OT) protocol for the
confidential query of blockchain data, which prevents all the users in the entire network from obtaining the inquirer’ s
information ; this protects the privacy of the inquirer during data transmission.Analysis results reveal that the inquirer requires
only 2n+2k+2 elliptic curve multiplication operations to.complete an OT on the blockchain when using this protocol.Compared
with existing protocols, this OT protocol requires a smaller storage space, features lower computational complexity, and offers
higher security for the same key length.

[Key words] blockchain; confidentidlity querys on-chain off-chain storage model; Oblivious Transfer (OT) ; elliptic
curve encryption algorithm
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Fig.1 Merkle tree data structure

1.3 RXYEFEIELR

S R € e P o o B i il [ 5 2 R e £ AN
], P E AR SCHR B8 55 -85 T A4S A A7 4 AR, 1%
THEE EAF B R EUE B VBE T A7 6f IR UG 08 10 17 it HE
BB T X B R R A AT ] X HUEE
Sk W 4% 2 R 766 2 A LB M 45 2 2 AR,
T A 1 A R DX R B BE R B BN A G R AR A
KA A5 B K 2 i .




F48% 10 XU, R AR K A DB R O R A AN 22 A i P 15
HE n n+l n+2
N
§ Ay
e waaak | [ wsmenr | [ ssieear | e —
Yy Yest A Yot A i
2t
[
T - F3IfR FIfL
ﬁ%}éﬁg R ||?l R IFIA‘ R |ﬂl‘
g | | e || wo |
TR A X X
i 1 i 16 i 16
IEErEEECEREE T
tebid
M2 R HIER

Fig.2 Blockchain storage framework
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Fig.3 MapReduce-based blockchain data storage framework
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Fig.4 Data storage framework in the blockchain network layer
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Fig.5 Process of blockchain oblivious transfer
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Fig.6 Application of the proposed protocol in the medical field
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