$£48% HF10H Computer Engineering iTEH T2 20224E 10 A

MERERE- TEHS: 1000-3428(2022)10-0158-11 XEARERG A th [E 4 22 : TP309

— M EF LWE-CPABE (WX HRéEHIELZT HE
KA MG A ﬁ&”

(1. =M% R FE2BE, R 6502215 2. =~/ W4 K B HWF ST BE , EL B 650221)

& E . NIRRT X T R TGS 0 B R CR B R T Ok B M R X BB B R 5 A% S M o o Bk
BRGA BEH —Fh 3 A% (9 )5 i 7 CPABE X HUsE B4l 3 22 0 52 o 2845 2% 21 (LWE)E hy Jr 58 1) PRME [n) {1 3%
4 3 — o 5 A% 19 %5 SO I i M 3 0 %% 5375 LWE-CPABE, %Ewﬁ@%frié;ﬁ N BH B i 2 A R Tk S BN 1Y 2 A
e BB RS bR R AL AE 5 450, LA 2 LWE-CPABE B ik iU nl B 351 . 7E UL Ll b, 25 28 B A
535 %A Re A 20, LISLBIAE 5 1 A sh 30 0E 5 3530 . DO RETE /A 505 B SC g0 45 R W 1% 0y RAEER LI G 1E Jm
it % LA K 5 B A B T SR AR T Y AR T AL G I L T R R S B S % CPABE 7 58, n SR X B BE I RHE 1)
A AL SRR, W B S X B B S ek

K F;%&ﬂ X Bk 5 }E@%ﬁu% s e 2 ALY

FHMZE(FRRS)FREB(OSID):

s B B4 BRIE L R R %rrn;i%‘LWE CPABE (1 X Yo B 4 == 75 22 [T ] i H AL T AR L 2022, 480100
158-168,175.

EX 5| A#®R: ZHANG X D,CHEN T W, YU Y M. A blockchain data sharing scheme based on LWE-CPABE [JJ.
Computer Engineering,2022,48(10):158-168,175.

A Blockchain Data Sharing Scheme Based on LWE-CPABE

ZHANG Xiaodong',CHEN Taowei',YU Yimin'’
(1.School of Information, Yunnan University of Finance and Economics, Kunming 650221, China;
2.Intelligent Application Research Institute, Yunnan University of Finance and Economics , Kunming 650221, China)

[ Abstract] To solve the threat that quantum computing poses to the privacy protection technology using number theory
applied to blockchains, a post-quantum Ciphertext-Policy Attribute-Based Encryption(CPABE) blockchain data sharing
scheme based on lattice theory is proposed in this paper by effectively integrating blockchain technology and a lattice-based
attribute-based encryption algorithm.First, using the Learning With Errors (LWE) problem, a lattice-based LWE-CPABE
algorithm is constructed , which can effectively resist quantum computing attacks on public key cryptography to realize secure
data sharing.Second, the standard formatted transaction strugfurerof the algorithm parameters is designed to satisfy the
accountability requirements associated with the LWE-CPABE algorithm. Finally, an intelligent contract for transaction
generation and transaction verification is designed to realize the"automatic verification and consensus of a transaction.
Functional analysis and simulation results demonstrate.that the initialized encryption as well as the key generation efficiency
using the proposed algorithm is superior to the traditional€RABE scheme based on bilinear mapping theory.The proposed
LWE-CPABE achieves higher efficiency and improves privacy protection in blockchain dynamic data sharing scenarios.
[Key words] post-quantum cryptographys. blockchain; Attribute-Based Encryption (ABE) ; data sharing; privacy
protection
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