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Password Guessing Method Based on Improved PCEG Algorithm

LI Jingwen,ZHAO Kui
(School of Cyber Science and Engineering, Sichuan University , Chengdu 610065, China)

[Abstract] Recently, password leaks have been occurring frequently.=Alccordingly, effective password guessing
methods are an important means of securing passwords, among them, the method based on Probabilistic Context-Free
Grammar(PCFG) is extremely effective. However, this method still has problems such as the inability to generate new
substrings of password and inaccurate estimation of the probability of generating passwords. Thus, taking the PCFG-
based password guessing method as the research object, its hitrate in the key stage of the password generation process is
analyzed. Subsequently, an improved PCFG password guessing method based on Backoff-Recurrent Neural Network
(Backoff-RNN) model and probability balance issproposed.In the password structure division stage, by analyzing the
user's behavior and preference when constructing.the password, the password is more finely divided into Chinese Pinyin
and English words to extract a deeper structure information. In the password filling stage, the idea of Backoff is applied
to the char-RNN model to generate long sequence substrings in the substructures to improve the accuracy and generation
ability of the model. In the password probability calculation stage, the calculation method of password generation
probability is improved to addiess the probability imbalance problem caused by inconsistent password structure length
when using the traditional calculation rules. The experimental results demonstrate that the hit rate of the trawling attack
of the proposed method is 20.6% and 22.4% higher than that of traditional method based on PCFG on the cross-datasets
of Chinese and English language environments, respectively, and 2.8% higher than that of TarGuess-I model of the
targeted attack on the dataset of Chinese language environment.

[Key words] password guessing attack; natural language processing; Probabilistic Context-Free Grammar (PCFG) ;
deep learning ; password security
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Fig.1 Password statistics process based on PCFG
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Table 1 Basic information in the password datasets
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Table 2 Common password subsegments for users

in the Chinese language environment

740 K g T
3 123,520,111,000,aaa,abc,asd,qwe,666,888
4 aini,1314,1234,love,w0ai,6666,8888,a123
5 12345,aaaaa,66666,11111,00000,a1234,woshi,ilove
6 999999,000000,321321,112233,qwerty,121212
7 1234567,5201314,zxcvbnm,al123456

87654321,aaaaaaaa,12345678,11111111,00000000,
888888888,66666666,iloveyou,password,1q2w3edr

9 123456789,987654321,a12345678,qwertyuiop
10 woainil314,a123456789,0123456789,1234567890
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Table 3 Common password subsegments for users

in the English language environment

IR S T R
3 123,and,all,000,0ne,ass,son,aaa,ann,her,111
4 love,1234,ball,baby,1111,ever,rock,life,al23,hell
5 ilove,12345,angel,hello,11111,lover,jesus,lucky
6 monkey,qwerty,prince,dragon,christ,jordan,flower
7 1234567,welcome,michael,diamond,charlie,anthony
8 password,princess,sunshine,iloveyou,november
9 123456789,butterfly,chocolate,Elizabeth,beautiful
10 basketball,tinkerbell,strawberry,volleyball,sweetheart
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Fig.2 PCFG password guessing method based on Backoff-RNN and probability balance
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7.updateSubString(win, item)

8.END FOR
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9.def updateSubString( win, item) :

10.len = win.length

11.dict_pred_freq <~ RNN,_ (win)

12.FOR preq IN dict_pred:

13.poss = dict_i[ item ] x dict_pred[ pred]

14.IF pred == <EOS>:

15.dict_generated _i[ item ] = poss

16.ELSE

17.dict_i+1[ item+pred | = poss

18.END FOR
3.3.2  HERIBERIT RNk
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SRR p(S) A2 LA S et 11 A S50 43 A Xk A 0 4
A MR SR )5 W) TR K T B R AT % TR, T
L HE 1A 5 M K R X H e T Bt A Ak B
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Table 5 The number of occurrences and their generation probability of some passwords in the Yahoo dataset

Fr & 14 a0 F1 44 Hg 44 K g U
1 abc123 250 L,D, 2 PS=L,Dy)x p(L, =abe)x p(D,=123)=3.01 x 10°°
2 abed1234 71 L,D, 2 PS=L,D,)xp(L,=abed)x p(D, = 1234)=3.78 x 10°°
3 qwerty123 51 LD, 2 P=LD,)xp(L,=qwerty)xp(D,=123)=1.88x 10’
4 sophie 40 L, 1 p(S=L,)xp(L,=sophie)=1.02x 107
5 redsox 32 L, 1 p(S=L4)xp(L,=redsox)=9.86x 10~

PR R O Al A T A IR AR AR X TS =
wyw,-w, fE uni-gram 3 5 BN THRHLIN 4 (3)
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ljlbp(w,)

p(S,)=p(struct)x 2"~ "
Ferren B 3 B B pOe ) Rm 3 1A F
BB s p(S) ) 3R B 2 14 1 2R OB s p(struct)
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5107, #12% PR X A categorical crossentropy.
42 XWH=E5FEMIER

MAE S PCFG FiE LB IR A, 114 450
A B I B B i v R s S R i E B
R R BT SC 58 56 0 T 4R O e e AR L T A
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ARSI Y 5

1)# 12306 54k 4 A1 CSDN % 4f 4 41 i 38 X8
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Fig.4 Performance comparison of different password

structure generation methods
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Table 6 Model parameter selection
] i T %

H B

Sy, THEK FEEK TRE FRR FRK FRK
RS EARN6 AT ERNS EHRI EHNIO0

70 43.8 42.1 21.8 42.4 17.3 13.2
4 80 46.1 47.4 22.7 425 16.3 14.6
90 45.4 46.3 20.9 43.7 15.9 14.9
70 46.7 49.9 26.1 40.9 14.3 13.7
5 80 47.6 54.3 243 45.7 16.4 14.8
90 43.5 51.3 24.5 455 15.4 12.1
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Fig.5 Performance comparison of different password

substring generation methods
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Fig.6 The number of occurrences of numeric substrings

of different lengths in training set
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Fig.7 Trawling password attack results

in different experimental scenarios
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