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Adversarial Example-Generation Method Based on Improved Geneétic Algorithm

BAI Zhixu, WANG Hengjun
(Strategic Support Fore¢e Information Engineering University ,Zhengzhou 450001, China)

[ Abstract] The advetsarial example is an effective tool to evaluate the security and robustness of a model. Conducting
antagonism training/on the model can effectively improve the model's security. The mainstream classification methods
divide the existing counterattacks into white-box attack and black-box attack.Black-box attack methods generally have
problems of low attack efficiency and poor concealment.Thus, a/black-box attack method based on an improved Genetic
Algorithm (GA) is proposed.a Class Activation Mapping (CAM) interpretation method is introduced in the process of
adversarial sample evolution.In addition, the original image is divided into regional pixels to restrict the perturbation
evolution to essential regions of the image to improve thes€oncealment of the generated adversarial examples. An
adaptive probability function is introduced with an elite retention strategy to improve the algorithm's attack efficiency
and achieve black-box attacks by sample initialization, selection, crossover, and mutation operations with only the model
output labels and their confidence levels. The experimental results show that, compared with the POBA-GA black-box
attack method that also uses a genetic algorithm, the adversarial examples generated by the improved genetic algorithm-
based adversarial sample generation method have better steganography and fewer model visits for the same attack
success rate.The average increase0f 7.14% and the average decrease of 6.43% in the number of model visits validate the
method's effectiveness.
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36.if X! < X! then

37 X = X

38.end if

39.end for

40.end for
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Fig.6 Influence of thermal value grouping number M on the performance of AEGM-IGA method
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Table 2 Comparison of attacks success rates of different methods %

Trk MNIST(M)##]  CIFAR-10(M)BE#  VGGI9FIA  Resnet50BIA  Inc-v3Hi#!  Inc-v4FiAl  IncRes-v2 f#!
FGSM J7i% 86.3 88.4 77.2 79.8 82.5 32.7 32.6
MI-FGSM J7 i 99.7 99.7 99.2 99.3 97.3 95.6 94.2
C&W J7 ik 100.0 100.0 99.3 100.0 99.5 99.3 99.1
ZOO0 Fik 100.0 99.3 87.2 88.5 87.4 85.9 81.3
AutoZOOM J7 7% 100.0 100.0 99.9 100.0 100.0 100.0 100.0
Boundary J5 76.4 732 718 70.6 70.1 67.4 61.5
POBA-GA 77 100.0 100.0 95.7 98.2 94.4 92.9 90.3
AEGM-IGA J7ik 100.0 100.0 94.4 97.1 93.5 90.7 89.5

B 22 2 A %01, HH AEGM-IGA J7 ¥ A= 1% 14 % it FE BE B Ak DX B — /N 43 O B X3 HE R TR
FEARA MY @B a %, Kk E A e 2 5% T T RE AR 1 T G ) R . o ]
hF -Gl k. 2P BERE P& VIR [ B 1 52 B 75 5K, 8 a4 4 R R — R 1Y B
PR B 4F (1) & AutoZOOM J %, Bl J& 2 TR £ 3L F 33t e T ot R B T R IE HOk U, R AR A 4
£ 5 3% ) POBA-GA J7 i, A SC R HEARAEGM- BB 45 J8 10 & i i 3k 21 0 w5 19 0 el o) %, (1
IGA ik HEA 55 3. e B & v, 5 WU i WS 45 ok B, ff | AEGM-IGA J7 15 A= i 19 %t
&8 35 i) POBA-GA 7 ik ML , AEGMAIGA 7 i 1Y PUREAS () 28 & 2ol D %, 5 MI-FGSM 5 36 A2 1
Bl T AR . 7E Bl B T [ i £ 11 Inc-v4 B XFHLREAR ) A& BCE RN F M E L)L, L EiE
AL |, AEGM-IGA J7 ik B928 &0 o5 i o) AT 8k # FGSM J5 % .
ik #) 90.7% , ¥tk POBA-GA J5id%k BI% 2.2 4 A 4 3.3.2 R/ H
RO E T HEZ B N . A X — S5 R A% SCAH e Bl /0N i X BURE A 1 BRI L A
J R & AEGM=IGA JL I 0 T RE 1% T 4 b 2 il %t e Sk /N, O 12k 1 RO M R R . AN TR R A R
FE A I Bl M OB 58 S 8w 2R A MG R, S B A A 0 HT RS v R B RN 25 R A 36 3 T

#3 FREF %R B3 FUEAR B N3 b

Table 3 Comparison of disturbance size of adversarial example generated by different methods

VRS MINIST(M)BE#  CIFAR-10(M)FEH  VGGI9HE A ResnetSOREA!  Inc-v3FEA  Inc-v4 i  IncRes-v2 i

FGSM J7i% 0.821 3 0.063 3 0.009:6 0.011 4 0.006 7 0.007 3 0.006 4
MI-FGSM J5 ¥ 0.449 0 0.037 9 0007 5 0.005 8 0.004 2 0.003 9 0.003 6
C&W J7ik 0.157 3 0.017 5 0.005 3 0.002 1 0.002 8 0.002 5 0.002 4
Z00 F i 0.214 0 0.098 0 0.026 9 0.035 4 0.0195 0.0217 0.020 4
AutoZOOM J5' % 0.323 6 0.137 3 0.0419 0.0349 0.036 3 0.037 2 0.0358
Boundary J5 % 0.204 1 0.016.1 0.003 2 0.002 0 0.003 8 0.004 1 0.004 0
POBA-GA J5i% 0.1973 0.045 8 0.010 1 0.009 4 0.0114 0.010 7 0.0117
AEGM-IGA J7 i 0.178 2 0.0375 0.008 3 0.005 3 0.005 8 0.006 5 0.006 1

FH 22 3 0] 0, 6 R [R) TRl 2 S 0 1 R, AR S IEHE R UL, & T BE S 4R AL 3 AE 2, A
775 AEGM-1GA A 15l 1 X Pt R A vp it sh 8870 XTHUAEAS i 6 55 4 ML AL A H PR BRI AL, 75 iY Bt B
B Uy TP B T B U 1Y 2 Boundary ik L HEA 2 W/, {H AEGM-IGA J5 ik xFHi sh K/ g, 5 A
) J& A SC 7 ¥ AEGM-IGA, H B i Mk i # G AR, 22T FGSM ik, R ZE
AutoZOOM 5 ZOO Jik . SR E TEAR LD PRl SRy A% S5 s AE R BE DD 46 AL B 51 A Grad-CAM fif B
POBA-GA 77 ¥EHH Hb , A% 3C 7 v BB 6 W 4 b 4% o1 4 3 J7 %, BE A AR G b oK P Bl 2F 1k Y R 9 ) e A5 7Y B e
KN X PUREAS [ Bl PE B 4 o W ImageNet £ 48 O K3, 9 T UG R R AR R Bl AE AH TR 2k K
4E |, %056 Inc-v3 . Inc-v4 5 IncRes-v2 #5541 [ %ot BT A SO AR B X U REAS S Bl BN B
PUREA P B RN BRI T 47% , 82 FHRCR I B . P T
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Table 4 Comparison of the number of visits against the attack model

o MINIST(M)  CIFAR-10(M) VGG19 Resnet50 Inc-v3 Inc-v4 IncRes-v2
i ! i) F 7 i) Fi 7 Fi A
ZOO J5ik 9317 4457 235 437 230 384 265 357 258 312 263716
AutoZOOM J5 i 447(100) 309(86) 472(1 687) 4268(1694) 4107(1713) 4214(1784) 4135(1716)
Boundary J5 12 500 12 500 125 000 125 000 125 000 125 000 125 000
POBA-GA J7 i 427(95) 384(79) 3786(536) 3707(495) 3684(473) 3712(482) 3751(485)
AEGM-IGA J5 % 374(87) 291(64) 3154(474) 3062(441) 3173(451) 3246(453) 3257(457)

i 2 4 741, A 07 1 AEGM-IGA 2B i3 Bt b
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