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Traffic Classification Algorithm for IoT Device Based on'Sliding Time Window

YU Changhong,LU Ya, WANG Haixin, GAO Ming
(School of Information and Electronic Engineering, Zhejiang Gongshang University , Hangzhou 310000, China)

[ Abstract] Existing traffic classification schemes for Internet of Things(IoT) devices rely mostly on the complete flow
or the first few packets of the flow.If the scheme relies on the complete flow, this will lead to more data, thus increasing
the computing complexity and storage resource consumption, however, the storage space and CPU performance of IoT
devices are very limited; if the scheme relies on the first few packets.of the flow, if some of the first several packets that
depend on the flow are lost, the classification effect is poor. To solve these problems, this paper proposes a random forest
traffic classification algorithm for IoT devices based on sliding time window.This algorithm uses [oT traffic information
to characterize the attributes of various devices.First, based on the time-dependent characteristics of the flow of IoT
devices, the flow is divided into several sub-flows with a period of 7 using a sliding time window. Second, based on the
encryption characteristics of the IoT device traffic, the flow and packet information of the flow head are extracted from
the sub-flow to establish the feature vector. Finally, a classification model is constructed based on the characteristics of
random sampling and randomly selected features of the random forest to enhance the generalization ability of the model
and further improve the classification performance. The experimental results on the public dataset UNSW show that the
classification accuracy, precision; recall rate, and F1 value are 96.23%, 94.8%, 91.47%, and 93%, respectively,
indicating good classification accuracy.
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Fig.1 10T device traffic classification procedure
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Table 2 Comparison of traffic classification effect
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Fig.10 Comparison of each equipment classification effect
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