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Efficient Storage Access Control Scheme for Alliance Chain
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[ Abstract] The alliance chain platform Hyperledger Fabric provides a channel mechanism to isolate and protect data,
but the nodes inside the channel can retrieve data on the chain @t will and management is centralized, which means
alliance chain faces: security problems such as data leakage, confusion of node access rights, inability to update access
rights, and centralization of data storage. To address the above issues, an efficient storage access control scheme for
alliance chain based on Ciphertext-Policy Attribute-Based Encryption (CPABE) algorithm is proposed. To address the
issue of updating access policies and node permissions, a“data chain and attribute set chain are created to achieve
attribute updates for all nodes on the data chain. A database is used to update access policies and store historical
modification records of access policies. By modifying the Fabric-CA component provided by Hyperledger Fabric, the
security of node attribute private key generation and distribution process is improved.In this scheme, the storage data
partitioning optimization mechanism and data request negotiation mechanism of the Inter Planetary File System (IPFS)
are designed, and the SM4 algorithm is.used to encrypt the data, achieving efficient and secure storage of the data.The
test results show that compared with the efficient Traceable Attribute-Based Encryption scheme with Dynamic Access
Control based on blockchain( TABE-DAC) scheme, the access control and data storage time of this scheme are reduced
by 100-200 ms and 1-2 s,respectively, ensuring greater security while maintaining higher operational efficiency.
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Fig.1 Fabric transaction process
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