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[Abstract] A multiccontroller structure is adopted for the Software-Defined Network (SDN) control layer to meet
complex and diverse application layer network requirements. However,there is still the problem of routing consistency
between the latest and existing routing policies, which may lead torstorage redundancy of flow entries in the data layer
and flow forwarding loops.To address this issue, Routing strategy Consistency Detection based on Blockchain for SDN
(RCDB-SDN) is proposed, whereby network information, such as feature attributes of flow entries stored in SDN
switches, can also be obtained benefiting from the tamper-proof characteristics of the blockchain. By leveraging
blockchain technology, RCDB-SDN can reduce the adverse impact of routing policy inconsistency on networks. The
RCDB-SDN scheme verifies the consistency of flow entry sets at the control layer through a Practical Byzantine Fault
Tolerant(PBFT) consensus mechanism based on voting.To detect whether path overlaps lead to storage redundancy, the
proposed RCDB-SDN scheme compares the forwarding effectiveness of the newly formulated and existing routing
policies by verifying the consistency of new and existing output flow entries. A circuit detection algorithm is applied
with direction graphs and flow ‘entry detection on key nodes of the forwarding path, to determine whether a path loop
causes a flow forwarding loop in the current network. Experiments are carried out on flow entries leading to path
overlaps and loops on the multichain platform.The results demonstrate that the detection accuracy of the RCDB-SDN
scheme is higher than that of the WedgeTail scheme and can reach more than 95%, reducing the messaging times
between control and data layers to a certain extent.
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Fig.1 Architecture of RCDB-SDN scheme
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Fig.2 Up-chaining process of the set of flow entries
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Fig.3 Consensus verification of flow entries based on voting
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Table 4 Recall and missed detection rate of path

overlap detection

TR %
RCDB-SDN

RCDB-SDN

WedgeTail WedgeTail

200 400 200 400 200 400 200 400
500 98.0 985 97.0 97.0 2.0 1.5 3.0 3.0
1 000 98.0 98.0 96.0 960 2.0 2.0 4.0 4.0

1500 98.0 980 96.0 950 2.0 2.0 4.0 5.0
2 000 97.0 975 93.0 935 3.0 2.5 7.0 6.5
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Table 5 Recall and missed detection rate of path

loop detection

AR /%
WedgeTail

T A9 3%
WedgeTail

i A

Kl 4 RCDB-SDN

RCDB-SDN

200 400 200 400 200 400 200 400

500 99.0 99.0 98.0 975 1.0 1.0 2.0 2.5
1:000 99.0 985 98.0 96.5 1.0 1.5 2.0 3.5
1500 98.0. 985 97.0 96.0 2.0 1.5 3.0 4.0
2°000 980 98.0 950 950 2.0 2.0 5.0 5.0
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