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Sortable Attribute-Based Searchable Encryption Scheme
Under Cloud-Edge Collaboration
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(College of Computer Science and Engineering , Northwest' Normal University , Lanzhou 730070, China)

[ Abstract] Cloud and edge computing technologies can effectively-solve the complex storage and computing needs of the
explosive growth of network edge traffic. However, after data outsourcing, users' sensitive information may be leaked due to
incomplete trust in cloud and edge devices. An Attribute-Based Searchable Encryption (ABSE) scheme with cloud-edge
collaboration is proposed to solve this problem. Cloud-edge collaboration technology is adopted to store many ciphertexts on
the cloud server, and the corresponding encryption index is uploaded to the nearest edge node for multi-keyword search and
auxiliary decryption to improve communication efficiency. The TF-IDF rule is used to return only the Top-k files that meet
the users' needs in the search results, hencethe multi-keyword sorting. The user attribute is divided into value and name, and
only the attribute name is disclosed to protect the users' sensitive information by hiding the attribute value. At the same time,
online/offline hybrid encryption technology is used to reduce the users' computing overhead. Based on DBDH and g-parallel
DBDH hypothesis, the proposed'scheme is proved to be INDistinguishable against Chosen Keyword Attack (IND-CKA) in
the random prediction model. According to the analysis of experimental results, compared with a suboptimal scheme, the
computational overhead of this scheme is reduced by 10% and 25%. Simultaneously, the scheme remains constant in the
decryption stage and has higher efficiency and practicability of ciphertext retrieval.
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Fig.1 System model and procedure
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Table 3 Computational cost comparison
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Table 4 Storage cost comparison
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stage of each scheme
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