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[Abstract] Communication protocols ensure secure communication between network applications and ToT devices.
However, the fragility of their design and implementation can result in serious security threats and hidden dangers.
Fuzzing, as an effective method for software security analysis, demonstrates efficient performance and unparalleled
advantages in vulnerability analysis of network. protocols. Nevertheless, existing stateful coverage-based grey-box
fuzzing for network protocols still relies on manual identification of the protocol format to assist testing. In addition, the
design of the mutation strategy is more prominent in the mutation of bits and bytes, disregarding the format information
of the protocol message itself, resulting in.suboptimal fuzzing performance. To address these issues, this study proposes
an intelligent protocol format based on an aggregate class. This model uses high-efficiency and automatic extraction of
protocol keywords and infers corresponding types to assist in building a more accurate seed mutation strategy for the
protocol gray-box test model. This approach generates test cases that better conform to the specifications of protocols,
thereby accelerating code coverage, improving illegal testing capability, enhancing the capacity of the fuzzy test, and
increasing the ability to identify fragile paths. The experimental results demonstrate that, when fuzzing programs such as
TinyDTLS and OpenSSL, ProCluster outperforms the typical stateful gray-box fuzzing tool AFLNet by increasing edge
coverage by 75% to 182%. Furthermore, it successfully identified a buffer overflow vulnerability sample in TinyDTLS.
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