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[ Abstract] Adversarial attack and defense is a popular research area in computer security. Trans-GAN, an adversarial
example generation algorithm based on the combination of Transformer and /Generate Adversarial Network (GAN) , is
proposed to address the problems of the poor visual quality of existing gradient-based adversarial example generation
methods and the-low generation efficiency of optimization-based methods. First, the algorithm utilizes the powerful
visual representation capability of the Transformer as a reconstruction network for receiving clean images and generating
adversarial noise. Second, the Transformer reconstruction network is combined with a deep convolutional network-based
discriminator as a generator to form a GAN architecture, which improves the authenticity of the generated images and
ensures the stability of training. Meanwhile, the improved attention mechanism, Targeted Self-Attention, is proposed to
introduce target labels as a priori knowledge when training the network, which guides the network model to learn to
generate adversarial perturbations with specific attack targets. Finally, adversarial noise is added to the clean examples
using skip-connections to form adversarial examples. Experimental results demonstrate that the proposed algorithm
achieves an attack success rate of more than 99.9% on both models used for the MNIST dataset and 96.36% and 98.47%
on the two models used for the CIFARI0 dataset, outperforming the current state-of-the-art generative-based adversarial
attack methods. The qualitative results show' that compared to the Fast Gradient Sign Method (FGSM) and Projected
Gradient Descent(PGD ) algorithms, the generated adversarial noise of the Trans-GAN algorithm is less perturbed, and the
formed adversarial examples are-more natural and meet the requirements of human vision, which is not easily distinguished.
[Key words] deep neural network; adversarial example; adversarial attack; Transformer model; Generate Adversarial

Network( GAN) ; attention mechanism
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Fig.4 Examples of adversarial samples of CIFAR10 dataset
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Table 5 Comparison of attack performance of

different algorithms on defense models %
. Hbs  Bif Adv- Al A
: FGSM CW PGD
Het A [T GAN GAN #i%
Adv. 430 4.60 20.59 8.00 23.85 36.92
T A Ens. 1.60 4.20 1145 6.30 12.17 29.11
IterAdv  4.40 3.00 11.08 5.60 10.90 21.64
MNIST
Adv. 270 3.00 10.67 18.70 20.94 64.28
iR B Ens. 1.60 2.20 10.34 13.50 10.73 65.87
IterAdv. 1.60 190 990 12.60 13.12 63.91
Adv. 5.76 835 9.22 10.19 9.85 31.56
ResNet-
1 Ens. 10.09 9.79 10.06 8.96 12.48 48.34
IterAdv. 198 0.02 11.41 930 9.57 29.10
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Table 6 Comparison of attack performance of

different algorithms on ImageNet dataset

Adv. 0.10 8.74 8.09 9.86 10.17 37.29
WRN-34  Ens. 3.00 12.93 9.92 9.07 11.32 26.58

IterAdv  1.00 0.00 9.87 899 991 25.20
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Fig.5 Example of adversarial samples of ImageNet dataset
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