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G-MASK Facial Adversarial Attack Combining Gaussian Filtering and MASK

LI Qian, XIANG Haiyun',ZHANG Yuting, GAN Yun,LIAO Haode
(School of Computer Scien¢e, Southwest Petroleum University , Chengdu 610500, Sichuan, China)

[ Abstract] The rapid development of deep neural networks has led to significant success in fields such as computer
vision and natural language processing. However, adversarial attacks may inhibit the performance of neural networks,
posing a serious threat to the security and confidentiality of various systems. Existing black-box attack methods perform
poorly in facial recognition, with'a low success rate and low transferability of generated adversarial samples. To this end,
a G-MASK adversarial attack method combining Gaussian filtering and mask is proposed. Using the heat map output by
Grad-CAM to determine the mask area of adversarial samples, the mask area is perturbed to improve the success rate of
black-box attacks.The perturbation integration method is used to improve the black-box migration ability and enhance
attack robustness. Gaussian smoothing is applied to the generated perturbations to reduce the difference in interference
noise between integrated models, improve image quality, and enhance disturbance masking. Experimental results show
that for different facial recognition models, the G-MASK 'method significantly improves the effectiveness of black-box
attacks while ensuring a high success rate of white-box rattacks and a better masking ability. Following model
perturbation integration, the success rate of white-box attacks on adversarial samples exceeds 98.5% , while the success
rate of black-box attacks reaches 75.9%, which is:consistent with the fast gradient sign method. Compared with Fast
Gradient Symbolic Method (FGSM) , Iteration-Fast Gradient Symbolic Method (I-FGSM) , Moenttum Iteration-Fast
Gradient Symbolic Method(MI-FGSM ) yields average improvements of 12.1,10.6,and 8.2 percentage points.
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Fig.1 Heatmap of facial focus area
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Table 1 Image quality indicators of adversarial samples

SHMNE PSNR/dB MSE
a=[0.000 1,0.000 2], 8=0.005 72 2035
@=[0.000 1,0.000 2], 8=0.05 20.2 423
«=[0.000 1,0.000 2], 3=0.5 273 110
a=[0.01,0.02], B=0.05 8.5 1945
@=[0.001,0.002], 8=0.05 12.5 1456
a=[0.000 01,0.000 02], B=0.05 29.6 100

ME 1A LLE 1, 2%.a=[0.000 1,0.000 2] ,8=
0.005 Fl @=[0.01,0.02],8=0.05 i} , & 1% i HF 3¢ I %
28 R A R Y o UM o R B B LB /N I, 5 By
TR 2R 15 O T B8 Bl 43 2% sl /), 55 AU 18 B0 Bl 2 ks
D) P e 5 o A e 20 gl e Y I U 50 b e 2 |
0 AR . R tE— 0 B 5 S BOBUE R Bt D
()52 MR, MR G 2R 1 245 R BRI o o 3 ) S Al
4 (PSNR>20) #F 47 52 45, H 1A 52 50 25 B an 5k 2
i

®2 TEASHAHASHBERINE

Table 2 Attack success rate among different

parameter combinations %
ASR
) 2% «=[0.000 1, «=[0.000 1, «=[0.000 01,
0.000 2], 8=0.05 0.000 2], 5=0.5 0.000 02], 8=0.05

ResNet 50 54.2 97.0 96.8
ResNet 101 70.2 94.6 83.3
ResNet 152 70.6 95.1 77.2
SEResNet 50 65.2 90.0 68.5
SEResNet 101 80.1 92.2 79.4
Attention 56 71.3 92.3 70.9
MobileNet 63.2 94.4 77.4
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Table 3 The success rate of attacks among different methods in single-model attack settings %
” UG g
e Yok 5 ik F-H
ResNet 50 ResNet 101 ResNet 152 SEResNet 50 SEResNet 101 Attention 56  MobileNet
FGSM 90.1%* 21.1 12.9 12.8 22.1 37.2 46.5 34.7
I-FGSM 94.6* 433 27.2 25.0 40.9 54.8 50.3 48.0
ResNet 50
MI-FGSM 98.5% 60.8 44.5 48.8 56.8 62.7 52.6 60.7
G-MASK 99.4% 77.4 63.2 78.1 70.2 63.1 60.3 73.1
FGSM 14.5 92.8* 14.9 15.8 22.2 48.0 46.8 36.4
I-FGSM 40.8 95.2* 34.6 33.9 47.9 69.9 44.1 52.3
ResNet 101
MI-FGSM 48.5 99.4%* 41.8 40.5 52.6 74.9 46.2 57.7
G-MASK 73.6 100.0* 76.0 75.2 66.8 75.9 47.4 70.7
FGSM 16.4 19.9 93.5% 15.2 22.8 39.9 49 .4 36.7
I-FGSM 40.4 47.5 94.3% 33.4 49.2 70.8 45.2 54.4
ResNet 152
MI-FGSM 45.2 52.7 99.5% 40.1 55.5 72.6 53.4 67.4
G-MASK 76.4 78.8 99.7% 78.1 69.3 72.8 56.4 74.4
FGSM 15.4 24.7 16.4 91.4%* 22.5 37.2 49.9 36.7
I-FGSM 40.3 51.4 34.8 96.8* 51.5 48.8 56.5 54.3
SEResNet 50
MI-FGSM 46.8 54.9 40.5 98.7* 59.0 52.3 54.4 58.7
G-MASK 73.1 74.0 75.6 98.4% 66.0 58.3 58.8 71.6
FGSM 17:3 253 16.2 14.0 92.6* 34.8 42.4 34.7
I-FGSM 39.6 42.0 37.4 35.7 97.3*% 66.4 50.1 52.6
SEResNet 101
MI-FGSM 46.2 50.9 42.6 39.8 98.7% 67.4 62.5 58.7
G-MASK 79.7 76.0 77.7 67.2 100.0* 68.6 67.6 78.1
FGSM 5.0 10.0 6.2 4.9 82 91.0%* 39.9 23.6
I-FGSM 25.2 33.6 21.7 19.0 324 97.8% 55.4 40.7
Attention 56
MI-FGSM 40.6 53.7 46.8 31.2 50.2 99.7* 59.2 54.5
G-MASK 64.0 61.6 63.9 64.5 65.8 98.9* 64.6 69.2
FGSM 15.0 27.9 19.3 16.3 25.8 36.0 91.4* 33.1
I-FGSM 423 53.7 45.6 35.7 61.4 53.0 97.2%* 55.6
MobileNet
MI-FGSM 46.7 58.4 52.4 40.2 64.2 58.5 99.1* 60.0
G-MASK 64.0 54.4 58.3 63.0 66.4 66.3 99.8* 66.6
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Table 4 The success rate of attacks among different methods in integrated model attack settings %
K% R SAR
R B s ResNet 50 ResNet 101 ResNet 152 SEResNet 50  SEResNet 101 Attention 56 ~ MobileNet
FGSM-ens 50.7 98.5%* 98.7* 98.6* 98.8%* 98.5%* 98.7*
I-FGSM-ens 55.3 99.0%* 99.0* 98.7* 99.3%* 98.7* 98.9%*
ResNet 50
MI-FGSM-ens 57.6 99.7* 99.8* 99.3* 99.9%* 99.4%* 99.0*
G-MASK-ens 60.8 100.0% 100.0% 99.9* 100.0% 100.0* 99.9*
FGSM-ens 98.7* 53.2 98.5% 98.8* 98.0%* 98.8%* 98.7*
I-FGSM-ens 99.9%* 55.6 98.7* 98.9%* 98.4%* 99.4%* 99.2%*
ResNet 101
MI-FGSM-ens 99.8%* 59.1 98.8%* 99.4%* 99.5%* 99.9%* 99.8%*
G-MASK-ens 100.0* 69.2 99.7* 100.0* 99.9% 100.0* 99.9*
FGSM-ens 98.8%* 98.5% 56.8 99.7 % 98.8% 98.5% 98.6*
I-FGSM-ens 98.9%* 98.9%* 60.2 99.9%* 99.3%* 98.9%* 98.3%*
ResNet 152
MI-FGSM-ens 99.3* 99.2%* 70.8 100.0* 100.0* 99.4%* 99.4%*
G-MASK-ens 99.8* 100.0* 73.3 100.0* 100.0% 100.0* 100.9*
FGSM-ens 98.7* 98.9%* 98.7* 59.2 98.9%* 99.0* 98.8*
I-FGSM-ens 98.8%* 99.3* 99.1%* 64.7 98.7* 99.4* 99.2%
SEResNet 50
MI-FGSM-ens 99.5% 99.5% 99.9%* 70.2 99.1%* 99.6* 99.8%*
G-MASK-ens 99.8* 99.9* 100.0* 72.9 100.0* 99.9% 100.0*
FGSM-ens 99.1% 98.6* 98.5% 99.2% 62.1 98.6* 98.7*
I-FGSM-ens 99.6%* 99.2% 98.9%* 99.4%* 72.5 98.9% 99.4%*
SEResNet 101
MI-FGSM-ens 99.7* 99.8%* 99.2% 99.9%* 73.6 99.0%* 99.7*
G-MASK-ens 100.0* 100.0* 99.9* 99.9* 74.2 99.8* 100.0*
FGSM-ens 98.5% 99.2%* 98.9%* 98.8%* 98.6* 63.8 99.3%*
[-FGSM-ens 99.4* 99.6* 99.3* 98.4* 98.9* 65.3 99.5%
Attention 56
MI-FGSM-ens 99.8%* 99.9%* 99.9%* 99.5% 99.6* 67.7 99.9%
G-MASK-ens 99.9* 100.0* 99.9% 99.9* 100.0* 75.9 99.9*
FGSM-ens 98.8%* 99.0%* 99.0* 99.8* 98.7* 98.8%* 64.8
I-FGSM-ens 99.0* 99.8* 99.0%* 99.9* 98.9%* 99.3*% 70.6
MobileNet
MI-FGSM-ens 99.4%* 100.0* 99.4%* 99.9%* 99.2% 99.6* 72.1
G-MASK-ens 100.0* 100.0* 100.0* 100.0* 100.0* 100.0* 75.6
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