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Image Hash Combining Quaternion Laguerre“Moments and
Three-Dimensional Structures

BAI Jie, ZHAO Yan®
(College of Electronics and Information Engineering, Shanghai University of Electric Power, Shanghai 200090, China)

[ Abstract] Currently, several algorithms used in image hasShingican only handle grayscale images. In this study, a
hashing algorithm based on quaternion LLaguerre moments and a three-dimensional energy structure is proposed to
improve the range of application and performancesef ‘the image hashing algorithm, particularly its robustness
against rotation attacks. First, the input color image is preprocessed, multiscale fusion is performed, and the
Laguerre moment coefficients are extracted from the fused image as the global features of the image. The energy
information of the fused image is used to €stablish @ model in the YCbCr color space, and the angle between the
energy peak and valley points connectedywith the horizontal plane at different viewpoints in the three-dimensional
(3D) model is selected as the local structure feature. The features with rotational invariance are extracted by the
positions of the near and far points on the specific points and each contour of the 3D model. Finally. the global and
3D structural features are combineds, quantized, and encrypted to generate hash sequences. Finally, the global and
3D structural features are éombined to quantify and encrypt the generated hash sequences. The results show that
the subject operating characteristic curve exhibits a correct acceptance rate of 0. 999 2 when the error reception rate
is 0. A Hash sequence length'of 120 bit possesses optimal compactness, and the average computation time reaches
0.097 9 s. In copy detection experiments, the algorithm performs multiple extraction experiments with an average
check-all rate, and the average check rate and accuracy rate of the algorithm for multiple extraction experiments are
higher than 95. 83%.

[Key words)] quaternion Laguerre moments; image Hash; image energy; three-dimensional structural features;
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Fig.1 Procedure of Hash algorithm
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Fig.2. Three-dimensional energy model and peak and valley value curves
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Table S Error detection rate and collision rate

for each thresholds

5] {EL P Py

22 0 7.67Xx10"
26 1.20X10°° 2.55X10""
30 3.60X10 ° 9.19X10 °
34 7.80X10°° 2.42X10°°
38 2.41X10 " 5.33X10 °
45 5.26X10 " 0
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Fig.7 ROC curves for each block size and order
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Fig.8 ROC curves before and after multi-scale fusion
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Fig.9 Robustness comparison before and after adding contour features
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Fig.10 ROC curve comparison of different algorithms
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Table 6 Performance comparison of different algorithms
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under different N values



505 F4H/2024 FE4 B/IHENMITRE

217

Mo CHRCI2JBETERE T AR R U e, X2 T N
SRR v S B0 A P 81 0 L 7 ORI B R R BT
R WS ATRTSE T ROC £k, SCik[26 50 k8
A—ERERHEIS . MBS N =256 BAR
EHA ROC MIZ R B LA

2.5 ERENEE

PGS 38 7 552 B o7 T o T % 1) A I 3% J2: LR
PO B v ) 25 il P 4%, EL 7 S 6 T 9 vl A 2
A BB L 5 0] sk 88 Kl A v i) T A AT T Ak
B B0 IR S35 A R 0 JEPERE . #5 DUAS: I 52 6 U
TEM 2% L BE AL T 20 & 15, JF F 18145 ik 47 Mot Ak B
J 0 T 45 A9 R DA [] T fiE 3 B o0 R T (B S
] b (22 5 . X 2822 S 1 SR vh e PR B ik T fE
E X HE LE LA P b 8 3R B Ay 1Y TR AR oy 2R M e
B P8 DUAS I 52 46 vh R B2 A7 BT ik, 51 A SCHik
[29 182 A 2 42 (P FA 1 38 (RO AR O i o 350 12
FEFE VLRI 7 mPEREAYFE b . BEAL T 2K 1 000 i 4
25 PR O 5 DUAG T i e 12T 48 0% JEL i B 100 1 £
A R PR . X £ iR R % R I BE AT 28 I
dr R ISR 7 s . K AT B Y $5 UL R OR I g 1A
BRI 3 800 M A g 52 06 IR 5 L o £ ) 11 5 2
PEATSER . P AR B H AKX A PR .

P=N,/N,

R=N,/N; (15)
oo N G R IR o A IR 95 DL R G N ST
b DU PR8I N 5 S ] 58 v P L PR K

®7 EIRUKESH
Table 7 Attack parameters for_copy detection
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Table 8 Average completion rate and accuracy rate

ENA AR/ % ok
30 94.92 100. 00
32 95. 87 99. 86
34 96. 36 99. 33
36 96. 61 98.67
38 96.77 97.58
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Table 9 _Increase the average search completion rate and

accuracy rate after querying images

s AHER/ % HER/ N
30 92.79 100. 00
32 94.17 98.91
34 94. 86 97.73
36 95. 41 97.15
38 95.83 96. 62
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Fig.12 Comparison of P-R curve of different algorithms
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