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[ Abstract] To construct a trusted operating system, thescorrectness of file system design and implementation is
essential. Even file systems that are widely used can have bugs.” Using formal methods to verify the correctness of
file system design and implementation is feasible. Most ofsthe current formal verification research conducted on file
systems are based on macro-kernel operating systems. whereas the verification of file systems under a micro-kernel
operating system architecture is lacking. Accordingly, in this study, a formal design and verification method for a
file system using an inline data mechanism with. a micro-kernel architecture is proposed. Based on the Higher-Order
Logic(HOL) and automaton models, theworking state of the file system is constructed by abstracting the working
objects and system resources in thewfile system into system objects, and the functional semantics of the related
system calls of the file systemiware\formally described. The process of invoking and providing the service is
abstracted as the process ofstransitioning the system working state, and asserting the correctness of the file system
function and security attributes®s given. Using the implemented microkernel Verified Secure Operating System
(VSOS) file system called Verified Secure File System (VSFS) as an example, the finite state machine model of
VSFS is built in the design stage, Portable Operating System Interface of UNIX(POSIX) system of the VSFS is
abstractly described in the Isabelle/ HOL call, correctness assertion of the VSFS file system is analyzed and
summarized, and a theorem proof is used to verify the correctness of VSFS., The experimental results depict that
the proposed method can complete the fine-grained formal verification of the VSFS finite-state machine model in
Isabella/ HOL and meet the expected security requirements.

[Key words]) formal verification; file system; theorem proof; finite-state machine; microkernel
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bufferCache :: "B_cache”
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fun vsfs_init; ;"state = state”

where

"vsls_init s = s

superBlocks: = sb_init (superBlock(disk s)) .

filps: = init_filp_s (filpls.s) .
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then (if write_free_buffer s

then (if inline_data s

then inline_write s

else plain_write s)

else s) else s) else s) else )"

Bk 6 vsfs readO ¥ Isabelle/ HOL H 1y %

fun vsfs_read: :"state=> state’

where

"vsfs_readds =

(if valid_fdis (m_fd(message_s s))

then (if m_lenCmessage_s s) > 0

then, (ififind_ free_buffer s

then' (ifsvalid_pos s

then Gf if_inline data s

then inline_read s

else plain_read s )

else s) else s) else s) else )"

5 MR 55 1 BARSE B 43 R P AD R3S SCAFRT
il R T SR B inline _type T BEIRUBI R
FH PR E AL L 25 F3 T P e s AL ) D0 7 52 BUE
m 2 e R RTIWAME 128 Byte ZHEH A
SCHF I 22 SE HIWoBn B4 5 A Je B S BOCHE RN
HE P I S ML 1 2 BRI 2 SRR UK B s
BRI AMJE 128 Byte 25 [H], 25 88 W R H 43 i
BECHE e f B A A B e B, OF 1B o DG bR
WAL,

VSFS U &80 F 2R RSy $2 4 19 & 58
FHHERAT 55 22508 7 i) R 285 5 48 o 5, MO0 & 1% B A AR
W T2 RE TG Z XN AHE L, IF7E
Isabelle/ HOL 5 BUAR A5 56 7% bR KA i 52

Z A, P — A T ICH R KR VSFS /YA BRARZS
PLBERY M a2 (12) BT

M o = (S Puais 2§ vt »S1+Sx) (12)

4 IEFHM%ERH

VSFS Jy L JZ A #e e 3 3t 09 flle 55 2 4 it Y
RIS I N B UE VSES 192 21k 5l 5
P AN CE ST il 52 28 S8 I T IE T 45 1 4 B e
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B BEEB P, T I 53 B i VSFS A FRUIRZS AL
BARL eh il AR RS R R BOE B PEWT 5 . Al
FHAIE B 56 g, 7E 3¢ B =X 36 B ik B 4% Tsabelle/
HOL 58 Jlont 4 B ek %5 2 68 1F 0 Pk FOIR S B
PR E5 IE B 1 1 T S E

4.1 HHBIRFHINEEEMRME

o S Ao 1 VA < 1 /T o
PR, DL R i 90 0E T AR B A e Ak 5 a7 3 1, AR SOl
FH TR B4 B bR &L, BEXT VSES 1y 1E 5 7, ax gt
Tt Bly oK RS T B E 1 R RE TR R D R Y IE
BPE . PRI, X T S A Bl eR AR ) g OE o PR
LT A O

PARE S BB SCPERh 4 file ], & L (13)
7S

Sre=C(T¢:&,00) (13)

T R 3CHF B s B R 454, B 7E Isabelle/
HOL 5 LI 7 s,

#ik 7 T, 1 Isabelle/ HOL Wi 5 X

datatype ('a,’v)File = FILE" 'v option” "('a * ('a,'v)
File) list”

& RYERAE T, LWERAE RS BN R R4
VR I R v A R 0% B R gk, e S =R (1)
7

&, = (getFileName, getDir,

isFile,isDir,updateDir) QT

S5H AR E SO R R AFTEIR IR I F5 G B SR A
FEAE TR 0] BT H SR A5 R T N A

pr K& A E M o L (15) iR .

p: = (P1,P2,P3,P4,P5) 15
Ho . P1.P2.P3.P4.P5 533l A o, H X 1 PR XA T
ABIEBA M JE e . Bk ULk 2.,

K2 p HEBHHEKEN

Table 2 Specific definitions of each attributes in p;

)& 1 i
P1 lemma Al: ”gelFileName(FILE oval) = oV
P2 lemma A2: ”gchir( FILE ov al) = al”

) lemma A3: "V lIst as bs. isFile.(as #1s0) bs = (let
" (a,b) = as in if a=Dbs then®ome blelse isFile Ist bs)”
P4 lemma A4 "isDir (FILE None ) as = None”
ps lemma A5: "V ¢ w'bs. isDir (updateDir ¢ as v) bs=

(if as=bs then Séme v else isDir ¢ bs)”

T )& R PTR2 P3 M N A IF N &2 2%, i 4l
AT H B SR NReE £ A0 E L, 7E Tsabelle/ HOL
Hhff T BIE B 55 W < auto” 58 RE B . 8 P P4
5 g PS5 19 UF W R 0 8 S L, DL B O B AR
JE Pk P51 #EAT . JE Pk PS5 BT XTI Y R AL
updateDir if 1o 3% 5 J7 X £ 2 SO/ B Sk A ok 5
P2 R o X AR OT as ] E B 3R mg
Ta & A g8, KA E B H AR
gl. g2, 3k 3 i,

“induct_ tac” g 7

X 48 o JCH T BE 23 91 D R (8] SC A 4 L aReT LR
RIWEIE PS IEAT R EF B
Table 3° Each subgoal in the proof process of attribute P5
# R T Hbr AN A
ol Vitovbs.
isDir (updateBir #:[ ] v) bs=(if [ ]=bs then Some v else isDir ¢ bs)
A a list.
g2 V¢ v bs. isDir (updateDir ¢ list v) bs = (if list = bs then Some v else isDir t bs) =

Vit v bs. isDir (updateDir ¢t (a # list) v) bs =(if a # list = bs then Some v else isDir ¢ bs)

g3 At vbs. [] #bs= isDir (FILE (Some v) (getDir £)) bs = isDir ¢ bs

Aalist £ v bs.

V¢ v bs. isDir (updateDir ¢ list v) bs=(if list=bs then Some v else isDir ¢ bs) =

g4
isFile (getDir ) @ = None =a # list#bs=>
isDir (FILE (getFileName ¢) ((a, updateDir (FILE None [ ]) list v) # getDir £)) bs = isDir ¢ bs
Nalist t x2 v bs.
V¢ v bs. isDir (updateDir ¢ list v)bs= (if list =bs then Some v else isDir ¢ bs) =
g5

isFile (getDir £) a = Some 12 =a # list# bs=>

isDir (FILE (getFileName ) ((a, updateDir x2 list v) # getDir t)) bs=isDir ¢ bs

1E Isabelle/ HOL %5 Bh T {3 A IE BH 3% B “auto”
AT LB TAE AL b+ B 45 ¢3.g4.¢5. Wa

{5 FHAIE BH 2R 1% case_tac” X 48 JC bs #4743 28 5L 4k,

B[R] 6 UF B SR W% “auto” IO 5 B R 58 O T @ M P5 1)
WEAH , 7E Tsabelle/ HOL H'“No subgoals” 2 7~ 5 il IE
By, BRUER] SR SR 4 R,
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00 Q& 1g & 0

Tetloi 150
y(case_tac as, simp_all)

j7 [fun updateDir::*('a,'v)File = 'a list ('a,'v)File" £
i where
s | [updateir t [] v = FILE (Some v) (getdir t)" |
E| |"updateDir t (a#as) v =
(let tt = (case isFile (getDir t) a of
FILE None [] | Some at at)
in FILE (getFileName t) ((a,updateDir tt as v) # getDir t))"

declare Let_def[sinp] option.split[split]
lemma p5:"vt v bs. isDir (updateDir t as v) bs =

(if as=bs then Some v else isDir t bs)"
appl

duct_tac as)

proof (prove)

goal:
No subgoals!

0w [Gotpat] Qoery Shedgebammer Sabols

B4 E¥ P57 Isabelle/ HOL /i fiE B 1T 72
Fig.4 The proof process of attribute P5 in Isabelle/ HOL

[ B4 Al 28 0 9 H B4 )8 1 o3 i AE Tsabelle/
HOL {5 A 2848 0 31 B 58 W Ok 52 LA A M Tk ]
4.2 KEEBIBHES

TE 53 AT U 29 IR 25 5 7 bR BT 5 2 00, 7 B
it VSFS ARZER V), RAER V() i Bk
SCIR AR R A b BB 5 B S A B A B X B HE
TRfe— M. % VSFS RS s $24EH N 1 R 48
PG REMAREIRIE R " % — B R84
BT S BV G O AR ST . AN AR 32 il A% XY
E BB M L RN inode.dentry., buffer 3 4~
G0 5% A7 B SR IE 0 PR JE ok P . B TIWE
Isabelle/ HOL v 84 4ih 4 43 3 %} i wsfs Sinode ()
vsf_dentry() ,vsfs_buffer(),

DL fi R 55 2% G v X A ik T Sy 1), L3R
7IN s A A A b R ARSI Y E P R e v
BOR IR EE B 1 RATH] A8 5 2 & Ak,
TEW] I A ) R 2 B v 548 S 4 e 4 03 Bodl 2 5 —
A AL R R 30 IE 0 e JE X R A ) SR
U Z AT I BR A A0S [ 68 ST i B AT 1) i dis B
A AL TSR] B S R SCPF R &R 51 05 4 5 SO
JRREA ARG 1S 58U S 2 BIE R 51 AL
VL T R ASE PT v X 7 265 B0 57 #6849 e 6 45

A TAZERXIE SCHETRSGH VSFS 4 &
GEVH IR IERA R S . ik 4 o, R T4
BEWIER AL IR 55 B vsfs_initO B AT, 42 435 BUIR 55
By vsfs_read O BIWI 5 A2, DL K B IF 5% 88 52 BUR &5
B 2 AS[R] B 4L Plain_read O #1 Inline_read O Y 1E
WYL A3 Al A4,

QIR B A 3% S W TR Isabelle/ HOL /) 35 Bl
T 3 A R E W 5 BT PR S E ) B A

R4 VSISXHRGEHIMSEHEH T HE X
Table 4 Definition of partial correctness assertion in

VSFS file system

=
ul[3

ik
Theorem vsfs_Init_Correctness:

"V s€S,. (vsls_disk(disk s))

Al vsfs _disk(disk(vsfs_init s)) A
vsfs _buffer(vsfs_init s) A
vsfs _dentry(vsfs_init s) A

vsfs _inode(vsfs_init s)"

Theorem vsfs_Read_Correctness:
"V s€ES,. (vsfs _disk(disk £))A m_type
(message_s s) = READ

A2
vsfs _disk(disk (vsfs, read s)) A

vsfs gbufferCysfsiread s) A
vsfs “dentry(vsfs_read s) A

vsfs _inode(vsfs_read s)”

Theorem Plain_Read Correctness:
"V €S mewvsfs _disk(disk s)) A vsfs_buffer s A
vsfs Identry s A vsfs _inode s A inline_type=0
A3 -

vsfs _disk(disk (plain_read s)) A

vsfs _buffer(disk (plain_read s)) A

vsfs _dentry(disk (plain_read s)) A
vsfs _inode(disk (plain_read s))"

Theorem Inline_Read_Correctness:
"Vs€S,. Cvsfs _disk(disk s)) A vsfs_buffer s A

vsfs _dentry s A vsfs _inode s A inline_type=1

A4
vsfs disk(disk(inline read s)) A

vsfs buffer(disk(inline_read s)) A
vsfs _dentry(disk(inline_read s)) A

vsfs _inode(disk(inline_read s))”

ZGU I T B TE AR A T 5 U e S A 5 1k A TR X
fLIEHT .

5 HFRIB

AR SCHE T i 38 A R BRAR S PLIE I, $2 i —
Fofr 2R 2 14 T 3 Ak 7 125 68 B3 9 A% 484 3B 2R B 1) SC
PE RGBT R IR UE I Ry & 2] {5 1
Bt /e &R 58 VSOS BT RS T 7 A P9 B4 AL
I SCHE R S8 VSFS, 7E Isabelle/ HOL 1, i i &
FRAE B 4 )7 B 52 R T % VSES IRE IE MM EeFE, T
— 5 X TN R R G SO R G I R AT
WEIT - LA 85 SCPF 3R 40 76 B2 0t 01 & M 500 Al 55 1) 1
Al AR A ek,
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