MRIEX $£50%5 E£5H/2024 £5 B/iTENITIE

HEBAAEESTHXREEATERFIERR

FHEE, EAED AR AR 2, e B
. EH M XSmO B RRA T 65 100053 ;2. H RS RHE A BRA 7 L 65T 1000535
3. P2 H TR R INRSEBE . A& T M 510555)

. A XHUBE L IR AR A UEAT AT AR UE R AR D S SO BB TR R A ST B, R SR A
A RN R A R R N 2 VA A8 A A7 IR 75 7 DR R SRR PN 25 B AL M B[R] ek 56 aE 2 A B 00y % VA
B4 B A  HAE SO B R AR B R AR By . BT 0 IX e B ARAAF UE T R R 2R F A A B 5 =0, 3X
5 X Hes AN B B AT o BT R S A UE I R T R BT — A SCRR R B AR B B R EL T B B
FCE S0 DL SR FEFE A BaRA HLA R X R BE AP UETT 58 . B3 USC 3 B0y SR BE 48 2 UEA T gt o 80K in 2 3 4
HEAE B B 2R RIE B RIE AR 2 SCE LG T B X EEE [, SRR L T XM G R B4 24 B e 7 et
TEARF 24 S50 UERCR T T RS B R B R 2207 . YU & A o2 4 BEAS 3 53 L[]
B ER VOB R AR H B0y IR CE B0y s A5 S . IR SRS R A R R ARSI L 2
P BT RCR I R SR oK .

KEIW . BRAAVEYT; X Bt nT B B BES 44 s B SR

RESZES: TP309 XERFRERD: A DOI: 10. 19678/]. issn. 1000-3428. 0066876

Blockchain Privacy-Traceable Deposit Scheme for Poweér-Dispatch Instructions

WANG Dong"?, WANG Hejian'**, XUAN Jiaxing"?, ZHENG Shangzhuo'*, CHEN Bingcong®
(1. State Grid Blockchain Technology (Beijing) Co. , stdy. Beijing 100053, China;
2. State Grid Digital Technology Holding Co. , Ltd. 4 Beijing 100053, China;

3. Guangzhou Institute of Technology, Xidian University, Guangzhou 510555, Guangdong, China)

[ Abstract] Solving the challenge of accountability for objection ‘Scheduling is an effective method to realize the
reliable storage of power-dispatch instructions on blockchains Power dispatching involves highly sensitive content
such as command initiators, receivers, and dispatéhing commands. The dispatching-command storage must verify
the compliance of the recipients and dispatch commands'while ensuring the privacy of sensitive content, as well as
track the initiator when an objection to dispateh occurs. Most existing blockchain storage and certificate schemes
adopt a centralized management method, ‘which is contrary to the blockchain-distributed setting. Based on the
specific requirements of power-dispatching,storage, a blockchain certificate-storage scheme is designed to support
the privacy and traceability of the dispateher’s identity, the privacy and compliance of the receiver's identity, and
the dispatching instructions. The recipient identity and scheduling instruction are encoded and stored on the
blockchain after being encrypted by“the commitment and providing the corresponding zero-knowledge proof to
ensure compliance with the ‘commitment ciphertext. The classical group-signature algorithm is improved using a
secret-sharing scheme, and“the number of group administrators is expanded from one party to multiple parties
without affecting the efficiency of the signature and verification. When objection scheduling occurs, multiple group
administrators jointly track the identity of the objection-scheduling initiator as well as reveal the receiver identity
and scheduling-instruction information. Theoretical analysis and experimental results show that the scheme
demonstrates high safety and execution efficiency, thus satisfying the implementation requirements.
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Table 1 Comparison of the number of group administrators,
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proofs for different schemes
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Table 2 Calculation cost comparison of different schemes
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Fig.2 Protocol execution time of different group administrators
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