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Crossfire Attack Defense Method Based on Software Defined Network
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[ Abstract] Unlike conventional Distributed Denial of Service@DDoS) attacks, Crossfire attacks launched by botnets
are low-speed and indistinguishable, making them difficult for traditional intrusion detection systems to defend
against. To address this issue, a method for detecting and defending against Crossfire attacks is proposed, based on
a Software Defined Network (SDN). The methodsinvolves several steps. First, a network bottleneck selection
algorithm identifies vulnerable network bottléneck nodes and links. On this basis, virtual nodes are deployed to
prevent Crossfire attacks. These virtual nedes respond to suspicious probe flows, distorted the attacker's view, and
obscured the network bottleneck ifi the physical topology. Botnet detection is performed using a random forest and
a double-threshold autoencoder{“Finally, a slow-start defense strategy and local fast rerouting method are adopted
to mitigate crossfire attacks. Experiments conducted in an SDN environment show that deploying virtual nodes
significantly reduces the, bottleneck node index. The proposed botnet detection model performs approximately
5 percentage points better inaterms of precision and recall compared to the traditional random forest classification
model. The defense method effectively mitigates Crossfire attacks within 10 s. Experimental results show that the
proposed method can effectively detect and mitigate such attacks in the SDN environment, with minimal impact on
the normal forwarding of legitimate traffic in the physical topology.

[Key words] Software Defined Network (SDN); Crossfire attack; virtual node; botnet detection; detection and
defense
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4. Sort(SET_PSBI, 'descend)

5. Compute FD, CBR, PLR, LL from SET_PSBI X
bp ratio

6. Compute CBR _normalize, PLR _normalize, LI _
normalize

7. Compute NBI

8. Get the set of each node’s NBI: SET NBI

9. Sort(Nodes_NBI, 'descend”)
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