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Network Security Situation Awareness Method Based ‘on Fusion Model

GUO Shangwei, LIU Shufeng, LI Ziming, OUYANG Degiang, WANG,Ning * , XIANG Tao
(College of Computer Science, Chongqing University, Chéngging 400044, China)

[Abstract] Cybersecurity threats are becoming increasingly prevalent. with the rapid advancement of Internet
technologies. Cyberattacks exhibiting high complexity and diversitys are posing significant challenges to existing
defense mechanisms. As an emerging concept, situation.awareness technology offers new approaches to enhancing
cybersecurity defense. However, the current cybersecuritg situation awareness methods suffer from limited data
feature extraction capabilities and inadequate handling of Tong=term sequential data. To address these issues, this
study proposes a fusion model that integrates Stack Sparse Auto-Encoder (SSAE) , Convolutional Neural Network
(CNN), Bidirectional Gated Recurrent Unit (BiGRU), and Attention Mechanism (AM). By utilizing SSAE and
CNN to extract data features and enhancing the focusien'critical information through the AM in the BIGRU model,
the proposed model aims to classify the attack catégories of abnormal traffic. In conjunction with the network
security situational quantification indicatorsw proposed in this study, the network security situation is
quantitatively evaluated and classified., The\experimental results demonstrate that the proposed fusion model
outperforms traditional deep learningsmedels in various metrics, enabling an accurate perception of the network
situation.

[Key words] situation awafeness; threat detection; Stack Sparse Auto-Encoder (SSAE); Convolutional Neural
Network (CNN) ; Bidiréetional Gated Recurrent Unit (BiGRU); Attention Mechanism(AM)
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Fig.3 Threat detection model structure
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Table 1 Attack severity levels and attack threat factors
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Table 3 Network security situation
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Table 6 Experimental results of five classification of

multiple threat detection models on NSL-KDD
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Table 7 Experimental results of seven classification of
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