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Consensus Algorithm for Internet of Vehicles(Based“on Reputation Mechanism

LI Junji, ZHANG Jiaqi*4 GAQ Gaimei, YANG Li
(College of Computer Science and Technology, Taiyuan University of Scieneé and Technology, Taiyuan 030024, Shanxi, China)

[Abstract] This paper introduces RHotStuff, a reputation-based consensus algorithm for Internet of Vehicles
(IoV), to address the issues of high communication everhead and arbitrary selection of master nodes in traditional
consensus algorithms for IoV. This algorithm treatswvéhicles and Road Side Units (RSU) in the IoV as nodes,
forming a consensus network. Indicators such'as voting activity, historical influence, and reputation punishment
factors are introduced to implement the reputation mechanism. This mechanism evaluates the reputation scores of
nodes and measures their credibility. Basedwon their reputation scores, the nodes are divided into master, slave,
and candidates. Before the consensustbegins, only a subset of nodes with higher reputation scores are selected as
master and slave nodes to participate in the consensus. This reduces communication overhead and improves
consensus performance. ThHeumaster node is selected from the node with the highest reputation score, reducing the
predictability of the master node. 'After the consensus is reached, the reputation scores are recalculated, and the
next round of nodes participating in the consensus is selected accordingly. Additionally, the master node sends the
consensus result to all other nodes during the Reply phase to synchronize the reputation scores and blocks.
Experimental results demonstrate that RHotStuff has an O (N) communication complexity, and its consensus
success rate is approximately 30% higher than that of C-HotStuff. This helps improve the consensus performance.
When there are 93 nodes, the consensus throughput of RHotStuff is 11. 68 % higher than that of R-PBFT, whereas
its consensus delay is reduced by 11. 74 %. Overall, RHotStuff optimizes the selection method of the master node
and has low communication overhead and consensus delay while also obtaining a high consensus success rate and
throughput, which is of great significance for improving the communication efficiency of the IoV and the
development of intelligent transportation.

[Key words] reputation mechanism; Internet of Vehicles(IoV); consensus algorithm; blockchain; Road Side Units
(RSU)
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