$£51%5 F6H/2025F 6 A/HENTE ARILX

ETEEE S M &5 M R I 517 5]

AR, RE VIRV F
(PRI S DL B SE A T 5 R T S0 % T K ¥ 41007D)

W OE: MEENRB TR A 2R T R B SRR T AR & a3, 75 SOk £ 19 58 = 7 F
PPER(IP)YZRMIEE NS S, 8= IPERNT 2S5 AR, R TR AEAG S = 1P e A e il
AR S LR AE AR S D6 30 VT BEARR B —Fh T A7 10 TP A R0 422 21Tk 5 1k 8507 v oA e 1) T B T ) A
REAE AR S A3 AT A SRR AT 5 1S T AT 32 e . W5 L IS T BB A AT 45 6 46 Ry 22 0 AT 55 &5 5 L I 25 R R
PRV BE 25 K0 B o 4 T — R i T IRVE 2 S 4 (GAD (1) 9 L B S BE A0 ARSI 7 o 8 200 - 1 X 1] 4 I 2 e
Z DIRE I ECE 46 1% [ 81, 3 1 4 4 B R R 1) AR AE 2 AL i P (RTL) AR 25 5 A2 BT T 90 W 2, 1) 3 — - FLASE
WE Y PR R T T R B AE . RS O T RO B R PR ARAE (S B TR T — P T SCAS TR A F T A
A5 2 ) B S T 3 5 A WL B S 435 A 7 PRy TSON(JavaSeript Object Notation) #% 2. T 28 0 2840 Bl . 5 )5 . %
FHE 22 1o 2 P25, ) PRS2 %) 1) 0 0 5000 A X 2 o0 8 A T ke 2o I 25 5 A28 IS RE 6 Xo S 0 1] 2%
H PSR AT A0 ARG . SRR 25 IR % 2 4y 2R Rl i ) H S S b 6 253831 3 000 £ 5% W R K s R AT 24
J&i s BNt 6 25 645 MR FENLIAE] 9020 942K IEHI R

SCHEIR] ;AR ACHE s I 2R THREIR I s TR 2A 2 s IR M & R 4%

FE 425 TP391 XHERPRARRD: A DOI. 405,19678/j. issn. 1000-3428. 0068882

Gate-level Netlist Function Recognition Based on Graph Attention Networks

QIN Yongwang, ZHANG Yang™ , HU Xing, LIU Sheng, LI Shaoging
(Key Laboratory of Advanced Microprocessor Chips and Systems, School of Computer,
National University of Defense Technologys Changsha 410071, Hunan, China)

[ Abstract] With the rapid increase in the complexity of integrated circuit design, a trend of globalization and division of
labor has emerged, necessitating the involvement of (an _increasSing number of third-party Intellectual Property (IP) core
providers. The widespread use of third-party IP. cores introduces risks of hardware trojans. To detect and evaluate the
presence of hardware trojans and their potential functienalities in third-party IP cores, there is an urgent need to explore
feasible hardware security evaluation methods for IP cores. The functional identification of digital circuit modules has
garnered significant attention as a fundamental research area in hardware trojan analysis. In this study, the task of circuit
function detection is transformed into ‘a,multiclassification problem. By leveraging the characteristics of the circuit and
graph data structures, a gate-level'eircuit function classification and detection method based on Graph Attention Networks
(GAT) is proposed. First, to,address the lack of functional identification datasets for gate-level netlists, a representative
set of Register Transferglevel €RTL) codes is collected and synthesized to generate gate-level netlists, thereby
constructing a gate-level circuitidataset of appropriate scale and diversity. Subsequently, to extract and process the circuit
feature information, a software tool based on text recognition is developed. This tool maps the complex interconnections of
circuits into a structured and concise JSON (JavaScript Object Notation) format, thereby facilitating neural network
processing. Finally, a graph attention neural network is employed to train a multiclassifier using the constructed gate-level
netlist dataset. After training, the multiclassifier becomes capable of classifying and identifying unknown gate-level
circuits. The experimental results demonstrate that the classifier, after learning from more than 3 000 netlists in the self-
built dataset, achieves a classification accuracy of 90% for 645 netlists across six categories.

[Key words]) integrated circuit; circuit netlist; function recognition; deep learning; graph neural network
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and g,(xab);
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and g,(z,b,c);
or g,(cout,x,y,z);
end module
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Fig.2 Mapping process from gate-level netlist to JSON format
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Fig.8 Changes of loss and accuracy during the training process
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Fig.9 Confusion matrix on test set
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Table 5 Classification performance
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Feikdn 93 93 92 180
CRC #idh 84 75 96 64
R fk 90 645
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