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Compliance Detection of App Privacy Pelicies Based on
Personal Information Protection/Law
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(School of Computer Science, Nanjing University of Posts and Telecommunications, Nanjing 210023, Jiangsu, China)

[ Abstract] Data privacy protection has become the focusof social attenifion, and countries and regions are gradually
formulating relevant laws and regulations in this regard. Howeéver, because of the long and professional privacy
policies released by App products, the use of automated methods to detect compliance with privacy policies has
become an urgent technical challenge. Machine learningymodels, the widely popular solutions for this challenge,
require labeled annotated datasets for support; however,pa lack of such App privacy policy datasets currently exists
in China. Based on the EU General Data Protection Regulation (GDPR) compliance analysis, a labeling scheme
suitable for China’' s Personal Informatién, Protection Law is designed, which includes 15 required labels.
Subsequently, Chinese privacy policiesffor 363 Apps in 10 categories are obtained using Web crawlers, and these
privacy policies are classified and annotated“at the sentence level. A Chinese privacy policy corpus consisting of
104 134 privacy policy statements and labels is constructed. The corpus is trained and tested using the latest open-
source pretraining language model from Baidu, ERNIE, with a detection accuracy of 85.75%.

[Key words]) privacy policy; Personal Information Protection LLaw; compliance analysis; corpus; Natural Language
Processing (NLP)
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HRCRE I ERNIE #2890 % S RAE Ry 1 h 5
JE . ERNIE J2& 1 B $E st Fhii i 251t 5 B A, It
TR 25 X HEZE PaddlePaddle SZ3, $H4A 2 60012
S8, # a7 OpenAl ) GPT-3 i 1 750 2.,
ERNIE BHEXES AP AN [ 2 78 (14 018 Can i ik Jni
VB SCRIH SR AR 456 ) (AT R, AT 4 75 NLP
155 B VERE™S. 4R, ERNIE 5] A T —F 481y
TN RSV T o X 45 Fh 2 U 1 SR i A 7 A, DA
P NLP 1155 19 PEfiE. ERNIE 724 NLP {14
Chmmse] 2 PR AR i 24 SEAR U RN 1B 2545 LS
TR T, ERNIE 3.0 R4 £ 548
HEZ B RS PRI 2R AL R AN R e oK B Tz
AR SE N M o
2.3.1 UARZHREIE

SCAR ZRRAE YK NLP i UL SCAR 40 24T
5 AR R LML 5 BA ) 2 i
FHE B AN RS f o3 28 R TR 28 B [ A T L g5
ARG, ZRREEIRETREARFR A 7w TATEE
A0 m AFRZZE AR, Hbom BEUEAE 0~
N e Z AL X EER G B AG AN EHE R @R, 2
PREBHEE PR 48 5 A A B0 A~ LB ag 2o,
WA/ SUREA DSR2 PR,

BER AT BI— A R8I S AL BRG] T, i AL B SCA B
FAEEHEPATIRSE —HRRECE, 24 A A VIR B IERC R MERFLX 3 5%
PR PR2E LS PR S PR2E ST i
S HRABOR I B 4 WAL | 0.902 318000 793 4 4 Wi 1 LR
| BRI FIE. BB 5 fEIER | 09460116624832| | 5 fEIER 1 y| AR
AR, EREARLE ) 6 BKRR 0916135687545 | | 6 AL 1 BIERLY
SME DL 7 WRAIALFEAL | 0.276 558 427 906 4 7 B A B 0 MIERAL
8 AR | 0.193 325 678 536 8 8 R 0

2 ZIRETRG

Fig.2 Example of multiple labels
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2.3.2 ERNIE BRIZ5Hy

ERNIE #8420 5556 5 BERT SRR L, &
3T Transformer %% #4 3 % A Masked Language
Model ff A5, ERNIE 3. 0 1 K 7E [ 124%
TN b5 | A KB AR S8 1 T i e
B A 5 RO R RS 5 P AT B0 2 7
(Universal Knowledge-Text Prediction) , 1@ i ¥ %1 X
KA LA R A 5 000 JTMNMiRKERE =Jnd 5
4 TB KIELEAR F A2 Bl 2R A rh i1 T &
N2 AR T S5 AR HRRIIC G54 SCA Z B 1915
AL RFERT TR TR A C AR RE ] .

Kl 3 i ERNIR fAI 54, Ho AR LT 4 A4

%Igé} :
1) Token embedding: embedding 2 ¥ K A #
B ) B AR R O B 1 SOOC R AR 43 ], X — 43
A IRACRS 8 2k 3R 4B ik 5 AR ) token R A1
47 embedding, BliA] 7] 2 A& B Y embedding.
2)Sentence embedding: ] 72 embedding,
3)Position embedding: 37 & [ B i embedding,
4)Task embedding: embedding ZEAFAS [F] FRI4E55
B 4 AT embedding 142, SR B 45 AR R
Transformer %A I AR 19 FAL 55 . AR A
(Input) 5 segment embedding, foken, embedding,
position embedding 5 task embeéddingZ 1,

( Knowledge Masking )

( Sentences Reordering )

C[‘oken—Document Relation)

( Sentences Distance )

( Capital Prediction )

( Sentences Reordering )

( IR Relevance )

0 * t
Transformer Encoder
I T T S S S T S S S S
[CLS]  tokenl token2 token3 [SEP] tokenl token2 token3 [SEP] tokenl token2 token3 [SEP] tokenl token2 token3 Token embedding

+ + + + + + + + + + + + + + + +

A A A A A A A A A A A A A A A A Sentence embedding
+ + + + + + + + + + + + + + + +

0 1 2 & 4 5 6 7 8 9 10 11 12 13 14 15 Position embedding
* + * + + + * + * + + + * * + #*

3 3 3 3 3 3 3 3 3 3 3 3 3 3 3 3 Task embedding

3 "ERNIE & £

Fig.3* ERNIE model structure

2.3.3 ERNIE fi##& 3

ERNIE 7 Fiill 25 B 5 RS 8 O 1TE 55 FATAL,
DL fEH B 4 b A R 22 s B RN A AL, LU 2
ERNIE £ 8Y [1) H ¥ ph 010 5% pR AR

B A TSN X, 20t Mask #2485 #9751
S X o SR RS L6 RAZIRAT 55 BOARZE R Y.
Y, 82 ERNIE 9 H bR R ECT AR R A

L) =Ly (X . X 30) +al iy (X Y50+

BL raion (X 1Y 50D (1
o : Lyiw & Masked Language Model [%) 46t 2< R
0 T AR ] F A A TENE G Loy 1L etaion 53
PR SARTEBIFNE LOC R IZ AT 55 B2k R 5,
TP TF S o F1 R R SE G
AT 54515 s AL

Masked Language Model 5125 PREN Ly 2784 -

Ly (X X50) =

T
D0l .5 In P(X, X 50 (2
=1 t t

AP X SRR ¢ AN A H A B A TR
LRGN KB T JEsR AP SR
LR PREL L iy TR N -

1 T
Lmy<x,ye;e>:T21nP<ye_t\X;@) (3
=1

ig‘)l?é%:\ %Tﬁ*ﬁ% [X‘I%ﬁ Lrelation %‘E{‘i_\‘j‘j :

Loion (XY 50 = > In P(Y.; [ X:0) (D
(i.j)eP

ERNIE 78 [y S5 33 0 A0 5 22407 B R TR AR
ST SR RS RS54 AL AR Rl G X S Sk AR
T ZR B B i AS [R] 9 AT 45 5 2% oR BORH ELAE T A
i E R ZE NLP AT 4% - iobEfE.

2.4 EMES

TEA FIPERS I J7 T » GDPR X4 $ibE 2k A W)
BRLE - PRI S SCHRGE B 2R B RABUR 58 2177 &
JIr g AR 2 A R Ha B, SR T AR
PO BOARSE B SE R AT AN N, <ok
BAE A NAF B AL BRI Bl Ry A, R 24
App 23 R I il 5 A5 A B L A IR ES P kb B
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PRI o AN RE T K LA — S LR 25 54T 8
— VA AR AR AT A PR AR R IR
IBRAE T8 R A R AT OF & i ATE
B AN I B X L B U A

| YR B AL BUR A 18 22 1 L2 A S &2
BRI DN R ARABCR AR . 0 R 1 B 2
SR ESARABOR I AL 42 AR A8 A RE I E A B T A% JE
a5 B B B R S5 155 B0 » X AP 5 3 AR SE PR R A o
HATE . L 7 206 G HLPEAG DN 4 4k JLAS 55
G WL 7 A RE BRLBUR )& MUREE . X R 4
PG TTEADUERT 5 SE PR AR 00 » L RE A 0 45
FERLABOR I 5235

GDPR 72 U NEHBUR 28R T 2 Fif
T332 — o WA e SO AS AR AR dn s )
P IEALAE S 3 BEAA A] Bk 2 5 Sk 14> K3 A
5 I — b2 X A 284S NS ASOR) Ay ] 244 3 1
ANGE AR X LEARUR Al BR 2 0y Bk A~ AR E A
R, e, o AN A ORI AT 43 A
UNEHSYIEIIEST S E 0N =N &R I A w B o 7
B R 4 G AR (RFABUR 5 42 B A F
IO SN EISEIE L TN SN ¥ Y Y@Ly
R FIRREINARAS: » He rp B s 28w < ml 5 A Hh 224k
P RE AR » 25 R AR AR NS A58 AR L 5 45
I RE L TR A FA R B2 N5 1 s

®1 BRESHMRR

Table 1 Label classification corresponding table

e B3 b
A SRl R4 MWNEISY SRR SN e SN EFSYUEL SN 62 U] SN E S B 2 E 01 s
B B AR 5% DI AE TEA M B30t BR R AL A X X
C B N R B4 A A [5] 7 A AR R T i Ak B A AN 2 F gl AR A KR AT A ) M A LA Ak v U
D Wi I 2% AR AA N6 AEBEALIN | 7T 4515 4

K AR 2 O S B A AR 2 WA AR bR
2 B AR AR 28 TN AR 25 57 T — 4 &
GEALHY G ARG I AE 2, 7E 33X Fh 43 J2 U1 Bk 285 4
T rh s B AR 2 TR o5 A A 1 B FLME R T
TRBSADBUR 77 G e 8 B A E s M KA
FIARZ 2 Y TP e B R DR 37 0 T Y Sk AR 4
PR FH 7 BE 68 B 4 00 158 I 47 ol 3 26 A s B M > A
AR5 25 T i — 26 Bk 199 | B ARG A A
71, b — 2D ANl B WA SR 5 BRI B 45 — L
568 1 P (EL AT R 1 B R DR At 5l B A B
TR T bR . X S0 VRRA IR TG R A
1) 4 TR PR A B

AR BRFABUR 58 2 A7 A C IR ), DU I8 55
F1PRE) AB.C.D 4 288525, D Ar Ak
LR AF A LB . IR 2 App A BESL L 1A
AR A NAF B AR BEALIN 2 7 B AL R Hh 2 3
TR DA CRLAE 5 BRI Z Ab, “BEHFAL 5 i 2 T
WAL A TR AL BOR a5 AVBLC 3 28, AN
ZBRAABORFEAFF & (MR )5 72 B 28 C &,
Bt A~ AAXRIAR 25 AEAL A 328 vh JF A e B A
R, 5 B RA B SR o 55 ALB 2 28, BRI 0 75 &
CMRIE D 5T ALB 2855 Bl /D BRAT, WA B A
HORAFF G MRSV S B R IA

I 2 ) S B AT

Privacy Policy—Fully Compliant=

ANBACAD;

Privacy Policy—>Basic_Compliant=
ANABACA —D;

Privacy Policy—>Partial Compliant=
ANBA —C;
Privacy_Policy—=>Not_Compliant=
—AV —B,

REPR )G KR o Aok 258 - 2 — SR R AL BRI
AAGERY v S50 45 SR I 23 D ) AR A
TONEE R Gt e i 25 1, 1 FR A %R, 0 3%
A Z . R A KB label [ 0],
label[1].label[2 ]\ label[ 3 J#BA 1, WA A iZESAAEL
W A KA KN HRR BENIRE
label[ 4 ].label[ 5 ].label[ 6 ].label[ 7 ]. label[ 8 J#B M
LA R i B FA BRI A2 B 28, B 28 R B 47 KRR
C2RAIHRZE label[ 9], label[ 10].label[ 11].label[ 12 %k
LA Z R AL BOR W 2 C 28, C R H 45 3R
7~ D2EEIFRZ label[ 13 ], label[ 14 124 1, WA A%
FARABORWE 2 D 28D B . f G ML B 4
WA AR BR AR R B AAAE AVB.C.D 4 b5
25 FE BRAN b i) R M BT R A T DR R A3

B AR AR P -

ikl SMAMEL

BN EAYIZREARE 25 bool label[15]

Bl AL

1. begin

2.  classA := True; classB : = True;
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3. classC : = True; classD := True;

4, fori.= 0to 14 do

o. case i of

6. 0..3: classA ;= classA and label[i];

7 4..8: classB := classB and label[i];

8 9..12: classC := classC and label[i];
9. 13..14. classD := classD and label[ i];
10.  end;
11.  writeln(case classA and classB and classC and

classD of

12. True: 'Fully compliant!’;
13. False: case classA and classB and classC of
14. True: 'Basic compliant!’;
15. False: case classA and classB of
16. True: 'Partial compliance!/;
17. False: 'Not compliant!’
18. end
19. end
20. )
21. end
3 XBREHFRSH
3.1 WEEE

K B IR 9 B S0 ERNIE Fil il 25 K45
RUBEATYIZRANPEAS . ff BT B = 424t 1) GPU il %
filE GPU K58 0, il F 2/0 4 Python 3.6
AR s 7 22 T & J% N - paddlepaddle=> = 2.43,
paddlenlp™>=2, 4, scikit-learn™>=1. 0, 2 PaddleNLP %
i AutoModelForSequenceClassification, Auto Tokenizer $%
At S FH A4 1 W] LUk from_pretrained O J5
BRI ) B0 ) e fr R S —)2

SRR EURH R TN 2555 AR T 2 P T AR
T o WP GRBAY AT 00 , 431 2% tokenizer {1 FH
(R E KT A BEBRIA ) 128, HEAR R/ 32, 1145
WA 100, Ff0f FH 453 (EarlyStopping) » RIAR
I R EEZL T — % Epoch J5 K B RMAH LT, I
Gk, BRI R LRI I S B E N i
BERISHL
3.2 SRER

FRUEBIREAS B (21 539 > B FAEL 35 1541 43¢ IR
7310 R A3 R IR AR RN TE SR, I A SE B iE 4T
6 UK At S SR . SR A TR P R AR RS
W2 (P) 43 0l Z& (R) F1 F1 A (B, 56 H T oW F1
B (Micro FDFIZM F1 {HMaero BD A N PEAG 232
BAIPERE TS b » VB R ABHI R A R 255 A,
BN TRER 2TV AE 73264 55 th I 2 5 R B F
A T 28T LTAL . R L S 50 o A5 %
%% Micro FI Macro F1 i 2 MM 8RR

£ ERNIE () Z Ff A B AL 64T T B 4R 1Y
Y E 2R h P B 1 3 N RRAS B Y, 3 i
Micro FL{E fll Macro F1 {E4F JPEM 1545, 55 2
BT 7R

YR SZ S AN T A AR AR ARG L S B R
FEGE R > B (SVIMD RN 2 > AR [ SO 4
TR 22 2% (TextCNN) J#EATXF b 5250, AT D35 ik
B A BE FHPE NIz AL HE 7 38 AT LATPAR 455 A0 78 AN
[ AT 55 B B, DL B e AT Ak B v 4 7 s B
PN QRS O TR S« BB AR AR X 2 Fif
R AT 25, B A5 Y Micro F1 {H A1 Macro F1
HANZE 2 PR,

®2 HEHRIL

Table 2 Model effects comparision %
(R P R e | Micro F1 Macro F1
ERNIE 1. 0 Large Cw 24-layer, 1 024-hidden, 20-head 82. 29 82. 37
ERNIE 3. 0 Base 12-layer, 768-hidden, 12-head 82.08 81. 54
ERNIE 3. 0 Medium 6-layer, 768-hidden, 12-head 81. 81 81.23
SVM — 76. 57 70. 36
TextCNN — 60. 67 56. 44

FEARRSERH, X EE T AN [ AR R FE SCAR 43 23 4T
Z RN ALFE SVM, TextCNN & 3 R R e
‘# 1% ERNIE 7 (ERNIE 1. 0, ERNIE 3. 0 Base.
ERNIE 3.0 Medium), ERNIE 1. 0 B8 T % &
Micro F1 #1 Macro F1 {H. 4> % & 82. 29% Hi
82. 37 %0 X F MG R (BRI 254 (24 2.1 024 4>
B 5 TG L 20 3KV B LD 76 SCA 73 AT 55 Hh 3R

s, ERNIE 3. 0 Base #1388 [ #f, Micro F1
H1 Macro F1 {8435 82. 08 % 1 81. 54 % , IR JE
ORI B A TT 8D (AR SR PR TR B PR Bk
ARGz AL EE f1. ERNIE 3. 0 Medium
Micro F1 £l Macro F1 {HI&/X T ERNIE 3. 0 Base,
(AR SR E 4 R 81. 81 % i1 81, 23% , X F2HA P
e )2 E G — LW B LT S AR AR SR B 8 A7
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AT SCA A AT 55 A LE T IR B 2R S R A,
SVM VE Jy 1 GutlL i > R 3 B B 8h €2 L 3 ] i
ST HICE A SR U AR E, TextCNN R
THEM F1AH, v BB TextCNN B4 3¢
ENGREON-R/S U= W[ S 2 € S Sy N L
ZREOLT  HAERE A I ERNIE RARAY

TR PR 28 B BRL Zp 25 85 AN 3R 3 P, 3 K
ERNIE % %] £ 8 v JI] 25 &5 5% 8 4 1 3 2%
ERNIE 1. 0 Large Cw,ERNIE 3. 0 Base, ERNIE 3. 0

Medium, 5220 1) e A AR RS 1 32 L 49 [nl %
R EHARE BR, “AVG"—17R 16 M5
BB - FA 08 3 LI R 5 1 Other” 2851 1 43
PrEt R, JE A & Other” 28 B AR 5 & UM 43 BT 4T 55 T
55 BN S5 BoRABUSR 1 B 22 ] R A 28 X6 By 2o
It HAE THIW— K RFABCR 2 & AR (2 E
% 53288945, I HL“ Other” 28 4 /5) 7550 5 Fr
A BOFABCR ) 1 A AR IR 43, S 25 Hofth 15 M5
AT EE A IR R R R B I R B R

®3 SERBPBTHTMEIER

Table 3 The evaluation indicators of the classification model %
" ERNIE 1.0 Large Cw ERNIE 3. 0 Base ERNIE 35,0 Medium
p R F1 p R F1 P R F1

NSV D] 67.10 83. 52 74. 41 69. 94 76. 66 73. 14 69576 79.18 74,17
lhe SN EISEHELIES 90. 10 92.18 91.13 89. 49 90. 64 90. 06 86050 95. 26 90. 67
FEARIBR 95. 29 94,19 94. 74 92.13 95. 35 93. 71 82. 65 94.19 88. 04
AN B R 89. 39 86.13 87.73 84. 83 89. 78 87.23 85. 71 91. 97 88.73
T4 89. 80 86. 27 88. 00 84. 47 85.:29 84. 88 91. 21 81. 37 86.01
fEIEAL 86. 14 86. 14 86. 14 87.88 86.14 87. 00 90. 80 78. 22 84. 04
TERAL 90. 34 90. 72 90. 53 90. 68 90. 30 90. 49 89. 96 90. 72 90. 34
R Ak BELAR 59. 43 67. 74 63. 32 59414 59. 14 59. 14 70. 49 46. 24 55. 84
XA 78. 46 79. 27 78.87 84. 15 79.79 81.91 79. 47 78. 24 78. 85
PR € A IGib= 86. 24 77.05 81. 39 84.17 82.79 83. 47 86. 32 82.79 84. 52
ARCERBAE T g ab 3 80. 38 73. 36 76. 71 78. 26 78. 60 78.43 82.98 68.12 74. 82
A2 A BT BRI 74.55 87.23 80. 39 72.92 74. 47 73.68 83. 72 76. 60 80. 00
BRI ERETE 95, 24 80. 00 8696 88. 00 88. 00 88. 00 100. 00 72. 00 83. 72
A AA N5 BALEFI - 100. 00 69,23 81. 82 90. 00 69. 23 78.26 100. 00 69. 23 81. 82
AL 90. 91 86..96 88. 89 86. 96 86. 96 86. 96 95. 45 91. 30 93.33
-4 84. 36 81. 22 82. 37 82. 55 80. 88 81. 54 85. 75 78. 20 81. 23
HAb 76.39 59. 53 66. 92 77.78 60. 87 68. 29 76. 96 55. 85 64.73

G5 F g E], ERNIE 3. 0 Medium 5 i %
5. i6%) 85. 75%, i ERNIE 1. 0 Large Cw
AR AF B A R FLAE ., BT A SC 3 BEOC R i
Fx—1Ehr . NI A58 ERNIE 3. 0 Medium Ay
KRR, o — e, B an PR A BRAL T PR
B SCAS A BB Al A A A5 B AR
PR AR R AEBR AR h ) IR AR AN 25t B PR
)45 I Sk ) T s R R A AR R R L
“ SRR AR SE AL PR B A T LA H A S S
MEARICEAREEAE . BRILZ A0, R B~ 47 a] LA
e EZAIREE I H 2 bR B 0 WA BRI 1A~ A
TR E 07 AR A E B RN B
TE [F] /] v A B SOV Ry Sl ) 7t B, 4593028
PRIEUR T —ERIIRNE, BT ATEAS IR 43 2S48 I rh
2, A TR A R A IR NG BRR 2R, Hipk

PR A N A5 BANEE H 597 A AN A
BRFE”, B B D AR AR A SR L. A RGR A
Bt AT b B AR A (1 SR ST R T L T
SO R GRS 1 R A 2R B, TR
W T i

2 b AR SCHE T ERNIE 1 255440 25 2801 L)
W 2 5 W BRFABOR ] 7 o0 R AR IR D bR 2 B3R
I EA B R ER T, 48 8] T 85. 75 % i kR
% 81,22 WA MM 82% 1Y F1 {4, 7F i &H
YRR R 1) 5 B PR R BRURA JBUR ) 4 A 1T g
o AT E AT fe FH AR & A i i A 55 2 TR
3.3 AMMESWER

BEXT Q4 TA) R, R FH I 25 - 0 43 2 2% Sk VT Al
363 ZRBARLELR AR ) BER A S B0 I T
RN RS I H App BERA B ST (AN ) A AR
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SEBER BRI T BRAR I A 100 SRBRFABLR A1
(I 4y 262 SRBRAAELSR (31t 82 595 D RRFABUR I
A0 BIARZE G OL » U A8 R AS 5 B 7 1| R B 5
HONTT DL 3 ek A R AR ) T A 1R
363 FREAAABUR B HLPER DL .

FE A ARG DU 1T o 75 2260 A5E U SR 1 9 A 1 445
RN THGUETER R LUAA DR T A b 4 B RL B i
I A HERRAE T T SEME . FEFIARY 262 SARARTER)
BRARAL SR o, I 50 ZRBRAABUR, 72 10 25,
BRI 5 45, B 12 332 AR BUR A 5.
9 #4 AR HR IRAR AR UE, X 12 332 SRR AABUR )
i I A U S ) bR T A R AT R, R A
10 062 ABEARAER A 7~ B BB T 235 2R 2 TR 1Y
TERfRIEEF] 81. 6%,

Xof B A TE B2 R AT G AR 0 S B A
363 ZRFRAABORM S HIER L. K 4 IR T 845
20 2 EOR MBS ALBCR B 5 L Pl L RZE
BISFABCRNG 2 A JEIEREARZ A B 38 WA AAL
FIBREE , AR —AR 70 ALK 2 C ek
NBFIFRAZ A K 52 A S AL PSR A A 1) e 4
BUHE J e IR AR 2R D ZEBINAR 2 b R AR A
ANAF EAL B AT A bR 25

WL B s s
FR%E2: ik
P23 A7 Al IR
FR%E4 R T
VRS Vi [ s s e
PREE6 NS IR [ )
BREET MBI (e e ]
FRAES: IR BN (e e o )
VREE9: RN [ s s
PRES10: IR [F) 7 P
BRSNS AR s
PRZE12: AR
FR%E13: Hiiff
FR&E 14 R IRAE

FREE15 T
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A A A A
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AppFaFABUR & LE

4 BABIRHEE(REMEEN G
Fig.4 The proportion of privacy policies that meet the label

requirements of the Personal Information Protection Law
K5 7R T 363 ZREGFABUR b A SRR AR AT
B 15 MPRERECE . R 14, 800 I B AL R
SERAT A AR EOR L KR B AABUORAT & 12~
LA A CAMRIEDAREE ABATI A — 50 73 B FA BN 1 2
AR PR A EOR L B A B R B R

R TLPRZE K 108 0 B AA R 15 MU 7 2R
JEE IR .
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= I
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FEE 15 R RABUR AU/ 5%
5 RABREEHFESH
Fig.5 Number of labels that comply with privacy policy
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K 5 Fee g 2 40 26 I RAABUR . A FF & &
FRPEZER, B 2 A S IERRARZE A B 2" WA
S RN AR . C 9 Bt ABCRIRR 2" 5
M2 27 Vo B FABORATF & G B 20K, BUR 98 4
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Fig.6 Compliance result statistics
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ARSCHY AR A B 2T B App YR

FABCRAE B AT A OR I D ER (4R 5 H O AL RS 32
BET AR o AL AR E A C A R FABCR I
SR ptrERh A HI. ARk B AR A B9 T 1) 32 5
S DARSCIE RS AABUCR W AR 7 T 32 25 X2 53 App
Y B RA B R R 9 AR 3 T T2 189 App 3R
TR HUn 108 Apps 2 R8s HAb " 5 n 2 o Lot
TR SRR 2 7™ A 52 W) o A7 AR B AN YA ) e
SO T IR AT LI Ha b AT A B 3) s ZAE W I
LR R AL i A PR ST RS T 4
TET M 1 A AR TR BB VR AR AN [R) s 23 A R PR RE B
T P Y SR

(1]

[2]

[3]

[4]

[6]

[7]

[8]

(9]

[10]

% 30k

XU, HOEEE. A NBHEAE S ksl (1], 2RI,
2022(11): 85-94.

LIU Y, HAO X H. Legal basis for personal data transaction
[J]. Academic Research, 2022(11): 85-94. (in Chinese)
LIU S, ZHAO B Y, GUO R ],
properly notified? Automatic compliance analysis of privacy
policy text with GDPR article 13[C] //Proceedings of the Web

et al. Have you been

Conference 2021. New York, USA: ACM, 2021: 2154-
2164.
RAHAT T A, LONG M ], TIAN Y. Is your policy

compliant? A deep learning-based empirical study of privacy
policies’ compliance with GDPR[C] //Proceedings of the2lst
Workshop on Privacy in the Electronic Society. New York,
USA: ACM, 2022: 89-102.

CEJAS O A, AZEEM M 1, ABUALHAIJA' S, etal. NLP-
based automated compliance checking of dataWprocessing
agreements against GDPR [J]. IEEE “Lransactions on
Software Engineering, 2023, 49(9):4282-4303.

WILSON S, SCHAUB F, DARA A'A,
and analysis of a website privacy, policy corpus [C] //

et al. The creation

Proceedings of the 54th Afinual Meeting of the Association
for Computational Linguisties (Wolume 1: Long Papers).
Stroudsburg, USA: ACL,2016: 1330-1340.

SRINATH M, WILSON S, GILES C L.
introducing the PrivaSeer corpus of Web privacy policies[ EB/OL] .
[2024-02-02]. https: //arxiv.org/pdf/2004.11131.
KUZNETSOV M, NOVIKOVA E, KOTENKO 1,
Privacy policies of IoT devices: collection and analysis[]J].
Sensors (Basel), 2022, 22(5): 1838.

ZHAO K F, ZHAN X, YU L,
policy of third-party libraries in mobile apps[C] //Proceedings
of the IEEE/ACM 45th International Conference on Software
Melbourne, IEEE Press, 2023:

Privacy at scale:

et al.

et al. Demystifying privacy

Engineering. Australia:
1583-1595.
ZHAO K F, YU L, ZHOU S'Y,

Chinese software privacy policy dataset for sequence labeling

et al. A fine-grained

and regulation compliant identification [C] //Proceedings of
the 2022 Conference on Empirical Methods in Natural

Language Processing. Stroudsburg, USA: ACL, 2022:
10266-10277.
HAMDANI R, MUSTAPHA M, AMARILES D R, et al.

A combined rule-based and machine learning approach for
automated GDPR compliance checking [ C] //Proceedings of

(1]

(12]

[13]

[14]

[16]

(17]

[18]

[19]

[20]

[21]

[22]

the 18th International Conference on Artificial Intelligence
and Law. New York, USA: ACM, 2021: 40-49.

HARKOUS H, FAWAZ K, LEBRET R,
automated analysis and presentation of privacy policies using
deep learning [ C] // Proceedings of the 27th USENIX
USENIX

et al. Polisis:

Conference on Security Symposium. [S. 1.]:
Association, 2018: 531-548.

KIM N, OH H, CHOI J K. A privacy scoring framework:
automation of privacy compliance and risk evaluation with
standard indicators [J]. Journal of King Saud University-
Computer and Information Sciences, 2023, 35(1): 514-525.
BANNIHATTI K V, IYENGAR R, NISAL N,

Finding a choice in a haystack: automatic extraction of opt-

et al.

out statements from privacy policy textC] //Proceedings of
the Web Conference 2020. New York, USA: ACM, 2020:
1943-1954.

LIPPI M, PALKA P, CONTISSA G;. et al. CLAUDETTE:
an automated detector of potentially unfair clauses in online
terms of service[J]. Amtificial Intélligence and Law, 2019,
27(2): 117-139.

TORRE D, . ABUALHAIJA‘S, SABETZADEH M,
An Al-assistedsapproach for checking the completeness of
privacyspolicies against GDPR[C] //Proceedings of the IEEE
28th. International®Requirements Engineering Conference.
Zurich,»Switzerland: IEEE Press, 2020: 136-146.
AMARAL"O, ABUALHAIJA S, TORRE D, etal. Al-

enabled /automation for completeness checking of privacy

et al.

policies [ J]. IEEE Transactions on Software Engineering,
2022, 48(11): 4647-4674.

TORRE D, SOLTANA G, SABETZADEH M, et al. Using
models to enable compliance checking against the GDPR: an
experience report [ C] //Proceedings of the 2019 ACM/IEEE
International Conference on Model Driven Engineering
Languages and Systems. Munich, Germany: IEEE Press,
2019: 10-20.

HAMDANI R, MUSTAPHA M, AMARILES D, etal. A
combined rule-based and machine learning approach for
automated GDPR compliance checking [ C] //Proceedings of
the 18th International Conference on Artificial Intelligence
and Law. New York, USA: ACM, 2021: 40-49.

ZEWT, JEMG, SKVEHT, . TE A GDPR BRRhBOR A RV A9 Y
ek i U], W% 5 (5 B 424, 2023, 9(6): 127-
139.

LI X, TANG P, ZHANG X H, GDPR-oriented

intelligent checking method of privacy policies compliance[]] .

et al.

Chinese Journal of Network and Information Security, 2023,
9(6): 127-139. (in Chinese)

LIAO S, ALDEEN M, YAN ] W,
GDPR non-compliance in privacy policies of alexa skills in
European marketplaces [ C] //Proceedings of the ACM Web
Conference 2024. New York, USA: ACM, 2024: 1081-
1091.

A, TR E, SeBiEy, S L THLARSE S RS R APP
FRRABL SR & MM B 5 L) Bt e i 5 AR 2 3, 2022,
6(5): 112-126.

ZHAO Y, YAN Z Z, SHEN Q Q,
privacy policy compliance of medical health APP based on
machine learning [ J]. Data Analysis and Knowledge
Discovery, 2022, 6(5): 112-126. (in Chinese)

wAE. T MNME R MR s BB APP B FABL
A D], B R, 2022,

XU Q R. Research on privacy policy compliance of mobile

et al. Understanding

et al. Research on



E51% §F128/2025 F 12 A/AHENTIRE

201

[23]

[24]

Internet APP based on Personal Information Protection Law
[D]. Wuhan: Wuhan University, 2022. (in Chinese)
MOTLAGH N Y, KHAJAVI M, SHARIFI A, etal. The
impact of artificial intelligence on the evolution of digital
education: a comparative study of OpenAl text generation tools
including ChatGPT, Bing Chat, Bard, and Ernie [ EB/OL].
[2024-02-02] . https: //arxiv. org/abs/2309.02029.

SHANG W Q, J1J L, LIU Y R. Chinese text correction
system based on ernie [C] //Proceedings of the 26th ACIS
International Winter Conference on Software Engineering,

Artificial Intelligence, Networking and Parallel/Distributed

[25]

Computing. Washington D. C., USA: IEEE Press, 2023:
103-108.
BN, EHZ. RIEA NG BACR 5 BCERA N BRI Y
BT BTN AME BRI :) 5 GDPRL]. BB T
YE, 2022, 66(6): 26-33.
SHENG X P, TANG J J. A comparative analysis of personal
information rights in China and personal data rights in EU:
based on the Personal Information Protection Law and GDPR
[J]. Library and Information Service, 2022, 66(6): 26-33.
(in Chinese)

W A



