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[Abstract] Satellite network attacks have graduallysncreased with the development and widespread coverage of
global satellite networks. Research on satellite network attacks or anomaly behavior detection is paramount for
ensuring the security of space-air-ground integrated’networks. Considering the issues of unstable communication
and prolonged aggregation time in the application of Federated Learning (FL) for distributed anomaly detection in
satellite networks, this paper proposes a satellite network anomaly detection method based on hierarchical FI. and
an improved dynamic semi-asynchroneus aggregation algorithm. First, by integrating the hierarchical FL for
distributed anomaly detection fmodel training and hierarchical aggregation, a three-tier architecture for a space-air-
ground collaborative anomdly, detection framework is proposed. The proposed framework utilizes High-Altitude
Platform Stations (HAPS) as an‘edge computing layer for local aggregation, addressing the limited satellite-ground
communication range. Subsequently, to address unstable communication and prolonged aggregation times in FL
within satellite networks, an improved dynamic semi-asynchronous federated aggregation algorithm is proposed and
implemented. This algorithm constructs an improved aggregation timing sequence and dynamic weights by incorporating
satellite status information, thereby mitigating the issues of prolonged aggregation time and compromised model accuracy
caused by intermittent satellite-ground communication. Comparative experiments on the STIN and CIC-IDS-2017 datasets
reveal that the proposed method effectively enhances FL. aggregation efficiency in distributed anomaly detection for satellite
networks while maintaining the excellent performance of the anomaly detection model.
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Fig.1 Hierarchical structure of the space-air-ground collaborative anomaly detection framework
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Fig.2 Model training and detection process
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PEE Python 3. 7. 6
WA PyCharm 2019. 3. 3,STK 11. 6.0 64 {ii.torch 1. 8. 1

S A7 H OB SR ) TR RLJEE 4 BT R fF STK
(Systems Tool Kit) ##] Walker-Delta & Ji, f1 &
A ASBYE) oA BB - 1T RS BUIE LA 3R] 18] B 23
fii 5 WA B R KRS BB EWE 3 Pims
HAPS #2530 B e 50 km &b, #5386 B3
SR 73A1  T0AR Ao 35 ek ) e 1 A A i o - %%
B RPN & i g T d B AT AR G R ES b =

%3 Walker-Delta 2 B {5 B3R5
Table 3 Simulation environment of

Walker-Delta. constellation
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Fig.6 Walker-Delta constellation and HAPS structure

7. Walker-Delta £ Fz T0 2 % j& JE] #f
Fig.7 Orbital period of the Walker-Delta

constellation satellite
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Fig.8 Schematic diagram of full coverage for HAPS

and satellite connections
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Table 4 Results of multi-classification experiment of

anomaly detection model on STIN dataset

BiEde Foymem Accuracy Recall F1
DDoS 0. 80 0.78 0.79
STIN Backdoor 0.91 0. 81 0. 87
Botnet 0. 96 0.92 0.92
Normal 0. 82 0. 89 0. 85
F5 CICIDS-2017 #iR&E FRERNERL

Table 5 Results of multi-classification experiment of

anomaly detection model on CIC-IDS-2017 dataset

BiEde Frym e Accuracy Recall F1
DDoS 0.98 0. 98 0.98
CIC-IDS.2017 Web Attack 0.99 0. 97 0. 98
Botnet 0.99 0. 99 0. 98
Normal 0.98 0. 99 0.99

£ STIN %44 I, FedIDSS X T & W 4% rf1 (14
DDoS Hif: BRI AE B T 35 0. 80, A 1K1k 0. 78,
%t Backdoor , Botnet T ARG VERf R 4371 A 0. 91
F10. 96578 CIC-IDS-2017 $¥E4E I, FedIDSS Xt T4
FBGE IR IIAERR 2R BRI 7R 0. 98 2oy, TR
Hh Rl A BEAE - ARG 25 SR A B b T ) 4% 25 B
T AN KERRE 31X AT RE S T B 1 0 45 il B ai O AR
B AT PR, FARE S SR — e 25, R
B, PS50 25 b ik 2 T DL AN S T
FedIDSS 53k 14 57 46 I A5 760 7 12 i3 SR B i 3
Bili_b s ATS BB S o e s 2 o I A e ) RS TP i

Shy B R b DTt A 1) S N 1 R L SR FH IR
VB E R 4 S 1 B R 9 R 10 AT, AR
SRR AE STIN f1 CICTIRS 2017 #4515t A [
o SR B AR UE A S o 2 kB
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Fig.9 Anomaly detection confusion matrix based on STIN dataset
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Fig.10 Anomaly detection confusion matrix
based on CIC-IDS-2017 dataset
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Table 6 Performance comparison of different FL algorithms
on STIN dataset

FL#&:  Accuracy/% Recall/% BEA&WIE/h E{ERA
FedAvg 60. 56 67.15 36. 00+ 2. 44
HierFAVG 77.70 79. 35 36. 00+ 1. 00
FedISL 42. 17 52.22 36. 00+ 4,31
FedIDSS 80. 17 85. 11 32.31 0.95

F7 CICIDS-2017 ##EE&E ERE FL EiEpiEaEsttE
Table 7 Performance comparison of different FL algorithms
on CIC-IDS-2017 dataset

FL&¥  Accuracy/% Recall/% ZAWE/h EAZ A
FedAvg 63. 20 65. 10 36. 00+ 1.62
HierFAVG 79. 60 81.71 36. 00+ 1. 00
FedISL 43.62 52. 15 36. 00+ 5. 31
FedIDSS 81. 65 84.12 31.83 0.97

e 6 AR 11 o, X T FedAvg, HierFAVG |
FedISL D) J A L5 FedIDSS 75 STIN %42 4E
PR RE  SCI6 45 W B R, FedAvg f5 Bl 36 h A
ARSI, 3% 2 PR Oy ] 25 3R A B 30 40 i 432 Ak 1 45
RN S Nl T P U S o O i S o Lo
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Fig.11 Accuracy curves of different FL algorithms
on STIN dataset
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Fig.12 Accuracy curves of different FL algorithms
on CIC-IDS-2017 dataset
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