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Malicious Code Classification Method Based on Multidimensional Feature Fusion

FENG Shuai, GAO Jian”
(College of Information Network Security, People’s Public SecurityJiversity of China, Beijing 100038, China)

[ Abstract] Malicious code protection is an important. reséarch tepic in computer security. With the rapid
development of computer technology, the types and forms ¢f malicious codes continue to evolve. Traditional feature
engineering methods have a single feature dimension when dealing with complex malicious samples, resulting in
insufficient representation ability and inability to accurately identify various types of malicious code. Malicious code
classification methods based on feature fusion rely on expert experience in manual feature design during feature
extraction, whereas multimodal deep learning models<have insufficient interpretability and a high computational
overhead. A new feature fusion methods propoSed to address the aforementioned issues and applied to the
classification of malicious code in Windews PE¥files. By integrating behavioral, structural, and textural features,
LightGBM is used as a classifier to completesthe classification of the malicious code. The experimental results show
that the testing accuracy of this method\on the Microsoft Malicious Software Classification Challenge dataset is
99.90% with a logarithmic loss%f ©. 005 7. The testing accuracy on the Bazaar dataset is 98. 97%, with a
logarithmic loss of 0.042 0¢¥The proposed method can comprehensively and accurately characterize malicious code.
By integrating multidiménsional features, the method provides an effective solution for malicious code detection,
which has important theoretical significance and practical application value.
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Table 1 LightGBM model parameters

2R WE
learning_rate 0.1
min_child_weight 5
num_class 9
nthread 4
objective multiclass
metric multi_error, multi_logloss
num_iterations 200
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Table 2 Single feature performance comparison

Microsoft Bazaar

FHIE

Accuracy Logloss

960 2 0.1957

Accuracy Logloss
.992 4 0.024 2
.990 7 1.483 8 850 2 0.462 7

0
0
Opcode 3-gram  0.978 8 0. 037 5 8517 0.443 5
0
0

Opcode 1-gram 0.

Opcode 2-gram 0.

0.
Section . 989 8 0.0351 0.935 4 0.277 8
LBP L9814 0.061 2 0.942 9 0.2457
Haralick 0.978 7 0.085 2 0.949 7 0.216 1
Pixel intensity 0.765 9 9.533 1 0. 666 9 1.347 5
deep 0.9951 0.013 0 0.975 1 0.093 0
0.

0.999 0 0.005 7 989 7 0.042 0

Fusing features

3.3.3 HHABIEERHIXT
R T IEPEE A B SR A SO T BEHL AR AR
(RF)., k-1 4B (A-NN) ., 37 £ 1) & #Hl (SVM)
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Table 3 Comparison between LightGBM and other classifiers

Microsoft Bazaar

IrAE

Logloss
0.016 1
0.428 6
0.436 7
0.008 8
0.0259
0.005 7

Accuracy
0.998 1
0.971 7
0.903 0
0.998 2
0.996 1
0.999 0

Logloss
0.212 9
0.951 9
0.872 9
0.173 9
0.216 4
0.042 0

Accuracy
0.964 7
0.921 9
0.695 2
0.963 2
0. 956 4
0.989 7
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Fig.8 Feature importance ranking in the Microsoft dataset
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Table 4 Comparison of computational costs

ik YIZEAHIE] /min - BAASREARHERR T A /ms
SCHkL200 1% 65 5.142
SCHRCI5 D7 55 0. 024
SCHkL24 1071 101 10. 318
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Table 5 Comparison between this method and

existing methods
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Accuracy Logloss Accuracy Logloss
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