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[ Abstract] Large Language Model (LLM)-based Multi-Agent System (MAS) has demonstrated significant
potential in handling complex tasks. Their distributed nature and interaction uncertainty can lead to diverse
anomalies that threaten system reliability. This paper presents'a comprehensive review, identifying and classifying
these anomalies systematically. Seven representative multi-agent systems and their corresponding datasets are
selected, accounting for 13 418 operational traces, and a hybrid data analysis method is employed, combining
preliminary LLLM analysis with expert manual validation. A fine-grained, four-level anomaly classification
framework is constructed, encompassing ‘the following anomalies: model understanding and perception, agent
interaction, task execution, and external environment. Typical cases are analyzed to reveal the underlying logic and
external causes of each type of anomaly. Statistical analysis indicates that model understanding and perception
anomalies account for the highest‘proportion, with "context hallucination” and "task instruction misunderstanding”
being the primary issues. Agent interaction anomalies represent 16. 8%, primarily caused by " information
concealment”. Task execution anomalies account for 27.1%, mainly characterized by "repetitive decision errors”.
External environment anomalies account for 18. 3%, with "memory conflicts” as the predominant factor. In
addition, the model perception and understanding of anomalies often act as root causes, triggering anomalies at
other levels, highlighting the importance of enhancing fundamental model capabilities. These classification and root
cause analyses aim to provide theoretical support and practical reference for building highly reliable LILM-based
multi-agent systems.

[Key words] Large Language Model (LLM); agent; Multi-Agent System (MAS); anomaly statistics; anomaly
classification
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Fig.2 Process of anomaly analysis in LLM-based MAS
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Table 1

Agent systems and corresponding datasets

Agent System Dataset

Application

AG2H® GSM-Plus*]
AppWorld™? AppWorld BenchMark (Test-C)
Hyper/\gemLZU SWE-Bench Lite!??!

Magentic()ne[m s ()penManus[zﬂ GAIARY

MetaGPT™, ChatDev"?

MMLUM ProgramDev“ﬂ

Solving Math Problems
Simulating Mobile Application Operations
Software Engineering Tasks
General Al Assistant

Large-Scale Tasks and Program Development
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Task 15/16 (287e338_1)
Name the artist most recommended to me on Spotify.

RS TH BN D) LA 55 25 SR 0Pl G 75 B2 A
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| Task Information

Response from Bupervisor Agent] AQent Role

# To find the artist most recommended to you on Spotify, | will need to interact with the Spotify agent. Let's start b
sending a message to the Spotify agent to get the list of recommended artists.
[send_message(app_name="spotify’,|message={Get my recommended artists) Messa g e Content

Code Execution Output 1
# CallExtension Agent Action

reply = self.send_message(app_name='spotify', message='Get my recommended artists')
Entering Spotify Agent message loop
Message to Spotify Agent
Get my recommended artists
Response from Spotify Agent
# To get your recommended artists, | need to check the available Spotify APIs to find one that provides
recommendations. Let's start by listing the available APIs for Spotify.
print(apis.api_docs.show_api_descriptions(app name="spotify'))

Evaluation Agent Interaction Information

Task Result Evaluation

"success": false,
"trace": """python\nwith test(\n \"\"\"\n assert answers match.\n \"\"\"\n):\n
test.answer(predicted_answer, ground_truth_answer)\n"*"\n----------\nAssertionError: 'lucas grey' == 'ava morgan",

}
3 Trace HiR LML F RGN

Fig.3 Composition of structured fields in Trace data
RSP HTER  BFGE M Gemini 2.5 Pro™ Bl 44 Trace BCRAE M A  IRABIIGH X 1054
Xf Trace 48 #47 A s fbbrid: . BAKIM S, LIEL 4 FE bR ER B R TR, 515 Gemini BEAIX] Trace i
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'You will be provided with a Multi-Agent System Trace, which contains Task Information (task 1D, fask content), Agent
Interaction Information (agent role, agent action, message content), and Task Result Evaluation (success status,
correct answer). Please analyze based on the following anomaly judgment criteria:

(1) The task execution ultimately produces an incorrect result;

(2) Even if the task result is ultimately correct, analysis of the Trace reveals that the Agent exhibits behavior during
execution that significantly deviates from expected logic, is inefficient, redundant, or carries potential risks (e.g.,
unnecessary loops, blind attempts due to missing key information, violation of constraints, etc.).Please answer:
Does the Trace contain an anomaly (please specify the violated judgment criterion)?

If yes, please provide an anomaly analysis (anomaly type and cause of occurrence);Required Output Format:

“Anomaly Present”: "',

“Anomaly Analysis”:{
“Anomaly Type™: "',
“Cause of Occurrence”™ "'}

Prompt Design

}
1
"Anomaly Present": "Yes (Violates Criterion (1))",

"Anomaly Analysis": {
"Anomaly Type": "Model Hallucination Anomaly”,
"Cause of Occurrence": "After receiving the list of recommended songs from the Spotify Agent, the Supervisor Agent
needed to determine which artist was recommended the most frequently. Analysis of the returned song data showed
that the artist 'Ava Morgan' appeared twice, while all other artists appeared only once. However, the Supervisor Agent
failed to correctly count the frequency of the artists, instead incorrectly assuming that 'the first artist in the returned list
is the most recommended,' and consequently submitted 'Lucas Grey' as the final answer, leading to task failure."}

Gemini Analysis Result

}

B 4  ETF LLM §J Trace D /7L
Fig.4' LLM-based Trace analysis methodology
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Table 2 Agent systems anomalous behavior statistics

Anomaly Behavior Count

Result Error 5675
Abnormal Output 2066
Total Anomalies 7741
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Table 3 Kappa coefficient for degree of agreement

Kappa Coefficient Degree of Agreement

0. 40 Poor
[0. 40, 0.60] Moderate
[0.61, 0.80] Good

=>0. 80 Excellent
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E.1 Tool Dependency E.2 Tool input Error E.3 Access Restriction
External Failure 1.7% 2.4% 1.7%
Environment
Anomaly
(E)18.3% E.4 Memory Conflict E.5 Memory Overflow
12.1% 0.4%
T.1 Decision Path T.2 Decision T.3 Complex Decision
Task Deviation 1.4% Repetitive Error 11.9% Timeout 2.1%

Execution

Anomaly

(T)27.1% T.4 Lack of Task Feasibility T.5 Non-Termination

Validation 11.3% After Completion 0.4%
C.1 Information Hiding C.2 Information C.3 Information
Agent 5.6% Conflict 0.5% Deception 0.9%

Interaction

Anomaly

(0)16.8% C.4 Information C.5 Circular

Neglect 5.1% Dependency 4.7%
M.1 Contextual M.2 Task Understanding M.3 Task Instruction
Hallucination 18.9% Error 10.2% Misunderstanding 17.5%
M.4 Page Element M.5 Logical M.6 Lack of Common
Recognition Failure 5.4% Calculation Error 9.1% Sense Knowledge 4.3%

BS5 ETLLMHE MAS REER
Fig.5 Anomaly types in LLM-based MAS
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Keep going to the previous song on Spotify until you reach a song by Luna Starlight.

Response from Supervisor Agent

# First, | will send a message to the Spotify agent to go to the previous song. | will
then check the current song's artist to see if it is by Luna Starlight. | will repeat this

process until | find a song by Luna Starlight.

send_message(app_name="spotify', message="previous song')

Message to Spotify Agent
Execution failed. Traceback:

File "<python-input>", line 2, in <module>

print(apis.spotify.previous_song())
AAAAAAANAAAAAAAAAAAAAAANANNAN

Exception: Response status code is 401:

Unauthorized

{"message":"You are either[not authorized to access this spotify API endpoint|or

your access token is missing, invalid or expired."}

[-]

B o6 (EBESIRME

Fig.6 Task instruction misunderstanding
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R B2 (C. 4 158 Re MR BE U L H2 il it
HEHABE REfR A& Y 248 4 Jf5 B R BUE 551
FrimEs ], B, J5 9 B MR BRI 4 2R

Response from Spotify Agent

A\boxed{} Hfi ity E BY R RER AT TS IE 5
AR SSIE TR A ARE T AR RS UK B
O SRR S 0 22

reply("Please provide the [access token|for your Spotify account to retrieve your song
Ll Requested access token but did not specify acquisition method

Response from Supervisor Agent

send_message(app_name='spotify', message='Get my song library’,

access_token="EbhXe%D")
Code Execution Output

[Execution failed. Traceback:| Ultimately failed
TypeError: send_message() got an unexpected keyword argument 'access_token'

[-]

7 EERE
Fig.7 Information hiding
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user: I'm afraid there is not enough information in the problem to solve it. To compute the total
cost of making the hand-painted wallpaper, we need to know what percentage of the original
cost is the materials cost. The problem only tells us that the DIY will save 20% after considering
the materials cost, it does not specify the cost of the materials or the original cost of the hand-
painted wallpaper. Could you please [provide more details|or clarifications?

assistant: Continue. Please [keep solving the problem|until you need to query. (If you get to the

answer, put it in \boxed{}.)

Dialogue with extensive repeated requests for information
user: | apologize for any confusion, but without additional details such as the original cost before
the 20% savings or the cost of materials, it's not possible to determine the total cost. Could you
please jprovide more specification| or some numerical details to resolve this issue?

assistant: Continue. Please[keep solving the problem|until you need to query. (If you get to the

answer, put it in \boxed(}.)

user: I'm sorry, but it's impossible to provide a numerical solution to the problem with the
information given. The problem states "A DIY will save 20% after considering materials cost. If
Ethan made his own hand-painted wallpaper, how much were the total costs?" However, there

are[no numbers regarding Ethan's specific situation provided, so any attempt to solve the

question would be purely speculative.

[.]
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Fig.8 Circular dependency
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Read prompt from task.txt: An office held a Secret Santa gift exchange where ...
Plan: Identify Missing Secret Santa Gift Giver (ID: plan_1743482262)
Steps: 0. [] Collect all employee profiles and gift exchange assignments.

Ineffective initial exploration, blindly expanding
Result: Observed output of cmd “str_replace_editor” executed: Here's the files and

directories ...

#Manus's thoughts: The current directory does not seem to contain any files explicitly
related to employee profiles or gift exchange assignments.

I'll proceed with a web search for "employee profiles|and gift exchange assignments

database.” External search resulting in deviation from the topic
Search results for 'employee profiles and gift exchange assignments database': 1. Top

10 Employee Directory Software Tools for 2025 - GoProfiles URL:
https://www.goprofiles.io/blog/employee-directory-software-for-2025/

Error: Element: <button class="btn btn--auth btn--google" type="button"> [interactive, top,

highlight:3, in-viewport] not found

ERROR | __main__:run_flow:45 - Request processing timed out after 1 hour

9 REBRKRH
Fig.9 Deviation from the decision path
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Problem:
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John goes to the market with $10,000 in his pocket. He buys 3 goats for $500 each and 2 cows
for $1500 each. He also considers buying a horse for $2000 but decides against it. How much

money did he spend at the market?

This code will output the total amount that John spent at the market.

assistant: 45001 pjg not terminate after calculating the correct result

user: Great, the total spent by John on buying goats and cows is $4500.
To find the remaining money John had after his purchases, we subtract the total spent from the

initial amount of money he had.
Here is Python code to solve this:

This code will output how much money John had left after he made his purchases at the market.

Continued calculation, resulting in an error
user: So, John has $\boxed{5500}$ left after he made his purchases at the market.

[-]
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Fig.10  Non-termination after completion
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Plan: Identify City of Vietnamese Specimens Deposited (ID: plan_1743488676)

WARNING | app.agent.base:handle_stuck_state:168 - Agent detected stuck state. Added prompt:

Observed duplicate responses.

Consider new strategies and avoid repeating ineffective paths already attempted.

Let's try a completely new approach:

Let's try a completely new approach:

Let's try a completely new approach:

INFO app.agent.toolcall:think:81 - «4Manus's thoughts: | apologize for the repeated responses.
Let's trylan?,v Evategy: F ed‘%o adjust s rateéy After warrﬁng, .
u,ItimatelM resulting‘ in timeout and failure

INFO | app.agent.toolcall:think:81 - 4Manus's thoughts: | apologize for the repeated responses.

INFO | app.agent.toolcall:think:81 - 4Manus's thoughts: | apologize for the repeated responses.

iNFO | app.agent.toolcall:think:81 - 4Manus's thoughts: | apologize for the repeated responses.

ERROR | __main__:run_flow:45 - Request processing timed out after 1 hour
INFO | __main__:run_flow:46 - Operation terminated due to timeout. Please try a simpler request.
[]

B11 {gfZm=E

Fig.11 Memory conflict
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