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[ Abstract] The spatial information of a Universal Adversarial Perturbation (UAP) intuitively represents the visual
characteristics of perturbations, whereas the frequéncy domain information includes the structure and texture of
perturbations. Joint analysis of the spatial and frequency domain information of perturbations helps understand the
generation mechanism of UAP and its impact on the robustness of image classification models. Most existing
studies have focused on the distribution and changes in perturbed spatial information, neglecting the role of
frequency components and limiting the generalization ability of the UAP. To address this issue, a joint
optimization method for image UAP generation in the spatial and frequency domains is proposed. This method
utilizes the adversarial sample confidence loss, perturbation spatial distance loss, and perturbation frequency
guidance loss to train the model from both spatial and frequency perspectives, generating a UAP with high attack
and transferability. The adversarial sample confidence loss is used to enhance the aggressiveness of disturbances,
disturbance spatial distance loss optimizes the spatial size of disturbances, and disturbance frequency guided loss
controls the proportion of the frequency components in disturbances. The experimental results indicate that the
low-frequency components of the UAP have a significant impact on attack effectiveness. Within the same
perturbation space, the more low-frequency components, the higher the success rate of perturbation attacks.
Compared with the baseline method, the UAP generated by jointly optimizing the spatial and frequency domains
has strong aggressiveness and transferability. Moreover, it has significant advantages in terms of generation
speed.

[Key words] Universal Adversarial Perturbations ( UAP); joint optimization in spatial-frequency domains;
adversarial sample confidence; frequency guided; frequency component
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Fig.2 The training process of UAP generation model

W U 2R A SR A AT o P U Y 0 1o 8 45
R Ly 3 >0 B0 A il et 1 S 5 A58 A 4
PoBh WPS PR G PR L, 450 A i
XTSI o3 o AR A 20 19 L B 3 2 4 Bl
IR Ly AL PE 3 A 25 3R/ A2 N
N e XT3l .

3 ZWERSHMH

3.1 IHIGTESHESE

AR SCAR A X BTt sl AR 0T v T
PyTorch HEZRSEI , 5256 B HOREAH L & AN R 2 Fii
AT CTFAR-10 #dfa B2 964738 X B4t sl i 4
WSEHy . CIFAR-10 %044 i 60 000 3K 32X 32 {4
EE A K A, £ FE Airplane, Automobile,
Bird, Cat. Deer, Dog. Frog. Horse. Ship. Truck #&
10 A2, B ZB1A 6 000 3K ER 212 FHTHL
v AR SE ) A TR S . AR
SRAR IR AR 73042 5 50 000 5K AT 10 000 FKEA

FEAE B AR B0k 280 A H AR 2l e g b, R
BiB2Bs AR 14,2 LISl 2k pR i 4538 4 4
RABLE . JHALSE S s B = 0, A48 U ALIE RN
BSOSl s A 43 AV 43 i SR FR N
“TOARAL” . FESE b A L, YRGS E
UL 3h 19 2 18] 8 /0N, BR i Pt ) 25 6] 48k /N S
0. 04, SEBIEACR BN 20 Y HEWR/N Iy 64, BEAT
AR Do =11,

®2 UBEHERERFR

Table 2. Software and hardware configuration information

S IEE AHSCELE
BAERSE Ubuntu 16. 04
WFFR/N/GB 32
CPU Intel® E5-2620 2. 10 GHz
GPU NVIDIA TITAN Xp 12 GB
Python 3.6.13
PyTorch 1. 10. 0+cull3

torchvision 0.11. 0+cull3

3.2 I EBFRMEHEXIRSHT

A5 A CIFAR-10 %48 I i} SFUAN
PEATAE B ARy ) S 25 . el B ARG B
T 23 AR TR AR - % e sl 5 M 1 s g L AR [
BRI A3 A B RS Tk B R R X L S AR R A Ay
JEIX A A7 TR TF LR AT

DAy et e shE B s et s,

AR 535 R e AR A AR P £ 0 T AR A
PRV ZrA: BEBLRY S H AR [ AR 45 1 $E 3h AR H b
Yok o . 7E I Sk SE 5 b, B AR B AL R 7E
CIFAR-10 $i#84E I 23 Y1 45 %) GoogLeNet #i7Y
f#i f] SFUAN #i#I7E CIFAR-10 SR & i 44 |-
A JE XL Bl 43 A BR L A e Ay i L iR AR
B2t 20 7105 s O 1 N S W s T M o e 1
AR T HASCO A 3 MR G | 3 544 F A9 IR H R
Ui 2 AR g5 S kbR i FIRD .



182

£525 £ 18/2026 51 A/AHENTRE

®3 TRFERMEIEBIRBUE I3 b

Table 3 Comparison of success rates of non-target attacks

optimized at different frequencies %
" iJH%;% A DA X T3
Hab iR s REEH (R
AR 86.71 84.49 14.18 63.55
s ik 80. 67 80. 50 32.68 17. 69
TeHFRMAL 82. 68 82.13 26. 68 28.11

SIMTEE 3 YRR T AR B s AL A R A
SR XTI Bl B AT g A Tk A2 3 X B AR
PAEACIN S5 Ay I3l 78 DI R A i 4 | B 1
TR R T 29 6 R 4 T 43 a5, 6 H TCAR R
PRACIN A BB 2l 72 I ZRAE AN 4R 1 i ek
A R R T2 4 R 2 Ay AR I 25
Az JRAIE Bl 7 I 2 A AT A L A% e Bl ) R
i, 1 T R Ak A5 PR A BR ) Fesi X 5T 40 2 i
A e A s A R AR i ) T AR X A A B
Az AP B T R o3 L A R AR R AR A
XTI B Y Tl D 5 e T AR B e A0
Fe 2 ARIRPEAZEAT T A2 e P sh A AR A o 1 L o
AR DR B AR A S X e sl s 8 T i Jl 2

RTAR B i . TR ST DR B A
Gt I ) e B 38w v T PR B v A0 R T
Pesh. I mT A AR SO 4l 4 s A3 Ak AT A
DA AW SR A 2500 o HL 38 X4 3l 0 AR 0 43 %)
HAE B AR Bots 2 3R A7) 1 i 22 G e

AL DOk ER INLG g/ RZIp R AL AL

R A5y TSR A3 AR H AR o 5 T i
FXEHE 8 2 09 3 B kB 52 . g Bl ik B
GoogleNet DenseNet-121,VGG-19 ] ResNet-101
VESR HARESRAY A FH AR S A 3a TG4 30 A= il
T EAE R AL ARSI AL T TCH RO A S5 T 2R
G STt sh . e CIFAR-10 M4 |, fdi 4] A=
JRCHYE FIXS BT s o Bl Aite 4 DAY, S b ]
(1 4 AU % () 28 235 FE AR B2 45 AN A ] HLZEETR
PHAE S RIS AR . X AR Y
WX AR R S AR B iR b 5t AR
[P B 3 1 B P 1 52 0l , % CIFAR-10 4%
PEEE (1) 50 000 5K I 2 A= iitid P X Hidl 5l AE iy
PLAHTE 10000 sk MK b Yo i 2 e qn 3k 4
FI7R o

x4 FREHMEAUBIFERB T IR EXTLL

Table 4 Comparison of non-target attacks transferability optimization at different frequencies %
| o GBI Yot R
RIS FIbRAgE —
GooglLeNet DenseNet-121 VGG-19 ResNet-101 ST
Googl.eNet 84..49 69. 65 54. 45 29. 60 59. 55
BT DenseNet-121 81.19 84. 28 65.73 64. 95 74. 04
VGG-19 79.74 74.58 80. 10 34. 04 67.12
ResNet-101 82. 94 67. 28 47,54 88. 22 71. 50
Googl.eNet 80. 50 64. 20 47.59 29. 16 55. 36
(AL DenseNet=121 66. 27 81. 36 40. 80 61. 75 62. 55
VGG-19 75. 56 67.03 76. 39 28.76 61. 94
ResNet-101 77.17 62. 83 43.55 85. 69 67.31
Googl.eNet 82.13 64.53 51.17 27.49 56. 33
. DenseNet-121 76. 25 84. 24 55.98 62.07 69. 64
TATHARAL emene
VGG-19 73.67 65. 97 76. 28 32.77 62.17
ResNet-101 74. 27 64. 15 45. 69 87.61 67.93

MRIEF 4 Fr7Rs AHBCTAEARI LA A TR AL
IR AR 8 X BT 30« AE R S AL A5 T
A AR FARIE XU s A v HoA B Y
ek N3 AR IR B S A A T A2
A E FH XL HIE Sl B 1k et L2 6 LARMRAL A 25 1
T A~10 TR ORI R T 3~5 A
I ke AEMIALFIICHR A AT T A a8
XL BT RS 1k B i 2 R AN A RE  fii ) H ARASE

7 VGG-19.GoogleNet F1 DenseNet-121 A& Ji%i fi%) 1
X Bt ResNet-101 LAV, 7R AR AR Ak 551
A LA E BT B A A P s By R v T IO
A, HFr AL A GoogleNet il DenseNet-
121 Bik VGG-19 ., GoogleNet 1 DenseNet-121 #5
TR W AH B o 3t %k S5 36 84k 16 AT 2o B ol 8 X F
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Table 5 Comparative experimental results

e el ResNet-101 DenseNet-121 VGG-19
I i
Wk R/ % IRt /s oo/ %0 UIgRRTE /s B s/ % IIgRATTE /s
YIRS 76. 30 68. 40 59. 90
UAP ) 2943 2 764 924
Mk 76. 00 67. 90 57. 20
HIERS 83. 20 75. 30 64.90
UAN 151 127 64
MR 4E 85. 10 75. 00 66. 60
Ytk 83.79 85.93 79. 05
SGA 634 560 118
M 4E 79. 63 86. 16 79. 57
Yt 87. 67 85. 01 80. 87
SFUAN 181 154 96
M4 88.22 84. 28 80. 10

MR 5 TLLE AT UANVUAP Bk 3k,
s FHAS SO A = ARk S A0 T AR iy 3 e B 4
eI R AR AT i 4 b BT B aR i o P, X
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TEARTHIR RN 858 UAP Fil SGA kT2 4 B
I3 Rie MCAEXT DenseNet-121 H br 5L 78 (1) X o il 2h
RO UAN ik T 10 5 4 5 22 4
UAP J7 k4274 15 H 3 i &2 47, 8 SGA J7 K2y
L E . X VGG-19 HARRA AT desh i AR SOy
P UAN Fl UAP J7 ik 82 T4 BEACR, 2900 15~
23 HAT LB SGA LR 1 EH /. T UAP
FSGA J7 R4l H AR IR i) ) 1) 25 5, 3 3 s J3g o
A BE FXS AR 8) R AR Epoch B A I 25
AR . AR SO 2% e UAN J7 3638 in 7 453,
AR 53 L EE I 1 24> Epoch TR BYYIZR I H]
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ARIOT e AT AR, 3T B U WA o,

ARG R E 58T
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(Torch-OpCounter) T HGt 11 T Fr #4171 55
FLOPs M1Z %0 & Params, 3143 93 £ T M%K% K
ResNet-18., ResNet-34 . ResNet-50, ResNet-152 5
PEATX L 8T . 983 ResNet-101, DenseNet-121 I
VGG-19 BERIAE Sy H ARG R A2 o A58, il FH AR SC
Jr e AR A I 5 A BGE F X ek sh . fESC g,
BRAAHXT RN 0. 04, B EALIRECH 20 UK,
HER KNy 64, ffi ] CIFAR-10 I 25 46 A= i ad
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Table 6 Model performance comparison

. N ) ResNet-101 DenseNet-121 VGG-19 PR AT e
FTME  Binsk - - - - - - -
Yo TR/ Y YIGRmtiE] /s Boeh iR/ Y IIZRATR] /s BO =t/ % NIt /s FLOPs Params
M= 83.63 81.71 74. 63
ResNet-18 131 105 40 616 538 624 12 800 512
MK 4E 82. 29 82. 21 77.98
I 24 84. 20 82.18 77. 32
ResNet-34 142 114 54 1222 156 800 22 908 672
MK AR 85.10 82. 65 76. 62
HIIEE %S 85. 26 83.98 78. 24
ResNet-50 156 127 70 1374 947 328 29 850 624
MRS 84. 63 84. 25 79.51
I 254 87. 67 85. 01 80. 87
ResNet-101 181 154 96 2593 785 856 48 842 752
MK AR 88. 22 84. 28 80. 10
=S 88. 12 85. 24 81. 14
ResNet-152 248 209 147 3814 197 248 64 486 400
4R 88. 07 84. 40 80. 97
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Table 7 Success rate of ‘perturbation target attacks optimized at different frequencies %
[=Eidnta st T
1S M4 YRS D IlZ44E ML
ik i ik i A it Y% ik i = ik i A ik i A
Airplane 90. 50 90. 10 88.98 82.35 88.76 89. 17
Automobile 90. 81 84. 59 89.03 88.92 87.57 87.43
Bird 95.28 95.13 87. 41 87.67 90. 10 90. 58
Cat 94. 63 93. 86 93. 49 93. 34 93. 64 93.75
Deer 90. 59 90. 20 72.00 72. 06 73. 31 73. 46
Dog 78. 88 77. 88 77.87 77.70 76.93 76. 84
Frog 95.91 95. 08 92. 95 93. 05 90. 59 90. 56
Horse 85. 48 85.12 82.99 77.67 84. 44 84. 62
Ship 92.22 91. 15 92. 60 92.71 90. 95 91. 15
Truck 90. 39 89.91 89. 41 89. 15 87.49 82. 37
Sy 90. 47 89. 30 86. 67 85. 46 86. 38 85. 99
S L T 10 A SHT BRI P S SR B 925147 Automobile, Ship 251,

A IE X BT S TE I 28R T B0t i) R A
255 A Airplane, Automobile, Bird, Cat, Deer,
Dog.Frog,Horse, Truck, 3t 9 F3&51], RAI AL 55
17T A T D BT Sh7E I 28 BBt i h 3R
RS SIA Ship 2851, 2 1 B, Toa R0k 5%
PETF A U I8 TR S 7R I 28 B2t i R 1%
AIRB B, R L SRR AL AR T
Az B 38 R B0 R 3 K B AR R 0 2R A
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I8 P AL AL S A A i i T X Btk 30
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Fig.3 The effect of high-frequency optimized

perturbation target attack
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Table 8 Comparison of transferability of perturbation target

attacks optimized at different frequencies %
i - e R B B TR
‘ FI bR -
i GoogLeNet DenseNet-121 VGG-19
- GoogleNet 90. 10 70. 57 42.53
=g A
ek, DenseNet-121 49. 88 91. 88 46.77
VGG-19 52.99 77.23 86.72
ay Googl.eNet 82. 35 55.07 28. 96
NN
WAk DenseNet-121 40. 45 88. 08 41. 27
VGG-19 17.73 47. 56 72.18
i Googl.eNet 89.17 68. 73 34. 34
,)‘} 3
oAk, DenseNet-121 44,138 89. 50 43. 28
VGG-19 30. 24 63. 47 78.01
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Fig.4 The relationship between attack success rate and disturbance airspace size
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