SR E52% F48/2026 F4 B/HENIRE

St

R P 1 23 ) 28 45 BY 7K B T 5 7 32

IEMEX. 2B IR HEE ARME
N RO TR 28 25 T S BA A L AR KR 5 B AR LR B, TR BJH 450001)

W OE. RN RUR Y B R R e A R TT Z A0 ] AL, K ER B ARAE S AR TR A R A 0 T Bl R R
PR AR S H el Az e 25 TR S OB SR R AR S . SR IR 58 BT 5 7K BN A AR 8 25 5 1 R il 9
s 3 75 A o 2 BB A 3 Tl )« B ASE sl R T A T o 4 AR R TR B M R 2 B R i 5 I 24 (DNIND BB 7R ep
XA B KER A SRR F A ARG S0 AE . O T 0 IR A M T AR R K B oy 7 i, 1 S R AR K BN T R AT A 4
SR JE XS R K NI 5 e AT 40 28 AR e ek 35 6 B AR AR 1) 5 el AR A B AR ICRE T3 5 43k (1 /K ER o T 2
BKERTL T 2, % DNN RERL K BN 19 s A A8 3 Tt st BRI EL RS Bt T B R A7 A BRN 40 AT » #2236 X B At
AR BN W 5% T8 25 6 1 B MR RE RS M S5 T A T b4 5 B4 L B AR 1T 17 ol 44 I 45 A 750 7 B I <5 7 A SR A
%A BT TE R A ] R 80 22 4 R = AR 3P 4Tl AR T AT S S L I

KEIR : TR BN 4 KB AR s N T2 i CAD 2 2 IRAU AR 47
FESES: TP309 XHERFRERES: A DOI. 10. 19678/j. issn. 1000-3428. 0252743

Research on Watermarking Attack of Deep Neural Network Models
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[Abstract] Model intellectual property protection is an issue /that cannot be ignored in model security.
Watermarking technology, as the core means of model traceability, provides technical support for copyright
verification by embedding special identifiers into model parameters or generated content. However, trained
watermarked models can easily be copied and spread, which enables attackers to destroy or remove the watermarks
embedded in Deep Neural Network (DNN) models using specific technical means such as fine-tuning, pruning, or
adversarial sample attacks, making the verification of model ownership impossible. To gain a deeper understanding
of model watermarking attack methods, this study begins by introducing model watermarking attacks and proceeds
to classify these methods into two categories, white-box watermarking attacks and black-box watermarking
attacks, based on the attacker's access rights and information acquisition capabilities regarding the target model. It
also sorts and analyzes the motives, hazards, ‘attack principles, and specific implementation methods of DNN model
watermarking attacks. Moreover, it compares and summarizes existing research on model watermarking attacks
from the perspectives of attacker capabilities and performance impacts. Finally, it explores the potential positive
roles of neural network model ‘watermarking attacks in future research and provides suggestions for in-depth
research in the fields of model security and intellectual property protection.

[Key words)] deep learning; model security; watermarking technology; Artificial Intelligence ( Al) security;
copyright protection
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Fig.1 Overall framework of watermarking methods for DNN models
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Fig.2 Main process of watermarking attack for DNN models
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Table 1 Traditional digital watermarking attacks and model watermarking attacks
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Fig.3 Classification of watermarking attack methods for DNN models
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Fig.6 White-box watermarking attack with neural network structure confusion
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Fig.7 Three types of watermarks based on backdoors
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Fig.10 Watermarking removal framework

based on image processing tasks
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Fig.13 Watermarking removal framework for regenerative attacks
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Fig.14 Watermarking attack framework for fine-tuning diffusion model decoder
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Fig.15 Watermarking avoidance detection framework based on generated data
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Table 2 Common datasets of watermarking attacks
for DNN models
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Table 3 Common models of watermarking attacks

for DNN models
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Table 4 Comparison of watermarking attack methods for DNN models
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