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[ Abstract] In digital voting systems, the combination of Fully Homomorphic Encryption (FHE) and blockchain
technology guarantees the security and privacy of E-voting. The overall performance of existing schemes is
constrained owing to the complex computation process of FHE algorithm, especially in terms of vote-counting
efficiency and fairness. To address these issues, this paper proposes a Blockchain E-voting Scheme based on Fully
Homomorphic Encryption (BCEVS-FHE). This scheme optimizes the Brakerski-Fan—Vercauteren (BFV) FHE
algorithm by mitigating the impact of noise factor to reduce the computational overhead during encryption and
decryption, thereby improving the vote-counting efficiency. The SM2 digital signature algorithm is used to sign
ballot information generated by voters, ensuring that the voters could not deny their voting behavior and preventing
identity impersonation and fraud. Furthermore, smart contracts are introduced to improve the weighting method
used for vote tallying. Consequently, the unforgeability and non-tampering of voter weights are ensured, thereby
guaranteeing the fairness and impartiality of the voting process. Finally, all transaction information is stored in the
chain using a private blockchain, ensuring that the entire voting process is tamperproof and fully traceable.
Experimental results show that BCEVS-FHE not only guarantees security attributes such as privacy,
confidentiality, security, uniqueness, and verifiability but also excels in functional attributes such as fairness and
mobility. Overall, BCEVS-FHE meets the security requirements of E-voting protocols and has high potential for
practical applications, which is of significant research for the widespread application of digital voting systems.
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Table 6 Comparison of noise growth and runtime for multiply Hx,
=1
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Table 7 Comparison of noise growth and running time for polynomial Ha,.ri
i=0
, d f params BFV BEFV-New
Ib N b g, Ib ¢ b e Time/s Ib e Time/s
2 12 31 31 22 0. 003 18 0. 002
4 12 47 47 35 0. 009 31 0. 006
8 13 33 66 52 0.071 48 0. 059
2 3 16 13 41 82 66 0.150 62 0.130
32 13 50 99 80 0. 310 76 0. 260
48 13 58 116 94 0.470 90, 0. 390
64 13 58 116 94 0. 640 91 0.530
2 13 33 66 40 0.010 35 0. 009
4 13 49 98 76 0. 030 67 0. 026
8 14 44 132 107 0.220 100 0. 190
216 47 3 16 14 55 164 138 0.460 130 0. 400
32 14 50 198 167 1.220 161 1. 100
48 14 58 230 198 1. 850 190 1. 660
64 14 58 230 199 2. 480 191 2. 220
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