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[ Abstract] The wide application of blockchain in the medical field has gradually brought attention to the effective
supervision of diversified, sensitive, and.continuously growing medical centralized purchasing data. However,
owing to complex business relationships, existing medical centralized purchase data supervision schemes are not
efficient in multi-department collaborative supervision processes, and shared supervision data carry the risk of
privacy disclosure. Therefore, “based on multi-chain collaboration, this paper proposes a supervision scheme for
medical centralized purchasedata, supporting security sharing. This scheme constructs a multi-chain collaborative
supervision framework based-on the supervision relay chain, summarizes the supervision elements and supervised
data objects for the medical centralized purchase business, and forms a comprehensive view of multi-chain
collaborative supervision and cross-chain interaction. Multiple regulatory information flows are described through
the multi-chain collaborative regulatory model, and the regulatory elements are described as a structured list of
cross-sectoral comprehensive regulatory matters to support multi-sector, multi-link, and cross-chain supervision.
During the implementation of multi-chain supervision, a large amount of regulated data generated by the medical
centralized purchase business is symmetrically encrypted and stored in an Inter Planetary File System (IPFS),
reducing the storage burden of blockchain. Proxy Re-Encryption (PRE) technology is introduced to ensure the
secure sharing of symmetric key and metadata between multiple chains, and a searchable encryption algorithm is
integrated to support the retrieval of the IPFS file address ciphertext from the chain. By analyzing the medical
centralized purchase business, a security analysis of the process flow of data supervision is carried out. Then, the
performance of chain codes such as authorization, upload, and query in the collaborative supervision process is
evaluated. Experimental results show that the proposed scheme is secure and efficient, is more suitable for the
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medical field than similar schemes, and meets the requirements of multi-sector and multi-link collaborative

supervision and data security sharing.

[Key words]) blockchain; regulatory mechanisms; multi-chain; Proxy Re-Encryption (PRE) ; medical data

0 3|5

2008 45, FPAS BB 4R Y T IXCHROBE A ME T
XA A FERE LA R 28 th 2 5 5 B IR R 52 5
FTRLA N DX I AR Ak 5 12 A8 il T IX R e 5 W]
L AT = ST T o 7 N s T O RS
111 DX R BEB AR 12 YO S — B B P A 5 B4
EN e S R ) SR E S R B
VR ARV TR RV R A 15 A A BT fek
AU B I (R AT R

TE BRI T HE R S5 o BRI MU AT A i FR I R
Wy i S L B PR TS 5 BEAF B R L DR 2GR A
b Wt BCR AN IR R 5 T A DL A
K s Rl R ORI 2 53 AU A (A5 AR 5
BRI B8 » 2277 P i DA 38 R OC 2% B B PR R 4 1 22
AT i A 2B ST BT A A e
MBI RG2S 5 | WA TR S b o
R E R S T BOA TR QIR A, 7R 55 Be ok
TR AL S W 4 R )
B EESRN BLAR R S 82 AN RO AR A i i A%
PR B T A T A ot R ER S . SR
FEEIFEE I Z R R BURAE " N BT B2y
IR ORFR Y Z TA] RS R PR » L B 52 25 T W A ol 2
TRAMNE A BOR T B e 4 S R 2y . 2= T7
U £33 W TR e M A 5 B SRR i
FOPRTHE 7 AN R A5 VR, A Ml o BT 1 52 3%

Xt BT 25 W R — Rl T 4 L
R TR G F A7 Ml sl 14 0 BURF A BT 9 M 48 T
L BEHRII 2R W 3 5 T 1 3 1 sh il 55 51k 5
DB TY B AR A TR A A AL 55 DR IR] L LAR £
WA R 2RE RS —. XU T IARS A B
AL 1) 0 ) £ v A8 LAY 5528 L SR AE T AR A5 K
FO A TR I S e A IR TR AL A o i i T X R
BERMA R R IR T R A S LA
ST RPN EE S AR T A H B RS
TR PR T BRI B A L BRI AT 2 8] Y
[ 2% Lt St Atk B B G (0 R A L i T T ] T
W) WA PSR . P R A AR IR B S
DX R M A B 14 A A8 W] T 7 17 K M 2 ) e
PR L LA A AL IR AR R A

FT T PR 45 1 BE A2 BR . 2 i 2R A D i

N R S A Ok T ] 3 R
FEMG A AP . ZHE PR RO AR TR A R L
FHIRA MY 55 Z2 55 DI R] W A R S gk — 20 L EOR 2 A
PRI IIE RIS oA PR ) b A SCIB0N 55 04T — 144k
e . HE AT WA T SR R RERR DR A Aol
AR Bl 548 RS 15 52 A A R A5 LA 200
5, AR T IE WIS R BRARL DR 2 1] 3 LU
T

BT R M IR Z I LG WAL 55 A e
(1 IR R RCRE ARG R = 3 e A B 25 ) Al 25
DXEREE NI 285 K B 3 A SR — 2T
MW BEN ZEEMF T R TR T 1
ZHERATY WA PR R R 22 5 B A AR MR
Fh 2 R R T B B M R A R AT 55
R 25 B 1T M 4 AS ST R 22 B A e A R R A
[l M ARG X 52 Al 55 EA T R 1 Bl 55
B BEAT A2 B A 55 5 b T 52 A i Ks
IS B A A R 225 o i i A 0 M A v Ak
S B R 22 e A i AN 22 R 1T B0 s 3L L R
PSHESHAT NN T WA TG, AR SO 3 B TR
LU

DA T — AT rh 4k 5% 1 224 0 ) 1 45 8
o XA U R AT TARAE A OF BT A RN
P EALSS  Ol 55 R AT G A o B ] 25
A WA S IO L T L IR IC S A S B A AR
PFE R B bR A e

)G BRSO R 52 (IPFS) [ 4% 5 56 F = 21
TN AR IE CAES) 35032 9 AR H N 4% (PRED A, 4%
AR K B AL (4 55 B s Jn & 476k T TPFS . 3C
st A0 s b 55 a4 QR A0 S A RE A 2
AT AR SCHR SR 3 F Hash BTZRZR 51 97T 48 & i
RO LR R S SO R BE

3) LA 22 B ARk 4 W A SR Ol 31 i 2 1 R
FrAEFR TS A R G0 - A A AR & KA M i)
DA A R B AL A DIRE . n S B2 B
b I S R A il A i O X A S BE AT AT
PEREINIR  IE WA SO7 S ARSI I S BR HEAE 7oR

1 HxIE

L1 XREBEEFRIK
HAT. 2R BRI T — R4 K I T X bk



$£52% F4H8/2026 £4 R/ATENTE

411

(WA R BIIFSE . XBRBE WA H R KRBT 20 Ry
AR JRT ) AL FE DX HUBE 7 05 38 R A B I VIR
BB T M M LABE YA BE 5 R T A 6
SCER IR Rz . O 1 R B A oA R Ty
SR AR P I A R AR A
A AR R BB s R A
TS RN 2 5 B (B BB TR T 7 88
B RATHERR AR . DL Ak, R TR BE 22 8] 14l 55 41 B G
BRET WA O AT BE G A A, S U A A 1
B R B, DA TR AIG 28 (R A Bk . 26 2 Py 02 AR
P DAVEEIRBE 10 B B oAk ) W AT AR
RN A WA TR . A S F oy U] DU &
M W A RS A e g [ T R 2 A U AR A
I W 7B SR (R A N [R) ) M i T B B
BCRACT VHT IR IR 2% LA K B AR W A S B AR o B
T 2% BRI A R WA T 2R I TR R 4k
22 Ta) iR ) A £ B e 5 T M R D R i )4 3
TR 1 2 A ] J )

FELL 125 2R WA BRI 58 1 S L BFSE N B
T T BT 7 A R Y LB
PEYIEERS S e VBT AR s N
(W 7 5 A M R SE 44 0 L R IR AT
REENE B RAT SE AR S A
HWERE T R GBI, SR, HATE X B (A B
A I A I L 22 i i i T R 9 AL
PR Z Saa  rw. Z5 L TA S H R
FEN GO K BT A7 B0 255 WA MR e 1 TR0 46
KIEMEL,

1.2 F&HMIR

AR SO e 1) 32 W A R B s BT L R 2 R R AR
B AT B BEAE B BNBYT I 2 AL Ty
T I AR A 25 SRR 0 A B T W A e
W BB e bk . AL 45 S AES XHRRE S
SR N B R S B AAE B, I8 T4 F
2 B R 529 A i) BRI, DL 2 R A Hyperledger
Fabric i i 56T @M Ui [ 4% 6 (ABAC) T RESE
BRAIL FE i) P4, TR s XHRE 38 F 5 B B A7
A RS ECTPS) IR 2 8dE E#E R A 2
SEPEFIR S DL TRt TPFS 3o s . 31 Bk
AR g5 W BRI AL B 7 2K

D I Bk .

AR N (PRE) o, Bl ¥4 & B &5
BN SCIEAS B — 0 % S0, RS SRR ICE 1Y
ONBR T — Oy e B B g W A SE AT R T AR AR
PREE 5 W o mT P 508 SO B RA B A 2 18

— S, AR ] ] U B T AES XF
PREESIRERE N R L I h X RS T s AR AR
PR TR SR n RS R R v Y R TR T
B SCHATART A5 5L AR AR A

(D % 45 4k o8 % (PK, , Sk, PK,, SK,) <
KeyGen(G, p) « iy A B il £ %5 B 5801 secp256kl
PR A ISR T =2 005 AR X FR 2 BH L FE L
BAPRAELERUTT A ]l A BH AT A T X 75 3R

(2) % 4 4= A 2R B0 (Keyaps» Capsule, ) <
EncryptKeyGen( Pk, ) : #if A #2092 81 . i
AES B H, UL K — A #50 AES BARCHEAE B 1Y
Capsule, Z%{.

(3) % B SC PR L CT<=Encrypt (Key aps» M)
i N\ AES %55 RN SR I SC L AR 2% S

) B #e % #1 £  pR B RK, PubX <
ReEncryptKeyGen(SK, , PK,) : #if A Z AN B9 FA%A
FHEICE A i R R A A TF 280 e i
PR 3T A5 BH Y DG B BT T AR St =
TR N TIPS HON THMCE B AR

(548 B il %% R %L Capsule, < ReEncrypt
(RK, Capsule, ) : ¥t A\FG450% B F1 OG5 S50, i i %oF
NLABCE O HAE B 1) Capsule,

(6) fi# 5% K% M<—DeReEncrypt(Capsule, ,CT,
PubX) . 4y A CHESHL B SO TS24 i W] 3¢
REGE T 3 MSHGAIR L AES %A, 154 AES
WY

2)3T Hash FiZR TR RN .

A F N S — P kR AR SR N % S A
fith, I AT SCHAT R R I BOR . FKe A B2 AT
SRR A 2R AR 25 AR SO B Y R 2 T
Hash Fif 28 Z 51 (09 1808 £ i 5 58, I 8 80 2 L
<K, V>H{EX] I A% 285 I, FIH Hash 5300 ¢
T A 48 BB S KL AT RS 2R RS R O IR A
[ SEE O ELSAH Y S5 R AT A

(1) <<word, , word, , **+, word, >><—Enc (Split
(KeyWords)) . i Jj B SCH 8 £ ) KeyWords
Fr e R X TR I AES I LASR
WICTARTRAL

(2) IndexKey<—Joint (Hash(word, ), ++=+) , 1 1
X 8 SCF AT B T F AR Hash BUE S #RCHT
n AL AEFRRE A G A BT SR PF 0 SCR T B

(3) File<—Search (IndexKey, QueryKey) , 7£ £
R 2 U SRR 2 QueryKey, 2 5K R
A FAFALEA T IR (D AP BR () b 3R A2 1 Z S5 )
JHIE D0 DT FC DL S SR A 36



412

E525 F4H8/2026 F£4 R/ATENTRE

3)Fabric-ABAC,

1& Fabric /7, A 533 Fabric CA 1 & /> 55 M4
155 R R S T J M Y U [ 455 1) o 25— 28 X 17 1)
FARBIN S0 B 5 S0 EREEMHIE S S L
AR, B Ja 1 24 BRIV 5 58 — 25 7 B A5 v i A7 B Ok
P @ A P RE AL S 1D [n) R0 X6) B oA 45 il e
T ERAERLR .

4) BPRIE RS .

BBR SO R 48 (IPFS) J& — i T 9 45 F-4ik il
RO R R L BT DHT srAi A&
Bitswap f£HiHML . Git ATEHIA SES H 5 UE A
RGEHARN A A7 2R RG2S
B HARAEA R BORAL B v] 56 IE 1 s . 7R TPFS
TR A SO A AT D R R AT LB
W1 AN T3 I R AR YL R IE

2 ZHEIEZR

2.1 ZEHEKEZREM

Bl BT 1A G TR A RS T TR AL R
AFBORWE A B 7 AR 7 W 45 1 1 7 () ML
Rk . MER S NS BT AR AL % ) 2 Tl
WA R T o AL e R R e AR
B BTG WA [ 255 Wb R WA ke ST MR B
o TOME BN 2 G A HESR . ASCERXS
BRy7 T A il 1 5 T WA rh Ak 1) 2485 P Rl

4 Z0lb 55068 JFFEEE T 1A TPES 4%, BAK
EESCF

D WA hakss . A B DA R G
G Wi PRy I R B ) A58 3 A A [) 4 ) 2%
ST B Ll 55 R A A A AR I A
RIS AFA 52 W58 55 B A e i 20 1 B
S NEREISEN

2) RITHE AL 2 GRS AL A5 BT IR 55 P At
HEE RN SR TS WYY K BT AR Al
HL T I 81 S5 A B

3) DROREE : L5 By R B2 IR I DRI A
A FIS R G BT R R AR PR T ORI LK R
PRI B Bz IR 22 Bl 55 AR A7 3 B DR B I PR
A% R .

4) BRZHE 1 i R 24 A B 7 el Aol A K2 I
SEBYT F AR BRI L BE bl s Aok A 7 F R A
IR

5) R BhBE A AE — e iz b S A A R =07
A OS2 412U M2 5 Bl 55 19 A
PRI e b B it o i e 3000 500 R o 2 AG 41
o

ZHEP R A 2 B 1 Bk, o
A2 5 ZRHEM A B R R A R HE R R W] T A4
AN RV B BT A QR A Ml 55 24 B FIRCHE R UL rh 4k R Y
g5 WU BT HE BT 20 4T 1 A i 2z 1 J7 HE

O Fabric M AL 1 RUERIEE  AUR TAABA G RSO S5 E W0 IS
Bl % " Qo v ‘e I EARL
e ;
2 00D > =4 oo A o W8 o D ([x =
4% y e 55315y M S EEAES KA b 55 S A% W GRAR @ |—®_-|
Bzt s Sy HeEE BT RR
g R -~ I \‘\ e 4 & ok T s L2 G
(2] [E) | frvelllier Elimos, o P || @
Y 0 Q 3 ..t AwEa | B
BT AR | [ o ] | : oy <A I R B

E :
-\I%‘ﬁ“jﬁ;,—i‘_) Eﬁ%zﬁ | 7

S

{ ™, \
" s ) <G P umns |
0 |

Eﬁ*ﬁ,ﬁ H{ﬁ@ﬁﬁﬁ?

S

Sl ) Sl
B2 % { IR e i B
----------------------- o s ——> N wEna] omoemmeememe e
& + — % & 6_@ = o — % ]/\f e
Q) \:_:7 :@ﬁk@e@ﬁ%ﬁi b iﬁﬂtﬁﬁﬁ%«»@gwﬁﬁi :Mn @@
/e A (| ) @ : ! ¢ V7, = ey
4 i ~ [0 — P :-
. 5T - = i X, ;
O ' [y ‘ R B BB ®) g B G
e :\%ﬁ%ﬁ%ﬁ HoE] N7 ey =
s e e A w4 ] [
EF’:{%EU' B 4 1 3 SEREE KRR
= TN TN o~ A :
S I B = < £ S
. =] . — C—=—1 ™=
AR Kt KRR EEAHSE PRSI WaB AHRIHRS Atk

B1 EFESSENERERNY

Fig.1 Multi-chain collaborative regulatory architecture for medical information
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Fig.7 Multi-chain collaborative supervision procedure
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3. end if
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12. end if

13. result<-link. Updatel.inkState()

14. end if

15. return result
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/BRI A TEE R T E R

9. while _, word ;= range keywords do /JE A&
/I AT

10. AllkeyHash < InterceptAndSplice ( AllkeyHash,
keyHash) //fH Ay BT 28T MKk P4

11. end while

12. cipherKVs: = { enKeyHash < AllkeyHash,
fileAddress<—encrypFileAddress}
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15. return result
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3. capsule, pubX=<—stub. GetState (dID) /FKEfCH &
/TN B i S

4. keyBytes<—reDecrypt (bPriKey, capsule, pubX) //{{
/BTN T AR AR AES 8

5.if iID1. = null then /fdi HICHHE RS 1D £

6. kvID<regulatorWorkID + Hash256 ( Cipherindex.
encryptkeywords) /& #EK % Key

7. cipherKVs<—stub. GetState(kvID)
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VR

9. queryString < { "selector” { "keywords”

{"$S regex’ ¢ ". x queryKey. x"}}}

10. resultsIterator < stub. GetQueryResult ( queryString)
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11. end if
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cipherKVs. fileAddress) /%5 S04 ik

13. result < Ipfs. NewShell (" localhost; 5001"). Cat
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14. N,M, K<—examination(result) /B &N T W .18
/W X
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16. result <= stub. PutState ( regulatorWorkID,
TaskTable) /B ISR

17. return result
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