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[Abstract] Timely and effective disinformation detection is crucial for curbing the spread of disinformation and
minimizing social harm. Numerous deep learning ‘methods have been employed for disinformation detection.
Summarizing the detection principles and paradigm® of existing research is essential for identifying directions for
technical optimization. Therefore, thisqpaper comprehensively reviews existing research based on the principles and
implementation paths of disinformation'detéction, and for the first time, summarizes and compares the applications
of large language models in this field %First, the relevant concepts of disinformation detection tasks are introduced
and the data structures of commonly used disinformation detection datasets are summarized. Then, based on
detection principles and implementation methods, the paper presents ways to detect textual and multimodal
disinformation through §emantic feature representation, auxiliary task design, internal knowledge inference, and
fact verification, refining them into ten subcategories and summarizing the potential characteristics of detection
methods for each subcategory. Finally, the paper summarizes disinformation detection paradigms based on deep
neural networks and large language models, compares the detection performance of representative methods from
these paradigms across seven disinformation detection datasets, and highlights the advantages and limitations of
large language models in detecting disinformation. It also presents the anticipated opportunities and challenges
brought about by large language models in the field of disinformation detection, providing a reference for future
research.

[Key words]) deep learning; natural language processing; disinformation detection; large language models; fact
checking

EEWA: EHEK A KRB S (621714700 1 7 4 o JEFHE 6187 91 % A A4 T H (234200510019); /W m 4 AR B4R 4w 3 H
(232300421240) ,

YEERIN: VFRIR B BEAFFTE =05 1 A KR ABOHT TR I | F 4R 05 =5 b 38 i GRBVERD - 082 il RS0 YR - 32 U BRAE
b i ) A B

Wi HEE: 2024-08-23 f&EHHE: 2024-11-28 E-mail: qudan_xd@163. com



5245 £5H/2026 £5 R/ATENTRE

61

0 3|

oA T ELIR 9 B AR A 4 T K AR SR
o s B g . DA O L R 2023 4F
9 A, AR P BoRE ik 6. 05 12 . Fhag it ik
B BT AR SRR R T ROCAER L (H i T2
WEAAFAE T I BOR  S2 ARBEIAT A5 B AL A
SRR AN T R AR ) 3 5 A R AR A R B I
IR FURT HASIAE & B 45 28 AL Jo 1% 52 B
S R ke A5 B MRS WA E R i
JICHETE U . DB v I 4 225 W) BRJ55 1 B RE ) ) 2
38 V)5 S B A AR B ARSI L A ke BRI [R]

T A o B ML AR ) SEEOR A A HE Sh
HE A A DAL 55 AN T AT AR - HLAT . B 243
IR SCHROS A SRR R B A5 BRI B AT T R4
SCHRL2-3 K e (B0 B A I 77 32 8 1A U 44 R g
PRI R SRR D5k . BT RS B A
WY N AL G T RN 2R WSS B R 2
BSARE HUR R R I S IR AF B
MT7EIEAT T RS . MR (RS I 1 R (A B A
MEES5 3z — . SCHRL6 1A &1 1 R BT G 14
TELE T H AR 5 20 24, I DT 1) 9 4 Fl ek 22 7 55
2 ARG T5 1% . SCHRL 7 DA R A8 ] T 1%

il

Direct basis

T FRFIEA T R R OB W A9 1 46 R 18 0 D i
AARCAREE WS TEE 3 28, SCHRLS I AR E
T % 4 BEORTRIR SN AL RE R AL 21 58 3 A7
TET » X T ] ) R ABOHT P I T vk A T 02K

AT £ 3R T B IR MAS () 48 B 6] AR B AGE
TIEBEAT T AR AEAT tofe =2 X6 A ) Jt P A S A
RGNS . I A SO A5 B A i A
AR K B RAS [ G D00 75125 1) 4 AR 41 0 552 B
T XA S B A B A I e A R AT R GBS

L

1 EREH

RTRFEA RN J7 145 IR B AL . AR SCHE T 1
AR B A ) B AR 3 Ao R AR S AG: TN 174 44K 33 3
Frotir. A 1R 7R Gk SSBEAAE E= A i BE A
e e 3 XA TR R 5 R R B
R RE IR N S AR B SR I P A il LR
AR B A R S SR A S AR B B
JE AL SRR P RO % B+ SRR B
TR — AR i i S O S AR5 R P R B L O
ARIEZSC A AR AT B0 I B m] DL 0 55
O B A o e b B [ % 6 2 ) SEIE I T 35
BT 5 00 Y 2R AE L Bl 58 I 465 P AIE A 1% i) 42

)

»

Fact verification and
evidence reasoning

>

Contained claim

I( Information content ]

( Social network 1'

Language style
Subjective stance

Comment forwarding
User ipfomation
Information tampering Behavior patterns

N\

Creation

—
=5

(&,

I @AEHE
@ @

Background Information Social media Social media
information publisher information users
Indirect basis

information content
and social networks

Features of

B #HEEERERUKES R

Fig.1 Analysis of the basis for detecting disinformation in social media



62

£52% £5H/2026 £5 R/ATENTRE

SEPLRE B AR B G 9] T A 2R A TR XU
FEWSL AL SR T P 0 B R VA R AR
B,

i LIRRR ARG BT AR SO A IR IR B A
0BT 4 A0 52 B B A2 Xk A I 5 AR R AT
2 IFE U LT 1 ORI R RLIEAT M B B A
M PLAAUR IR, Gk 2 fos, A SCHE B R4S
RFAIE 5 A S8 I 245 R A DA ] A D4 01 o 2 S 38

UEFIUESEAHE B D EARA AN . 1 S AR ik
RN A S BB A2 1 K+ K AT M MB35 B A D00 5
BLRRAR I3 N SCRFE SRR BT 55 it IR IR
TEWTRI S A 4 285 905 XA SR AR ) LA
JrEER T AL OF BE BT RS L XA
HroCTH R A I R A A B 9 O S A JR BR A, AT
R T AR R (R AR I AR A IF 5 e JEe i

Semantic feature
representation

2%
Text semantic feature encoding ]
Multimodal semantic feature encoding ]

Features of information
/' content and social networks

Social context feature extraction ]

Auxiliary task design

Multidomain learning ]

Social media
disinformation
detection

S

Multimodal deception pattern perception

LLM prompt engineering ]

Inference of internal
knowledge in LLM

LLM instruction fine-tuning ]

K‘ Fact verification and
evidence reasoning

Analysis of authenticity features
based on LLM

Discriminative inference verification

External knowledge based on deep neural networks
reasoning verification

Generative fact-checking based on LLM

Task C—————) Detection basis ————> Implementation path ——————> Specific methods
B2 EREERNAES S

Fig.2 " Classification of disinformation detection methods

2 HRHEERESEN

2.1 EXMBIRESFEX
TEBZAR W T T AR 75 22 W18 I 15 5 1Y
W& LU R Al AR BT 55 17 Lo AR SCRR A ki
{5 BAHER AR SHE A BURHIE . 2 B PRAL 5
L RIIER £ [ R SC AR U0t i (A B I SO ol
FP A R BT TR) R A1 B AT RS B A3 35 ) R A1
ol T A A 20 S R AR S LU Rl R 4 i i B

st B A5 B AN ) 4F: 55 S 06 » HEHAR R BUE AL
He R A EL ZE O I8 R B . KB BUHT 245

IRFIE — H YT A AT A SEAF B L A A B9 4
G B R AL R AR I R S UE ST A R R
SRFTEEE . SRR AN S 5 B ok
FAN AN 25 Tt o S A9 0 R R ik ke
E1GT =S

Zrg LIRS R R BTN A L nl DL X
TGP IAT 55 B TS BN AR B S By 1k

AER BRI G B RS TEfaE . ARIESF A
FRATTR rh B  A  R AEORI PRSI D) K B Bl e S
WA 55 T mT HA e A A A A 55 76 AN RIS 7
KRS
2.2 ERHES

W 1 FroR A SO0 E 0 R RS B AR I £k s
AT T Rt . MRS BRI 5 i N 25 ]
3 R SCAS L R AR BRSO R R
UEYE LA S B X 5 N2 LR 43 Hev s i Pl 5
AT 75 B R ECHE 45 i B RR A X 52, 32 BRI
FAgtH  Twitter, Politifact . Snopes 254 A2 AR &
FFE SR A W s 428 R S5 B o3 2k 4l 2 it
A7 FL SR FN BT AR B8 2 — 5 e TR 10 FF DU 2 e Az 00 A
A EE R BT AR S A T 25 SR i Pl {5 B DA
KR T HURRE BAEHE.

BB S5 10 £ B2 53 B » 25 R 3 R A I Ty 1%
P SIHLI AN [R) 5 28 B s SR 4 i) B AP AE— o 22
S DLLIAR™ $¥is 45 0 0] e 19 LIAR™ % dfs



5245 £5H/2026 £5 R/ATENTRE

63

®1 EREREEBRNBEESIT

Table 1 Statistics of disinformation detection datasets
Dataset structure
Sample Category
Dataset ) Data source News Social
size count Claim Image Evidence Explanation
content context
Twitter, Weibo!'?) 1 154,4 649 2 Twitter, Weibo — J N/ J — —
PHEME!® 4 842 3 Twitter — J N J — —
Twitterl5, Twitterl6/' 1 490,818 2 Twitter — N — N — —
LIARM 12 836 6 Politifact — J — J — —
LIAR-PLUS!" 12 590 6 Politifact — J — J — J
LIAR-RAWL!7 12 590 6 Politifact — J — J J J
RAWFCH7 2012 3 Snopes — J — — J J
BuzzFeed '8! 2 263 4 Facebook, Twitter, etc. < — — N ) —
FEVERM” 185 445 3 Wikipedia — J — p_ J —
N Reuters and other
ISOTH 44 898 2 ' J — — \ - _
news websites
. Syrian Violations
FA-KES'?! 804 2 J — - — . _
Documentation Center
FakeNewsNet! 2 23 921 2 Politifact, GossipCop N — o/ — N —
COVID-Social,
o 340,172 2 Politifact, Kaggle, etc. — U — — N —
COVID-Scientific™*
Twitter-COVID19,
. 400,399 2 Twitter, Weibo — N — J — —
Weibo-COVID19H
WatClaimCheck!?" 33 697 3 Fact-checking websites / — — N N N
China Anti*Rumor
CHEF™" 10 000 3 — J — - J .
Center; étc.
FakeNewsAMT?" 980 2 News websites N — — N N —
Euvsdisinfo ™ 14 497 2 EUysDisinfo database N — — N N —
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Table 2 Prompt template for disinformation detection with large language models

Prompt category

Literature

Prompt template

Binary classification

Literature

[90]

Literature

Act as a disinformation detector to analyze the following news article [ NEWS]. Does this news article
contain any misleading information? Please respond with (1) an analytic process, and (2) "Yes” or "No’".
Consider for yourself the truth of the following news. You should give "real” or "fake” answers in order of

. " " . " " " "o
number and not give an "unclear’ answer. You can give two answers: real or "fake in only one word

criteria prompt [91]
without giving any reasons or repeating the original text. Here is the news; -+
Literature Provide a number 0 or 1, where 0 represents false and 1 represents true. Do not provide any explanations.
[91] only respond with the number.
Three-class ) Provide a number 0 or 1, where 0 represents false and 1 represents true. If you are uncertain or there is
classification ther?ture not enough context in the statement to be sure what it refers to, instead answer 0. 5,5, Do not make
criteria prompt (o1 assumptions. Do not provide any explanations, only respond with the number.
Soft classification — Literature Provide a score from 0 to 100, where 0 represents definitively false and 100#epresents.definitively true. Do
criteria prompt [91] not provide any explanations. only respond with the numerical score.
Your task is to provide a score from 0 to 100, where O represents definitively false and 100 represents
Literature  definitively true, but you must not state your score untilé§ou’ ve presentéd a thorough analysis. Do not
[91] begin your response with a number. First write your analysi§, then Write a vertical bar ”|”, then finally
state your score.
Given a " passage’s please think step by step_andhthen determine whether or not it is a piece of
Chain-of thought  LHCTaWre oo tion. You need hink Wand "YES' or "NO". The "passage” is
[o5] misinformation. You need to output your thinkingprocess and answer or . e "passage’ is:

prompt

Literature

[89]

[ passage .

1. Extract all the characters, place namess time stamps, and key events from the provided text:
[NEWS]. 2. Assess the factualdess of thelextracted events. Show your analytic process. 3. Assess the
relationship between all characterss place names, time stamps, and key events. Show your analytic
process. 4. Based on your'analysis from steps 2 and 3, does this news article contain any misleading

. . . . . . . " " " "
information or mismatched relationships? Show your analytic process and respond with "Yes' or "No'.
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Fig.5 Framework for the basic process of disinformation detection based on external evidence
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Table 3  Analysis of various disinformation detection methods

Algorithm Category
Detection principle Advantages Limitations Applicable scenarios
category subdivision
Relying on shallow
Learn the mapping  The detection framework is  connections between semantic
Text semantic Detection of disinformation in
relationship ~ between text  simple to train and requires features and labels results in
Semantic feature encoding domain-specific texts
semantic features and labels minimal additional input poor accuracy and
feature
generalization ability
representation
Learn the mapping  Multimodal ~ features can  Modal feature interaction has
Multimodal Detection of disinformation in
relationship between  providle a  comprehensive  high computational
semantic feature domain-specific  multimodal
multimodal fusion features  representation of contextual — complexity, leading  to
encoding information
and labels semantics potential information loss
Extract social context  Utilizing social context offers High “dccuracy retrospective
Social context Gathering  social  context
features such as comment  background knowledge and detection of domain-specific
feature requires time, which makes
information to aid the model —extra clues to improve text and multimodal
extraction early detection challénging
in detection detection performance disinformation
The ability to transfer
Ausiliz Learn shared or domain- ) It linvolvesmcomplex  training ) ) .
uxiiary detection  capabilities  to High accuracy multi-domain.,
o Multidomain specific detection knowledge ) ) paradigms. and requires the ) o )
tas unseen event achieves high multimodal disinformation
desi learning across domains to generalize . domain elassification  of )
esign accuracy  across  multiple detection
detection performance detection data
domains
Extract deceptive pattern It impreves | multimodal® Tt demands high completeness
Multimodal High accuracy multimodal
features such as image  disinformation detection  in data modality content and
deception pattern disinformation  detection in
tampering, to detect  performance’ and, provides is easily affected by inter-

perception

multimodal disinformation

some interpretability

modal feature bias

specific domains

LLM prompt

engineering

Inference of

Design prompting methodssto
guide LLLMs in fully atilizing
knowledge . for:

internal

disinformation ‘detection

Devélopuinstruction data and

Tmplement a simple
framework that  generates
detection results with
explanation, without
parameter training

Improve the detection

Detection results rely on input
quality, cannot handle large
data volumes, and require

substantial time and cost

Building instruction  data,

fine-tuning instructions, and

Zero-shot or few-shot
detection of textual
disinformation and

explanation generation

Multidomain textual

internal LLM instruction {ine-tune LLMS to master the  performance of open-source ] = ] )
Kknowled . ) \ o model deployment require  disinformation detection and
owledge fine-tuning reasoning, and criteria for  LLMs and format the output ) ) ) )
i LLM . = ) » substantial computing  explanation generation
mn L detecting disinformation content as specified
resources
. . o N Detection results depend on
Analysis of Employ LLMs as authenticity ~ Utilize small models to )
. ) . the output quality of LILMs, ) )
authenticity feature extractors to deliver efficiently learn ) ) Multidomain textual
= ) ) B ) ) ) and analysis with LLMs B } )
features based disinformation detection cues  disinformation detection with o disinformation detection
o o o demands significant
on LLM for discriminative models attribution capabilities .
computational resources
Introduce external knowledge Detection performance
and use deep neural networks  Introducing external  depends on the accuracy of
Discriminative to extract representations,  knowledge can enhance the external knowledge, while  Multidomain textual
fact-checking enabling verification through  model’s detection performance  the decision model lacks  disinformation fact-checking
External feature comparison or  and domain generalization interpretability of the
knowledge knowledge supplementation verification results
reasonin - .
& Utility LLMs to generate ) Detection performance
verification The accuracy of question

Generative

fact-checking

fact-checking search entries,
evidence, and

through

retrieve
produce  results

reasoning and judgment

generated evidence retrieval is
higher and enables complete

fact checking process

depends on the accuracy of
external knowledge. judgment
on the credibility of evidence

is lacking

General-domain textual

disinformation fact-checking
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Fig.7 Deep neural network based disinformation detection paradigm
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Table 4 Comparison of performance across common dataset detection paradigms

Detection methods based on large language model

Detection methods based on deep neural network

Dataset Detection method Model Ace/ % F1/%  Detection method Model Ace/ % F1/%
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FakeNewsNet!??] TELLER™] LLaMA2-7B  77.25  71.70 ExFakel!"? BERT 80. 80 85. 50
RAWFCH] Hiss! GPT-3.5 — 53. 90 CofCED!™ BiLSTM — 51. 07
Twitter 15&16" RA prompt!” ChatGPT  67.40  65.80 SBAG® GNN 94. 20 —
Weibo! %] RA prompt ™ ChatGPT  77.60  77.60 MFAN' ] CNN,GAT  88.95 38. 83
COVID-Social™?! Standard prompt™®)  ChatGPT  73.30 — ppL%) BERT 77.74 19.15
COVID-Scientific®!  Standard prompt™®!  ChatGPT  92. 00 — PPL23] GPT-2 74.93 73.84
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