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[ Abstract] The importance of data privacy protection and*ciphertext searchability in cloud computing environments
is increasing. Access policies in plain text in traditional CP-ABE schemes may leak sensitive information, and
revoking malicious users is cumbersome. To addréss these issues, this study proposes an attribute-based searchable
encryption scheme with forward and backward seeurity, revocability, and partial policy hiding. This scheme
achieves partial policy hiding by exposing user attribute names and hiding user attribute values to avoid sensitive
information leakage. A user’s identity, information is associated with the leaves of a binary tree, and the user
revocation list is bound to the ciphertext:wThus, malicious users cannot access the ciphertext before and after
revocation once they are added to théwevocation list by the trusted center, thereby achieving direct user revocation
while meeting forward and baékward, security. After a malicious user is revoked, the cloud service provider only
needs to update the ciphertext related to the revocation list, and no additional key update operation is required,
which improves the computational efficiency of the ciphertext update. The binary tree nodes occupied by the
revoked user are reused by updating the random value of the binary tree node, which increases the number of users
in the system. Based on the g-Bilinear Diffie-Hellman Exponent (g-BDHE) assumption, the proposed scheme is
proven to be Indistinguish ability under Chosen Plaintext Attack (IND-CPA) secure in the random oracle model. In
performance analyses, computational burden reduces by at least 15.3% during the scheme’s encryption stage, and
the computational overhead is low in the search verification and ciphertext update phases.

[Key words] policy hiding; user revocation; attribute-based encryption; searchable; binary tree
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