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[ Abstract] Resource Public Key Infrastructure ( RPKI) ‘is.an important mechanism for safeguarding Border
Gateway Protocol (BGP) routing security, which verifies the legitimacy of BGP announcements through Route
Origin Authorization (ROA) and Route Origin Validation (ROV). As RPKI continues to advance globally, its
deployment status and defense effects have become prominent research hotspots. In recent years, researchers have
extensively studied ROA configuration problems and ROV deployment measurements extensively, demonstrating
the operational status and protection capability of RPKI in real networks from different dimensions. Current
surveys mainly focus on theoretical research-on RPKI systems, emphasizing architectural vulnerabilities without
systematically organizing or summarizing the key challenges and related studies encountered in their actual
deployment. This review systematically summarizes recent studies on the deployment issues of RPKI systems.
First, it focuses on classifying common error types in ROA configurations, including benign ROA conflicts and
loose ROA registrations, -and analyses their causes and impacts on routing security systematically. Then, it
comprehensively summarizes and compares existing ROV deployment measurement methods and reviews evaluation
methods for assessing ROV validation effectiveness and its impact on path propagation. Finally, the review outlines
future research directions to address RPKI deployment issues, providing a theoretical foundation and
methodological reference for subsequent research on RPKI deployment optimization, security assessment, and
strategy research. The findings can promote the widespread adoption of RPKI and enhance the defense against BGP
prefix hijacking.

[Key words]) route security; Border Gateway Protocol (BGP) ; prefix hijacking; Resource Public Key Infrastructure
(RPKI); Route Origin Authorization (ROA); Route Origin Validation (ROV)
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Table 1 Comparison of ROA measurement results-across stages

. ROA coverage  Proportion of
Research team Time

Configuration issues

rate/ % Invalid routes/ %
WAHLISCH et al, 1'% 2012 2 20 Invalid paths containing Valid ASes (40%)
. Max-Length inappropriate settings (61. 01%—54. 51%),
IAMARTINO et al. %7 2012—2014 2. 05 —5. 41 - ) . y
Invalid paths containing legitimate ASes (57. 36 %—»83. 23%)
GILAD et al, 28] 2017 6. 55 8.43 ROA-covered prefixes contain undeclared sub-prefixes (30%)
CHUANG et al. (%] 20112019 12.4 (2019)° 48,92 —2. 25 Max-Length misconfiguration (50%6)
LT et al. B 2022 35 — —
OLIVER et al, 2022 35 — —
Max-1Length inappropriate settings (48. 87%), commercial relationship
Ours 2025 About 50 1.19

exists between the announcing AS and the AS in the ROA (30. 54%)
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Table 2 Analysis and comparison of various ROV measurement methods

Research Measurement Measurement

Classification

Time Controlled Defects
team plane methodology scheme
Limited number of vantage points,
BGP announcement path
GALID et al. [26] 2017 Control N " Heuristic classification restricted coverage; non-controlled
analysis
method affected by routing policies
REUTER Controlled experiments on the Limited nodes available to observe
_ 2018 Control Y Valid/Invalid path differentiation
et al. [31] PEERING platform routing decisions
TESTART ) Full-feeder prefix propagation ~ Focused on feeder nodes, limited
. 2020 Control N Feeder path analysis
et al B34 threshold classification coverage
- Large number of ASes, wide
GRAY et al. [49] 2020 Control — — Bayesian inference framework
sampling space
_ Analysis of MANRS compliance Focused on social engineering and
QIN et al. [35] 2024 Control N ) . Whether Invalid paths are propagated )
and Invalid path propagation surveys, small sample size
. Unable to  identify  upstream
HLAVACEK ICMP -Ping, Traceroute, TCP
2018  Control & Data Y Rule-based classification protection  scenarios;  classification
et al. % SYN
rules not rigorous
. Rule-based classification of single-hop  Difficult to deploy probes in all ASes
RODDY et al. % 2022 Data Y Traceroute )
and multi-hop ASes along the path
o Poor inference for ASes with sparse
CHEN et al, |47 2022 Data N ROV-MI framework SVGD
path coverage
. ) Four categories ( control ), seven o .
HLAVACEK Enhanced Atlas probing and . Classification relies on rules, lacks
. 2023  Control & Data Y o ) ) categories  ( data ) rule-based ) )
et al (1] distributed-point path analysis theoretical foundation
classification
: IPID growth patterns and ROV~ Unable to localize ROV-deployed
LI et al. (501 2023 Data N IP-1D side channel

protection scoring
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