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[ Abstract] With the popularization of the Internet and the diversification of applications, fine-grained classification
of massive network traffic has become key to optimizing quality of service and analyzing user behavior patterns.
This paper presents an overview of Machine Learning (ML )-based and pretrained model-based network traffic
analysis methods to promote further research and development in this field through multidimensional comparison
and analysis. First, the complete traffic classification pipeline is deconstructed, covering data acquisition,
preprocessing, and feature extraction, and the practical value of data balancing techniques is examined. The data
format, scale, and scene suitability of mainstream public datasets are introduced, compared, and analyzed from
multiple perspectives, highlighting their data distribution, feature redundancy, and timeliness problems. Second, it
summarizes the limitations of traditional algorithms in handling high-dimensional data and meeting real-time
requirements, and outlines the trend of applying pretrained models in traffic analytics, through a focused
comparative analysis of experimental results. This review includes breakthroughs in Transformer-based pretrained
models, their fusion with"Deep Learning (DL) models, and advances in lightweight pretrained models for traffic
classification. Finally, by considering dynamic research trends, the opportunities and challenges in future
applications of pretrained models are discussed, and their limitations in terms of computational cost and privacy
protection are analyzed.

[Key words] traffic analysis; Machine Learning (ML); Deep Learning (DL); pre-trained model; feature
extraction; Federated Learning (FL)
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Table 1 Comparison of feature extraction between pre-trained model and traditional methods

Dimension

Traditional Feature Engineering

Automatic Extraction of Pre-trained Models

Data dependency
Generalizability
Computational cost Low

Privacy

Manual feature selection required

Limited to specific protocols and scenarios

Data needs to be centralized

End-to-end learning from raw data
Cross-protocol scenarios apply
High (GPU cluster pre-training)

Support federal learning
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Table 2 Comparison of public datasets for traffic analysis

Dataset Time

Data Distribution and Limitations

Application Scenarios

MIRAGE-2019'1 2019

and user privacy is ethical

TON-IoT 2018120 2018

attacks; 8% of malicious samples, insufficient coverage of edge computing scenarios

CIC-IDS 20183 2018

dimensional traffic characterization; 85% normal traffic, unbalanced attack categories

CICIoV 202417 2024 ‘
need to be reorganized

UNIBS ! 2016 o
protocol characteristics (IPv4-based)

NSL-KDD#%] 2009

Coverage of 40 Android Apps, 4 606 PCAP tracking files, IP addresses are private

Simulated heterogeneous Io6T devices with multi-protocol traffic containing 12 types of

Enterprise-class network topology containing 7 categories of modern attacks, 80+

Direct data collection not processed, large number of duplicate packets in CSV files

Operator network traffic, containing multiple attacks; geographic limitations, single

Mobile application categorization,
privacy

10T intrusion detection, privacy
protection
Encrypted  traffic  detection.,
intrusion detection

Telematics  security, intrusion
detection
Malicious  traffic  detection,

carrier grade traffic classification

Classic intrusion detection dataset, improved based on KDD99, contains 4 types of

Intrusion detection system

attacks; old attack types, insufficient support for encrypted traffic
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ISCX 201689 2016

2016 malicious traffic; encrypted traffic feature extraction relies on port number, which is
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encrypted protocol traffic
classification

Network security  ( intrusion

Moore"*%] 2017

features; Tor node IP dynamic changes, labeling is easily outdated
Home network scenarios, labeling parameters (such as latency, packet loss rate);

single device type (mainly consumer-grade IoT, no industrial devices)

detection, traffic classification)
Home network traffic analysis.,

quality of service monitoring
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Table 3 Traditional ML traffic analysis methods

Literature

Methodology

Description and Characterization

Limitations

Possible overfitting of specific video protocols

Reference [48]

Reference [52]
Supervised
Reference [ 53]

Reference [ 60 ]

Reference [ 61 ]

Different mixed-order Markov models that group applications based

on functionality allow for real-time streaming classification

Introducing weighting values and active learning for each type of

traffic, better results for traffic with a large ratio
SVM is better when used in combination with autoencoders

Active learning cost-sensitive improved XGBoost algorithm with
significant improvement in anomalous traffic detection rate
In-depth analysis of packets with XGBoost and random forest

algorithms

due to different functions of default
applications
Poor results for some specific flows.

insufficient generalization

Fewer types of recognition and limited dataset

Large training resources and real-time
limitations

Decision trees and iterations create resource

dependency

Reference [ 54 ]

Reference [55]

Unsupervised
Reference [57 ]

Reference [58 ]

Reference [59 ]

Improvement of online k-means algorithm from four aspects to

improve generalization ability, algorithm parallelism

Based on X-means clustering and label propagation algorithm

Clustering methods construct clusters of major features, then
similarity construction, clustering first and then classification
k-means performs secondary classification on suspicious servers after
classification, and clustering is more accurate after classification
Combining information gain and principal component analysis to

improve detection rate through data dimensionality reduction

Performance improvement is not obvious,
large computational resources

Sensitive to noise, dependent on feature
quality, feature selection method limits

classification accuracy

Clustering first has uncertainty

High time cost for subsequent classification

The detection rate of various attack methods is

not obvious
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Table 4 DL based traffic analysis methods

Methodology ~ Architecture

Description and Characterization

Limitations

1D-CNNF7

CNN, SAE™

Strong local feature extraction capability, suitable for application
classification

Combination of spatial features and deep feature dimensionality

Lack of long sequence modeling capability, relying

on large-scale labeled data

High complexity of model fusion

reduction
1D-CNN, Validated in Huawei's commercial dataset, close to real-world Relying on manual feature engineering, XGBoost
XGBoost™" application scenarios may be a performance bottleneck
ResNet, Residual structure mitigates gradient vanishing self-encoder )
. . > Still has some dependence on labeled data
AutoEncoder! ) supports unsupervised pre-training
ResNet,
ANS] Learning on input sample data and predicting its attack type Fine-grained recognition still has limitations
Image WG.
SDAE, Multi-dimensional fusion for data enhancement to improve data.. Traffic  segmentation and  recognition  for
DCGAN' quality and SDAE for feature dimensionality reduction consecutive multiple labels needs to be improved
CNN, SAE; Advantages of CGAN generate specified samples and condition ~Problems of training instability and pattern
CGAN2H the inputs of application types for data equalization collapse
NIN-CNN Introduces conditional constraints and a new distance metric to
’sAsj construct, classification models ~tise miniature network Fewer recognizable classes
CGAN-
convolution kernels
F - Protects data privacy and” supports cross-organizational co-  Sensitive to non-independently and identically
LCNN-
training distributed data, performance may be degraded
For 5G  security vulnerabilities, accuracy is significantly )
GAN,GRUI™ \ . . More favorable to network security
improved and detection time is shortened
o Remove features that are seriously affected by noise to improve  Not suitable for dynamic traffic analysis scenarios,
CNN
efficiency can consider gray set theory
Sequence CGAN, CNN,  Extract key features based on spatial and temporal information, )
Accuracy needs to be improved
BILSTM-"?) robustness
CNN, TCN,  TCN further extracts high-frequency and low-frequency ~Manual way to determine model parameters, with
GRU! information of data, and GRU extracts long-term dependencies ~ some limitations
CNN, BiGRU,  Fusion of local features, screening of key frames and long time  Large number of model parameters, poor real-time
Attention ™ series modeling performance, only suitable for cloud deployment
761 Supplementary function call graph features are effective in  Not as good as graph representation models in
Node2Vec
improving results when features are insufficient representing overall graph structure relationships
AR Traffic classification on small sample datasets, learning abstract — Training relies on long traffic flows, demanding
ADGCN, )
features traffic datasets
FA-NET, Extracts potential behavioral features from bursty graph nodes  Sensitive to small perturbations in input data, with
Graph RGAT™ and edge relationships, effective for malicious flows security risks
. A framework that integrates GNN with oversampling . o
GNN, ] ) ) ) Improvement is needed for extreme minority data
. algorithms to address class imbalance in Network Intrusion =~ =
SMOTE™! i identification
Detection System (NIDS) datasets
- Embedded in the header and load bytes of packets, stronger Inability to adapt to dynamic new network
GNN

feature representation

conditions in time
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Table 5 Comparison of DL and pre-trained model based network traffic analysis techniques

Dimension Deep Learning

Pre-trained Models

Feature extraction Local features

Data samples 10*-level

Protocol-specific classification with

Cross-protocol

poor cross-protocol adaptation

Global dependencies
10%-level

Unknown protocol recognition for

cross-domain migration
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Table 6 Pre-trained model flow analysis methods
Methodology Architecture Description and Characterization Limitations
PERT) Fine-grained feature extraction, suitable for closed environment High computational —complexity, limited
deep analysis feature effectiveness in real-world scenarios
Pre-trained ET-BERT™! Strong generalization ability, context-aware, suitable for small ~High pre-training cost. insufficient dynamic

BERT, Head"**

sample or large-scale cross-platform classification

Low computational overhead, privacy compliance, suitable for

real-time monitoring and resource-constrained environments

adaptability, poor real-time performance

Incomplete information, context sensitive

BERT, CNN#J

Robust, complementary features, suitable for high-precision
offline classification
Bidirectional time-series modeling, complex pattern adaptation.

Gain contextual, interpretable and actionable threat insights.

Self-attentive mechanism. fuses interaction patterns and load

Complex models, high training cost

High latency, difficult to deploy edge devices

Effectiveness onother data remains to be
evaluated
Ability to analyze encrypted traffic needs to be

improved

Lightweight for edge deployments and resource-constrained real-

Loss of accuracy and performance degradation

Global dependency modeling with dynamic update support for

Timing information may be lost

BERT,
Combining BILSTM4 suitable for VPN/Tor traffic analysis
DL
HGNN, LLM )
better experimental results
GNN,BERT™ ) )
information multimodal approach
Distilled BERT®™ .
time scenarios
Lightweight
ViT, Meta-
Lcarningrg&89 ] graphical traffic analysis
R7T Tl ZERE ISCX EEE AR & Rt

Table 7 Comparison of experimental results of

pre-trained model on ISCX dataset

Model Precision Recall F1 value
PERT 0.932 7 0.932 2 0.932 3
ET-BERT-flow 0.975 6 0.973 1 0.973 3
ET-BERT-packet 0.989 1 0.989 0 0.989 0
BERT Header 0.992 6 0.992 4 0.992 4
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