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[Abstract] Decentralized storage offers high availability and scalability. However, owing to the decentralized
storage of data across multiple nodes, issues such as slow data access and complex operations arise, resulting in a
poorer user experience compared to centralized storage. To address this, a data availability sampling technology is
employed, which maintains the decentralized nature of the method while incorporating the advantages of centralized
storage. In data availability sampling technology, multiple nodes obtain a smaller, randomly selected subset of data
from a single data owner. This technology is often combined with erasure coding to enhance data availability. Based
on data availability sampling technology, decentralized storage providers are introduced to serve users on a one-to-
one basis, and data guarantors supervise storage providers and provide guarantees for user data. A comprehensive
storage method is designéd to achieve highly available data storage, and blockchain and smart contracts are
employed to enhance decentralization. By supporting a repledging model and adopting a storage-proof algorithm
with low computational resource consumption, the willingness of the nodes to join is increased. To resolve the
contradiction between large data scales and the limited bandwidth resources of data guarantors, a delayed
confirmation mechanism is proposed. Experimental and analytical results show that under this method, the
probability of malicious node collusion is only 2. 43 X 10 %, the probability of untrustworthy data availability
sampling results is only 2. 93 X 10", the number of data unavailability occurrences is 0 in 3 million simulation
experiments, the number of centralized nodes is 0, and generating storage proofs for a 1 MiB file takes only
3.51 ms. This method achieves highly available data storage while improving user-friendliness and node-
friendliness, providing a feasible technical path for optimizing decentralized storage.

[Key words]) data availability sampling; blockchain; smart contract; decentralized storage; erasure code

E&WAB . ERESPKIT(2021YFB2700800)

TEEE AN Wb B WL AE , 00 R X REEAEAE B s 208 XU, WFFE 51 I A 0 R GEAS MR IE S R TR s ik
A A

Wi HHEE. 2024-08-26 1&EIHER: 2024-11-14 E-mail: zhaoh@hfcas. ac. cn



190

£52% £ 6H/2026 £ 6 A/ATENTRE

0 3|

Bt 5 A5 - AR AR B bR, 25 AR 2 B A W
PR R B AT RE AR A0 R B A L s R
HAR ko b o e e hoo b ag . o
AT it R A B 2 L P P PR et g 9 g P
AT B e B R 22 A R, R AR
PRl RN e v 52 P

121190 e 1 ol N - S R P o - 5 A N /-
Filecoin™* | Sia"* | Storj™ % 4 v .ty 4k FE 68 7 75
Filecoin I Sia 38 iz 56 ] 19 45 57 #1118 1E 5 4851 AL il
BRSO SE AT , B T e e L b ik
AHELZR » Storj BT AATE O AT A5 A R T
TRy REPE . HIE, Storg HR B B A7 6t 30 FR
St4xH P E SC T Filecoin F1 Sia 78 %04 17 it 1
PR 5 TR P A B 22 R L P iR B B 25 . 7
R 3 BT B SE A b SCERL6-7HE T T — Lk
JE, SCERL6 1M T f#f Pt Filecoin # A7 ik IH 8511
TAGT USRI AR i 1 [R) AL 4k HE — P R P A A BT )
FPAE Y (HAH A Sia A1 Storj, H 8098 J5TH #E K
SR I HARHE Storj, SCHRE6 | 75 78 B0 A4 1)
PR 5 D6 H P A BR AR SR A 2. STk 7 1R TR
TR BRI FE O A i E B Bk L 3d i i 25 AL
il 5 AT P 4 3 A7 B R 9 S 38 (B P 1588 T8
DARFERD IR A A RR . PRI, AH A P AR 36 4
HU AR A B L o e fE g O IR P & 4r
PR R A FE 23 1]

R SR B T F SR B R e e A
fitt 5 L oAb E RS ARZE & . FEBdE AT PR
FEREAR A, 2275 8BRS BOHa 30 A 3 A AR BB AL
B EBC ) AR A /N ) A5 4+ DTl 20 XoF 4 i B
LR oK o A SCIR AR R — > 1Rl 58 L KA Y
FEf R A B B R Y P AR B IR 55, O B 2 AR
Vi~ INVEEAE 0 B DR B o W B A B AL DA DR
BRI . B vT MR FEBOR B 5 2 R 4 AR
G S H AR R s B s 53 %08 A B3
INTTAR AT 8 53 4 A 5 i £ B ATk &2 i 4
B, ASCET EREAR W T —Fh Lo s
it 7 IR IX Hedi 58 BB 5 29 o 1 i HE 6 s
L,

I A, A8 R 4 o A i O iR
Filecoin"™ il Sia™" ) i 1 5 il 15 551 3R 4 388 3iF 5 428 531
ML RGE T T B AT A (A L AUE B 38 Tk R A5 3]
FEO RIS 9 s TCIRARAT B AT i, ] 2 A0 T 0
) 1N =N S S B /= A=W U e A

il

EigenLayer " $& i} 7 B #E A, b, 3y
ST AR — O IE (8 P 2 A A R G b B AT
HST, RIS o 2l 2s . X — AR T T
S G RE  fEsh 7B A R . R A
SO R B AR AR e 5 190 s A, AR Sy 2
BOTHRANT

DFESE S PRI Rl Sl sg 4 s bk,
ARSIy A R R T S B R P B T
RIS R B AR SCHE 45000 T FH PSR AR i s
TR W R R Y A TR T A R Ltk
SR AT

2)F85r R FHAS R M B 115 R, TR 5 & 2
PRI . S PR s AEAR SOk il o 7R PH T
Z HRTEORMICE S 4 Pt THIMA B, A
BEITREIR G TABLA o 2R FHAR T3 5% 530 #E 19 £2 4
TEBH S Sfe RAAROGT 53 7 o 1 1 530 8 s 5 5 i 22
SR A AEE T At B 78 43 ) FH G PR B U R R
Wegs . TRIRE s AN SOy sk b A A S 4 1 T
BT IMA R,

1 fHExXHEAR

L1 HiEe A RES 245

B0 AT SRR S — G e A T PR
¥ T 3T 28 5 B BT At mT
5. AERE A ISR AR s 250 RO A Kl
P B A B B TP RE AL R Y — /N KK
JET IFMEATIUE . X T AN A AL AR IR AT
RAERRAE BB 5 o) Bl A & = I — 2
UIRERINSE-V &/l I I =R NPk € D E DR e
22 - A NZ R v 0 A R . Bt T
SRAEREAE I A KF 4 7 5 A7 e oK (A A ¢
V5 AZ BR A1 R RE A 2% 1Y) 22 M RN ik a1
DTHR A7 B TR i DR BE A T Rt

B0 R PR A 18 45 5 A IS T n PR 7
JIR % TR A A A DL RSO R A
bl {2 o RERS I U Bl . IR 2 — T il
A5k s IR B s v o 2470 s I UAR
Kot Fr BOW I B A T O AN S L B i m] T
BARRZ WZ RALE 0 A 35 2 A A A Bt
Bllior Sy d ADNBAEs IR v DA iR
Fro Al (d )0 B P RALE d Ao i BTk
SRR
L2 RRESEEEH

DX BB —Fof 73 A3 A A 55 AN BT Y X
BB 2, ik L X Bl G W A S0k RO A —



5245 F6H/2026 £ 6 A/ATENTRE

191

RN O AR L SRS RO A L TNV N
Pit) Solana ™4 HRBM SR X HeBE R A 1 LA
ZH BB 41 3 A S PR B B0 R T T A SR
B AR IE IS A TR R E B SR SR
AT it DR B T XA o 55— A il R A Y ) e
BT TAEREE R Fr T A T R
PRE X Pt - 22 R HLT 222 il 52 0 B [l s
FETIHLHI e s L E T A .

BRI —Mia e X Pk b Tk gss =
TR e E S AL R BRI SRR e S
LI X BB 445 LR L Solana '™ | i35 4, X
PRI TEAEAE T B & 29 MR AR RS, 3 17 57 fig
BAMIIT. FREG MG X THP SHAAE R
I A5 5k AR R AT H T ey . B hes
P40 T A TIUE S B AR o JH S 0 A T W e
R ST A ST A AR 3 T R T X T
AR
1.3 EXHLEEAE

HB 43 WF 5% M BA S F X e s g R, 2 T
Filecoin™ | Sia"* | Storj"" 4 4 v .ty fk £E 68 7 75
Filecoin J&— > SR VFATATT A A7 FIAS: 2500408 19 i %
S 2% 3 Ao 3l A e A PR SR 1 T SRR S A
Sia BT #AGFHEE T—N TG TR = e T
TV AERE T R B 5 A P ik 3 B 6 AT 22 e
Storj F7EHRAEZ 4 H M L 7E4t R 55 £26d 1y
SUE S PR A 23 [H] R 8 SRR 25

SR, LR I A AFAE — € BB . Filecoin f#
FH T e v SR U5 FE 1 A7 UE B A (A X
SRR SR A BRI T X e SR ML PR R Y
FIHI . Sia R T AR R o H 3R 54 kL BB IR
THFER I HHH A 7EAE g R 1 TSR B8 A B /&
SR A BR LAR AR 3K, P AP # 2% . Storj 5]
AT BER G T AT 9% A B AR A 3

HATITA TR i Stor) B 7 ig 8, (%7 47
PETHER> ARk . A2 Bk 3 A5 ik i KLl
L SCHRE6-7 JBEAT T — Sk . SCHRL6 14 ) —Fif
SEAR RO AL B0 R T RE A 2 1 B 1 SR AR A T
S I T A I TR)IE I 3% . AHAR Filecoin, 1%
J5 1 B TR B PR AR AL AR A AL Sia AN
Storj  SCHEAFAE I TR] I B 303 A 35 B IR AR AR
852 e » I ELSCHRE 6 1A TP X i 47t 401 BR T
PEAT IO B0 P RS A 22 . SCRRL7 455 IX R
BRES L) AN A BOAR B — I T X HeBE
IR LS TR ARAT 8 23 (8] 52 ) 2R 48 1 i A
HREAHERE BRI T 6. CRL7Ir kR AT
A BT AE A A IE WAk B BT A4
SEASHILH 5L ARE P 4 B i 0 PR A S35

2 RFESE

ARSI SE A bkt o A5 2 oA
DL HARTEE B I F S F AR PERE 19 10 1 5
FOMAGEIE . A SO B PERE Y s Ss
FORSEBRER Y 1 P A o O 2 T R T AR
FAR 7873 Y A S v R RE T A AT £
Bt T R o RIS A SO VA 2 T IX B 1 A9 Y
REG LRI e Ll (P BEREIE I AIEE IR
BRIABIL A 35 38 5 0 2 B8 78 20 M) JHG PR B UL
SRS T8 o SR P AR 2 R A5 2 A AR
J&o AR5 ¥ I B AR B 3l A b =
510 LY o

ARSIk R GHERANE 1 7R 3 S P A7k
St B R MRS 4 R . F7hk
S fita s R IR S ol 7 B S
Zyrh B E B IR 2 5 R G, HASCr 2
AR ORI R A . APt
Sl P SRR AT 68 I 55 . P B Rl e A7 R T

__________________ .
: S, : SR T S, kA 5 Lk :

B === —-——— - B

g , \

= S, BB TR I BEEER] I

[ ] - - —] 1

R B CRTTTTRA - l

i R B AR ST ]

|

\

- - — -
Nﬁﬁ/

REEHH HREEY

PR

B 1 AXFERGESR
Fig.1 System framework of the method in this paper
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Table 3 The probability of a single data guarantor making
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Table 4 Simulation experiment results of taking the union

of shards sampled by honest data protectors
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