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[ Abstract] Cyberattacks are becoming increasingly diverse, and traditional intrusion detection methods exhibit limitations
in capturing the spatio-temporal characteristics of  complex network traffic. Most traditional methods rely primarily on
static feature analysis, making it difficult to adapt to the ever-changing intrusion behaviors in dynamic network
environments. When analyzing network -traffic, existing deep learning methods often overlook the topological structure
between network nodes and the temporal dynamics of traffic. To address these issues, this paper proposes a novel
intrusion detection method based on adynamic spatio-temporal Graph Neural Network (GNN), named DSTG-IDS. By
segmenting network traffic through time windows, data packets within each time period are modeled as nodes in a graph,
and connections are established based on the relationship between the source and destination IP, thereby constructing a
sequence of dynamic graphs over time. To better capture the temporal characteristics of traffic, graph data are encoded
with a temporal position to enhance the temporal information expression ability of the nodes within different time periods.
In terms of model design, first, Graph Convolutional Network (GCN) are utilized to extract the spatial features of
network traffic, and Graph Attention Network (GAT ) are incorporated to enhance the focus on key node information.
Second, Bidirectional Gated Recurrent Unit (Bidirectional GRU) are employed to model the temporal sequence of traffic,
effectively capturing the dynamic characteristics of data changes over time. Finally, a multi-head attention mechanism is
utilized to fuse spatio-temporal features and perform classification. Experiments on three widely used datasets—BoT-1oT,
ToN-IoT, and NF-CSE-CIC-IDS2018—demonstrate that DSTG-IDS achieves accuracies of 99. 69%, 98. 61%, and
93.26%, respectively. Compared with other intrusion detection methods, DSTG-IDS exhibits significant advantages in
terms of accuracy, recall, False Alarm Rate (FAR), and F1 value.

[Key words]) intrusion detection; spatio-temporal Graph Neural Network (GNN); Bidirectional Gated Recurrent
Unit ( Bidirectional GRU); Graph Attention Network (GAT); dynamic spatio-temporal graph; multi-head
attention mechanism
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f 52 28 52 B G ZR RN AR AEAZ k. 59 A0 2R 4
RBANT

P,=1Log-Softmax(Classifier(H ")) (16)
Kb P, 7R Y AT R BL A S 45 5% . FHH 22 U
PO REC T 0N 25 R 5 BRI 1Y 22 5 OF
I3 S AR DL AR A S8 X A FETE 2 1 1]
B b A AT SR T 4

3 ZRERKSH

3.1 LEHIESE

A SCAf FH BoT-ToT™ | ToN-IoT™ 1 NF-
CSE-CIC-IDS2018" 3% 3 ANt 5 sk WEAG Fir 42 7 vk
rrERE. BAREMEAGTHE B R 1 PR,

BoT-ToT {45 4 i W KR 1) I 2 22 4 G VEE
e (CSCRO) F 2018 ARG 7, B 78 A 040 155 1)
(IoD WP RS MM R T . ZERELST TIE
B 2 R I T S R 4 IR 55 (DoS) |
DDoS. s H #7145 257 B4 .
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Table 1 Dataset statistics

Dataset Class Name Number
Reconnaissance 91 082

DDoS 1926 624

BoT-IoT DoS 1 650 260
Theft 500

Normal 600

Backdoor 508 116

DoS 3375 328

DDoS 6 165 008

ToN-IoT Injection 452 659
Password 1 718 568

Scanning 7 140 161

XSS 2108 944

Normal 795 269

Brute Force 287 597

Bot 15 683

NEF-CSE-CIC- DoS 269 361
DS2018 DDoS 380 096
Infiltration 62 072

Normal 7 373 563

ToN-ToT %4l 522 H W K I /) 385 B JEl R 1
K2 (UNSWHH &, B FE AT 40 HT ToT PR iy I
Wi, AR AL M A R E R A
R R P B AL A e A % 1 I A R A
AR, 10 DoS. DDoS. {5 4. 57 Bt % 2 # 1
Wi s,

NF-CSE-CIC-IDS2018 % #i£ 4 & CSE-CIC-
IDS2018 %4l 4 19 NetFlow 4% XUhit 4, 38 o % 4t
CSE-CIC-IDS2018 %4l £ v i) % 28 178 1 B4 A= 1
T 4B 0 S AR L S o SR ER B L A T R R IR
AT i e BE » Yo 2R AL HE DoS, DDoS, Web
s o S fE (Brute Force) /& F M %% (Botnet) |
Bi& W i (Infiltration) | Heartbleed ¥ i F JFH 45,
NF-CSE-CIC-IDS2018 %t ## £ 1 24 it 5% T Wpisl 28
AR TP H Y TP ity 15 270 50 A 85055 W 45 i 1
FFIE
3.2 HBRES

B T B AR LU R TR

1) Fa HES (] 7 114 I 2% 3t s R sl 25 BT
G, FoH R A 45 it e SR B — A1 5L AR R &R
BRI R

2) HIRFF RS M G 5P AL BAR B H A
L PP 370422 i FE Py Xl 434 3 A8 43, FeH i 80204k
FNZREE  HrTa] 10 Y0 10 Y643 54 kg 56 i 4 Al

A . TEYIZREE D, RIS Sl &7 1AL 0T 3h 245 &
Tt R 5r B 0 E L 10 DB W
12 ) A H B R R 90 Y0, AR K B JEE b £ B8 [ 25
ZI P B, TR B AR, Wl R
BRSBTS AR T . TR
o, i T EE S R/ 3 669 066 ~
22 264 053 10 T A UE SRR T 174 X8
P4 I8 5 00 1 A HEA T SR A L 1 AR R AR B T 0
REERIRIR 3 A . X T 200520 T3 B 4R h A
[F] U R A AR AR B 22 S R N, 78 BoT-To T
odla 58 . DDoS Wiy B9 R A B 1926 624, 1
Theft K704 500 S %, PRI 5 A L R
FE T BE 25 20 Mg FE 26/ N I M FRAS . R et i)
RO, AR SCEE - LA R A RS2 B Uk 73 A %o 508 4 i
A3 KA FFAERAE ST BO6 S AN F- [) 2, ) e
FERE AR FNEE 301 2% BB (Focal Loss) 22 il #5570 P ik
SIEX E A= 1P T 7 NG B R ek € S Rk A SR (TR
BUE TS B B 2 22 S (g 2 i 2 1 R 5 s
PR AEY DR I A B8C(E B R R 4 28 5 13 — {1k Ak
B, PR A i A FRAE AR TE AL
3.3 SREGsE

SLESELTF PyTorch #il Py Torch Geometric HE4E
SEPL. BRI FEELE M AEE 2 2 GONL T 2 GAT,
1)JZ W GRU DL R Z kim0 2, W 1 8k
4, ffi FH RelLU FE JyAE L PE WO s 2L, 7E GCN HI
GRU T, [ 2= 4t B 3 s o 128, % 3 45 &
HO SRR iR AGEBE . A ARSI i B
KNy 10, HE Hhy 0. 9, BEAITE RN sh i 1 N
WAL PR ZS T 51 3 B A PR BT 1 25 TAVRRAE L i
[ RAAE D38 ) 22 3k v S ML AT Rl S Je il ]
HERER SO TS

R 1S Uik B v 7 iy A 2 B2
IR 0.5 B EFEF (Dropout) , AN, M4 El 4
LW e g A Az ARRE ), R AR T R 5
(DropEdge) &R W

BERLOE AL R AT Adam DAL A5, B0 46 2 ) R Ny
0. 001 ik K/ A 1. i b B B R (g 4 BT
B —UCRR ) S R A St . I ZREe
100, >R F 28 SURR 451 2% bR B0 B 43 84T 5% JF (e
TEAE b e AR A B 2500, LA £f I 3 B B 1Y) i
otEfe.
3.4 ZWHERSH

G WIS, LIl DSTG-IDS
T Xy RAYEFI Yo M4 it B2 I RE T 5 43258, e
TN Beh A R RE T, BOTH I A AR 240 K5
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Ko s e - HUETT 5 R A AN AL A R AT

GraphSAGE.Extra Tree Classifier, Line Graph 4§

ASLL NAZRIN 2 AT A . ER R (Accuracy) . A |9l
30401 AR F(RecalD) W5 2% (Precision) \F1 {f (F1) #l FAR
£ = or K g, o DSTGIDS 5 E- S5 2 o s R AR .
R2 ZHELBLER
Table 2 Binary classification experiment results %
Method Dataset Accuracy Recall Precision F1 FAR
DSTG-IDS BoT-1oT 99.79 99.76 99. 76 94. 44 0. 02
E-GraphSAGE!™ BoT-ToT 99. 99 99.:99 100. 00 100. 00 0. 05
Extra Tree Classifier™] BoT-IoT 100. 00 100.:00 99. 99 100. 00 1. 05
DSTG-IDS ToN-IoT 99.76 99. 00 99.76 99.23 0.01
E-GraphSAGE!® ToN-ToT 97..87 97. 86 100. 00 99.00 1.92
Extra Tree Classifier™” ToN-IoT 97. 86 97. 86 99. 30 99.00 2.10
DSTG-IDS NF-CSE-CIC-1DS2018 99,98 99. 99 99. 97 99. 97 0. 02
Extra Tree Classifier™ NF-CSE-CIC-IDS2018 95. 33 94. 71 74. 20 83. 00 4.59
Line Graph'*!) NF-CSE-CIC-IDS2018 98. 15 92. 97 99. 96 96. 34 6.02

M 2 7l LLFE i, DSTGIDS % BoT-IoT,
ToN-IoT H1 NF-CSE-CIC-IDS2018 # ¥ 4 I 1y —
SRR R I Fe BMRKEF, DSTGIDS 7 iX
3ANEEAE E A HERG R (FL AR R T HoAth
XF 7. 7E BoT-ToT #dfi4£ v, DSTG-1DS 52 71
T 99. 79 Y TR RN 99. 76 Y B [E13K , 7] B %
HORPEHITE 0. 02 %0  AARBHL T 42 i A4 ARG I 1 8 R e
B4R K. 7E ToN-ToT £t di 4, DSTG-IDS 1)
WERRINE] 99. 76 10 IRMRAUN 0. 0106, HE— 10
WE T X 52 2% 3 i BOHE 09 E N BE J) . T AE NF-
CSE-CIC-IDS2018 %4 4E i, DSTG-IDS (14 1 1 2%
1 FL B 515 F) 99. 98 % A1 99. 97 % , IR AL A
0.02%, XL R FHDSTGIDS H &P K 4%
TP B 52 G T MR ARG U S H A T R RE T

F 4 ToN-IoTHEE NS HEIBER

Table 4 Multi-classification experimental results

on ToN-IoT dataset %
Class Name Accuracy F1

DDoS 99. 24 99. 26

DoS 98. 88 98. 89
Backdoor 100. 00 99. 30
Injection 99. 88 97. 34
Password 97.22 98. 50
Scanning 97. 69 98. 78
XSS 97. 34 98. 28
Weighted Average 98. 61 98. 61

R 5 NI-CSE-CIC-IDS2018 #iE&E FHISHETRER

Table 5 Multi-classification experimental results

3.4.2 ZHrREE on NF-CSE-CIC-IDS2018 dataset %
%‘:2 3~ %‘% 5 ﬁj\ %IJ %ﬁ_\‘ T DSTG-IDS %E BoT- Class Name Accuracy F1
IOT\ ToN-IoT *ﬂ NF-CSE-CIC-IDS2018 %ﬂi}E% J: DDoS 99. 93 99. 88
(B e e DoS 90. 70 87. 34
&3 BoT-loT HiEE EMEHELWER Bot 50. 00 66. 67
Table 3 Multi-classification experimental results Brute Force 87.12 89. 12
on BoT-IoT dataset % Infiltration 100. 00 100. 00
Class Name Accuracy F1 Weighted Average 93. 26 93.19
DDoS 99. 76 99. 79
MRSk F , DSTG-IDS 7£ DDoS H1 DoS I 4
DoS 99. 69 99,77 . .
, Mirp P 4, 78 BoT-1oT, ToN-ToT #l NF-CSE-
Reconnaissance 98. 74 99. 36 CIC-IDS2018 ﬁ?}%%i E"J—le‘iéj Y’ﬁf Eﬁ%%n F1 ’f éj\%u
Theft 98.00 98.19 K F 99, 69% A1 99. 79%. 98. 61% 1 98. 61%.
Weighted Average 99. 69 99.79

93.26%FM 93. 19%. 14, %t Backdoor. Injection.
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Password 45 T 7 (1) 46 I A, 3% B0 08 5 4% 512 7
ToN-TIoT %45 4E |, Backdoor 1 Injection X i #&
T B E TR 2245 3K 3] 100, 00 %5 F1 99. 88%, 43
B, DSTG-IDS 781551 2 Fh U o 2 BB HLAT R 4711
ZALRE T R

J T #E— 2L EIE DSTG-IDS B A b K 5
HoAb ARSI 7 36 A7 X e 4045 E-GraphSAGE,
Extra Tree Classifier. Line Graph.,-NN fI GSM-
DS, £ 6 BR T AFE B 7F BoT-IoT, ToN-
IoT #1 NF-CSE-CIC-IDS2018 ##fi4E | £ 43250
Lt

6 FARBENSHEZBER

Table 6 Multi-classification experimental results

of different methods %

Method Dataset Accuracy F1
DSTG-IDS BoT-IoT 99.69" 99. 79
E-GraphSAGE® BoT-1oT 99.99 100. 00
£-NN BoT-ToT 99.30 99.25
DSTG-IDS ToN-IoT 98.61 98.61
E-GraphSAGE!® ToN-ToT 86.78 87.00
GSM-IDS"% ToN-ToT 98.16 95,27

DSTG-IDS NF-CSE-CIC-IDS2018  93.26 93.19

Extra Tree Classifier™™  NF-CSE-CIC-IDS2018  71.92  80. 00

Line Graph-*" NF-CSE-CIC-IDS2018  91.75  92.02

M 6 AT LLFE H, 7 BoT-ToT % ¥ 4% &,
DSTG-IDS [ #E#i = F1 F1 ¥ F 2NNy 5 E-
GraphSAGE f{AH2% 0. 30 F1 0. 21 1 4% 5, £ H
FE R A Mg, 78 ToN-ToT ZdE4E . DSTG-
IDS (R R A FL A 48514 98. 61% F1 98. 61%,
T E-GraphSAGE #l GSM-IDS, 7£ NF-CSE-
CIC-IDS2018 %44 I, DSTG-IDS 4 #E# Z& f1 F1
{4350k 93. 26 Yo F0 93. 19 %%, [RIREAL T HAth X 1 7
oo Xegh B — B I09E T DSTG-IDS 78 £ 43 2%
155 A R R SE T .

(B 7573 B2 10 &, 78 DDoS F1 DoS i i 46l v
DSTG-IDS E I ZEH . X 2T 3 5 il i K
PhiE B Rl B AR R GeRERe , EAA W 2 Y B[R] AR
Ktk . DDoS il DoS ik it it dat A8 AT A 4 4 i ]
PR TGRS T T B S v ) I e A {1 3K I S T )
B RFAIE (75 25 T i 2 6] ot 28 I 285 1) 7 1k B 4 3 K
oA FE AR X 2 s

DSTG-IDS 7£ ToN-ToT Z4i 4 I i 1R ¥ 1 FF
A 4 Frs, i LAE . DSTG-IDS 78 DDoS #l DoS
Bt i J8OR A, JLT-Ir A 1 30 REAS AR BE
BEIE 2 X i — B B UE T DSTG-IDS 78 6 I e

(AR SR TP AR S . B4R IS O RRAE i A 53 A a0
Bl 5 i, il LUE H s AR RIZEE G B0 ARk 25 (] v
TR T B R RS AE ¢ 1) 2 DDoS il DoS Yt i
AJER T R R, X R DSTG-IDS fig i
A 35X 31X S [ A S P e ) T S

Backdoor EZP5S] 0 0
DDoS
DoS
°
G
— Injection
£
Password
Scanning
XSS
= ® 19} ] ° 0 [99]
§ 2 2 : % £ B
= (=] il o E
g 1 4] 3
e} = A &
Predicted Label

B 4 ToN-IoT #iE&E M & 5 KR BERE
Fig.4 Multi-class confusion matrix on the ToN-IoT dataset

¢ Scanning

¢ DoS

 Injection

* DDoS

» Password
XSS
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100 b :' * Backdoor
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—1I50 —IIOO —éO 0 5.0 1(.)0 150 2(.)0
X
B 5 ToN-IoT H#EE EH % 5 EEFEHN

Fig.5 Multi-classification feature embedding on

the ToN-IoT dataset
3.4.3 JHRMLSLER

T $IE DSTG-IDS H A2 (i 8] 37 2 24
1t BhAS IR L | 25 [RIRFAE S B L A (B AP AR A G
T G SR A X I A R BRI A R L AT T AT
BT RS . RS 1 AR AR 6 Bk, HAK
SLRBLET -

D 5e# )78 (DSTG-IDS) . i ] 58 % 1 3 T3
A 25 PR o 22 I 2% B AARASIN 77 32 » 047 2 J& GCN
S AL . GAT 35 SCHET 505 B XU GRU
SIS [R)RFAE » 7145 & sh S I 28 B R Iy s, %5k
B AE ToN-ToT $4i4E iR N 98.61%0,F1 A
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h 98. 6100, S LE R I, B2 i 43 R AR 4R HUG
THTAERMPERE 2 X HE,

2) NoGRU, TEiZ L5, B Bx T 3 a GRU
JZ s BN SR R RRAE SR L, AGE T 2 2 GON #47
25 AVERAE 4R, 454 GAT dHfTHe s . 4550 E R,
WERGR T ZE 61, 37%, F1 {H FIEZE 57. 00% ., X
— S5 R R IR R B AR R 55 b B
B, W GRU RE %A 0T £ X 2% It 1t v (%) B
(A G 2R o S 25 B TR I B

3 NoGAT, fEIZLRH, BFx T GAT 2, /)
ANXF 23 [AVRRAEHEA T OCHE Y di 15, fUE T 2 JZ GCN
AT R AR, 5 R B R EMETHE
72.85% ,F1 {E F & & 70. 50% ., % — 45 0,
GAT W = T AILHIRT T 2 82250 50 A 4 ik 5T ik
835, A Bl B X ST S DG 4 v R A v
k.

4) NoDynamicGraph, 7EiZ S50, BUH T 3
BEERIR T SO RS Bk R R I 28 i i BB~
i [ B2 %) 5 E AR A0 kg 20 S 4 A5 22 e B[] B 2%
FRAE, 25 BoR, W R 80. 32%, F1 AN
78.90%0 . X —ZE A ShAS IR AE il B B s )
AR N 45 3t i REAE A B T SR L S
Pl 2 i R (IR R P

5)NoGCN, 7EZSLg . Bk 1T 2 )2 GCNL{Y
WIS AE GRU $& BT [ RRAE . AN 25 18 25 [l e 1R 4

W, 253 Wow, W RN 68 452, F1 H N
65.10%0, X —Z55RFRH, 25 [AVRRIESE U AR A T
B E A, GON BB A RO I 25 4y s 22 [
HOERT oL Y SN NTIE 7D R ORI N A8

6) GraphSAGE+DynamicGraph, & T X} A
MR RRITE AR B W SR ERS
GraphSAGE M%5 & 175055 . 458 Won ., TR
794, 99%, F1 K 95. 00% ., L4 1k fE mg K T
DSTG-IDS, {H KSR 0 H 3847 BRI » 3X U B AR SC
(0 Bh A B 2R O 1 B AT A 8tE BB BT i 3
7k,

T E-GraphSAGE., N T i shs B &R 7 ik
B9 8 #, 5 E-GraphSAGE-#f 17 %) [t 52 36, E-
GraphSAGE J&—Ff1 73 JS45 AU, 3 1 e 55 TP Mo ik
KAl b AAZ KL AT 55 5 45 5 7R » E-GraphSAGE
IUERRJy 86,78 %, F1 (i 87. 00% ., ML= T .
DSTG-1DS 7 e 22 1 F1 {1 Y945 B S 42 75, 3
AR SCHE M B 28 R B B 2 SR W A AR I S 4
BRANTHRA A,

8)NoTimeEncoding, 1E1Z325K 4 . #1451 it ]
{57 B A SR W AR B8 D G 50 sSUREAE R4 T 1S ] AR AR
PLHC, 255K, 78 ToN-ToT ¥4 4 I, A5 780 i o
WR TR 87. 6220, F1 {H TR 86.99% ., iX—
S5 IR L I R B 2 R A AT A5 R T A A B (]
YEFE TR ShASFRIE LR RE ST, NI AP fE

Accuracy
00| 9861 9861 94.99 95.00 B
86.78 87.00  87.62 86.99
.| s 80.32 78.90
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Fig.6 Result of ablation experiment 1

KT #E— 2B AE DSTG-IDS i} 7] 437 & 4 i
TREME N BN AR B[] 7 352 T H XA R BB 9 5% T, 4 5]
JEXT B 255 AR I 1 B ) e A5 SR S A T I ST 2
SEHG 3, 55K 7.8 8 FiR.

IDFN TN K 8 b N F - W N LD T = AN

X BT BB Y 52 R o 1 11 R /NGl R 3.5.7,10,13
A5, SLEEE IR WoR . S 1R/ 10 B, AL M
REFC AR MERI RN 98.61% . F1 {8 98. 61% ., 4%
Fast /N (3) Ak oK (15) B, HE w3 20 5 F B =
93. 54 %61 90. 87 %, X—45 R F M L& v 1y i 1]
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Fig.7 Result of ablation experiment 2

100 98.61 98.61

98.61 98.61

1E/%

Eist o

- Accuracy
- F1

0 0.2 0.4 0.6 08 09
Sliding Window Overlap Rate

8 HMEWIMER
Fig.8 Result of ablation experiment 3
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DAFEME S D EER, WA RS &
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BN 0.8 B, ERRFN F1 A4 31555 9861 % Al
98.61% , IL/mPERESE T TP 2%, HERK 0 i,
FERIVERE N 85. 430 ORGSR AI84. 9701y F1
1B, BriE 1 sh i AL A2 R SRR A e e v
SRR

T VAl DSTG-IDS BEAYAE 52 bR 7 5c v i i
TR AL EE 3 AN B 4 (BoT-1oT, ToN-ToT
Fil NF-CSE-CIC-1DS2018) |- i) i B B [7] 47 4K
SEI R4 5 Intel 17-10700 CPU, 16 GB RAM 1
NVIDIA RTX 3060 GPU, 245 RN 7 .

=7 EEBESH

Table 7 Inference time analysis

Average Inference Average Number Inference

Dataset
Time/ms of Nodes Time/ms
BoT-IoT 12. 34 500 0.024 7
ToN-ToT 15. 78 750 0.021 0
NF-CSE-CIC-
18. 23 1 000 0.018 2
1IDS2018

AFE FHL ] LS5 R L W DSTG-1DS #1817 4%
FRABAE i L SR I I A AR . fE BoT-ToT %

Pade b, Ak B B 7 X5 HE BRAS 1R] 4 12, 34 ms, 7F
ToN-TIoT f1 NE-CSE-CIC-IDS2018 %44 |-, 43K
P& S 4R B[] 43510 47 15. 78 ms H1 18. 23 ms,
VE— 25 X6F HE T s 50 0 5 I 4 B 8] 515
FEAR L ANEOC R, V3815 5By 4 N R 2 Ry
0.02 ms, Z5HRFH,DSTG-IDS £ KB IR 5T
THA R R RLZ 7 R0%, BENS T 2 SEiT A
RGN B 752K

4 GERIF

ARG H — T 3 T sh 25 Aot 4 PRI A I 445 118 ) 245
R AR )y i DSTG-IDS, 3 1045 X 2% 37 2 %%
W5 Ak o B & s B 454 GCN, GAT Hi
Bidirectional GRU , A Ui B it i v 1 i) 25 FRAIE L i
7N T BhASEILE I 28 3t i A A Rl rh i 0, UER T
B2 P 8 O 245 7 Ah B 2% D 28 F N RIS 25
TEJ7 T ERE R . SARSE RS B 5 A H S
FHERE IR B 2% 2 D7 i A H, DSTG-IDS B B
R AERf R RS e . RokMG s FE AR~
IR WA o R P 2 S H R i — 25 T A
(72 ALRE J) Rt
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