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SM2-based Digital Signature Scheme Supporting Threshold Modification
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[ Abstract] Existing digital signature 'schemes are widely used in e-commerce, financial transactions, and medical
systems. However, they cannot modify the content of signed messages while keeping the signature unchanged.
Moreover, repeatedly performing signature operations increasés complexity and latency. To address this issue, a
digital signature scheme based on the SM2 algorithm and a supporting threshold modification, called SM2-TM, is
proposed. This scheme supports the collaborative modification of signed message content in a threshold manner and
achieves signature immutability through parameter control and the construction of hash collisions. Furthermore, it
effectively solves complex certificate storage and management as well as key escrow issues. Privacy and security
analyses results show that the SM2-TM scheme possesses unforgeability, immutability, and traceability. The
performance analysis results indicate that the SM2-TM scheme has certain advantages in terms of computational
overhead and significant advantages in terms of the storage overhead of public keys, private keys, and signatures,
with storage overheads of only 64, 32, and 64 Byte, respectively.
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Table 2 Operational symbols and time
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Table 3 Comparison results of computation and storage costs
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