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A Fast Multi-Stage Malicious Website Detection Method in IoV Environment
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[ Abstract] The number of malicious websites accessed hysin-vehicle third-party services has been rapidly increasing,
posing a significant threat to the security of the Internet.of Vehicles (IoV). Currently, three major challenges exist
for IoV malicious website detection: traditional toolsrexhibit high detection latency when processing large-scale
website data, the presence of obfuscated malicious Uniform Resource Locators (URLs) reduces detection accuracy,
and the difficulty in obtaining malicious website datasets further hinders effective detection. Collectively, these
factors limit the efficiency and accuracy of detection. To address these issues, this study proposes a fast multi-stage
malicious website detection method ‘based ‘on logistic regression. This method uses search engines for the
preliminary filtering of legitimate Websites to reduce computational resource wastage. It designs matching rules
through the analysis and summarization ‘of malicious obfuscation techniques and introduces a heuristic rule-based
malicious website filtering qmethod to effectively filter obfuscated website URLs, overcoming the limitations of
traditional tools in detecting WRIs with malicious obfuscation. To further enhance the detection accuracy, it constructs
a comprehensive and lightweight'set of malicious website detection features and employs logistic regression classification for
feature extraction and analysis. Experimental results demonstrate that the proposed method significantly outperforms
traditional methods in terms of accuracy and efficiency in malicious website detection, achieving an accuracy of 98.1% on
public datasets and reducing the detection time by approximately 75%.
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i) URLBlacklist F1 Yahoo $HUH) A4 53 5 URL %%
g . BLAM ATIBM T2k H Mendeley . Kaggle #1
UNB & URL $dE4E .

2) A

R TS UEASCERIAE RS URL B RA %L
P ARSCILE S 4 50,

SRR 1 MRS T — M B A T M
PERCR W BGAE . 158 X H L Bing LA Google
SF R EMRE R LR, LET
CANTINA™ FI SHLR™ 2 Fid i )7k

LI 2 SR TR P B TR A
BRI AR P B UE . S 3 AN EEE S
CELE 1 A6 1k Pl 50 B2 0 2 A1 00 73 Ty 5 4
AR 38 A W I 3l R R A T S 0, BRI 3 A UL
fic i URL 9%,

SKIGH 3 AL T R B T i )
U4 0 2 O s A 00 A5 R ) i, 32 5 Y
BLas = > 5 ek AT W3, R — A 50 His 4 & 4T

SKIGZH 4 A SCE T LR e AR A (4 4G DU
SR 5 A AR Y B R X e DA R AR A TR B B 4
MG N BE ST . B 4G M MERR R MR FL(E 5T
PRer A PR BRI AR s LR, 1 B HAT UMk
F14) 0 8 D) Sl 0 1 VA A %o G R AT M 23 L R TS
[ S5 TR b . B > B AR ZE I 2 v (5 F ) s
R 3t 5 A LA R 3 D) il 5 i 4 A AN 5
TE B A 8 ot B AR A [ 55 AR & L1
R U A5 SR S Ay DU ABE AR Py 365 07
3.2 XWERSHH
3.2.1  BETHERG R G B I S g A R

DR G 8A 2 N 505

R T TR AN (A48 2 5 5 1k I sl 7 2ot

HBORSEGVEPE T Yahoo, Alexa, URLBlackList X
M PhishTank 4 PG T8, Hodr, Yahoo
Alexa JE45 75 P ok Es 42 - AP J2 0 728 9 3k 4L
PR o DERRN S I A AR U0 UEAS [R] A48 R 5 | A
AT Pl S A R S 2t IR AR R B A
FEEHLAEL 5 000 R BARAEIT Y . ARE RSG5
AR AE R a3k 2 s,
x2 AEHERSIEENNLER

Table 2 Detection results for websites across

different search engines LR AP S
HiEgE HE Bing Google
Yahoo 3 060 3880 4 100
Alexa 3 450 4,290 4 970
URLBlackList 20, 60 30
PhishTank 40 150 20

i #5293 B AT 15 Google 182 51 #7545 1k W
P54 Yahoo #1 Alexa b BRI ZR 7 K8 T
82 Y0 Al 99: A% 1 M % W 3 £ 4 5 URLBlackList
FI'PhishTank [ AIRIRZ(CH 0. 6 %0 F 0. 490 FEH
2Rl Bing oA il 45 e v, i EE7E URLBlackList £
P LR IREN 0. 4%, MR T Google 18 25| %
B 0. 6 %0 » R AR A4 S5 PR Ok BB 4 B i 43 B A
P32t o PR A 2R G IO o R R ol TR IR R
fiKe XM R TR AU Google 18 25|
I AR SR Google 15 41 W vl i g 0% R
g%,

2) A1 W 2o T S

KRG UE L UE R, 5 B 1A 1 Xl 1o g Ty ik
TF-IDF*Y  SHLR™ 47 Fe#, S s BEHLBE I T
Yahoo $4E4 Al URLBlackList %44 145 1 000 4%
IR AT S, S AS RN 3 R,

x3 ARAEMITEAETER

Table 3 Filtering effectiveness of various legitimate website filtering methods

UR/ W RZN Yahoo i3 4T / 4% URLBlackList i3 3 $i# /4% Femt/s CPU /% W5 T/ GB
SHLR 810 12 9.0 35 5
TE-IDF 780 25 10.1 10 6
URLSearch 976 5 3.8 25 4

1 3 3BT AT A5 AR SOOI 76 A 12 I 3l 11 L
B FiABT 976 4%, % SHLR #1 TF-IDF J7 43
BT 20, 5 Y0 25, 1%, AR W3l 1R DR R B
5 4.{0/ SHLR il TF-IDF 9 41% Fl 20% ; 75 %%
J5 5 9510, URLSearch F-3] CPU (5 %K 25% .,
KT SHLR 9 35% M1 TE-IDF 1 40% ., CPU %%
A SHLR $2F+ T 28. 6%, M b TF-IDF &£ F+ T

37.5%, [al i}, URLSearch W3 5 HHINTE 29 K
4 GB,SHLR FI TF-IDF BN A7 &5 H 2510k 5 GB
M6 GB, A it URLSearch 43 % b SHLR #I TF-
IDF 5297 20 %1 33. 3% A PIAF i FH 5 704G I i)
I+, URLSearch W FH12 7S H] Ry 3. 8 s, AR A &5
f£4F SHLR il TF-IDF Ii7 9.0 s i1 10. 1 s fJF
YAt iE] A s T 57, 8 VoMl 62. 4%,
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3.2.2  FETE A 0] fr 0 T DX sl A S 5 45 UNB, URLBlacklList [/ 3 [ 3 B0 48 9517 52 56

AT F BRI TR A R0 A 0 2 IR0 sl A
FOR L T AL Yahoo. Alexa L & Majestic &

BB E TS ERE 2 000 S50 HET 5280, 15 %)
W # URL BN PVCEC RS URL 9%, BAR S8 45

T 0k B 4E UL & £ & PhishTank, Mendeley . FUNFE 4 P,
x4 ETBEXAMUCERNES URL &R
Table 4 Detection results of malicious URLs based on heuristic rule matching BAfT . 5K
Fu) PhishTank Mendeley UNB URLBlackList Alexa Majestic Yahoo
1 24 85 81 51 0 15 0
o 2 32 73 512 43 5 10 0
o 3 48 94 85 578 11 18 3
FL 4 486 27 13 51 0 5 0
L 5 71 37 56 6 0 5 0
L 6 72 109 14 62 21 12 1
oy 7 80 517 101 49 5 10 0
FL 8 95 76 108 87 1 0 0
o 112 2 50 93 1 0 1

HH 2% 4 P AR5 2 1)
MBS T 9 2%
W 3k
3.2.3  FETIB R 1 A 0 T I sl R 51 6 45

D A [RIBLAS 25 > BRI L SE 5

R T BGUE L1 Y38 (0] )5 43 2448 7 0 T Sl A
DT 55 b B 3800 AR X G T B HLAR AR L SZ 4 T
BILLA K DL i 307 50 30 46 XS T L A 7 R AL A 2 )
R, Sl ] PhishTank ZE4E R iy 57000 g6 kEA
A S X S S T 1 8 2 2 el Tl aE LB IE
AR, LIRS RN 5 IR,

F5 FRESEBRNELERTLE

Table 5 Comparison of detection performance across

FERRAUN 1. 55%
F ) B AT ARG I M 5196 G

different. classifiers %
DSt MR A Il % F1 {4
AR 93.2 92.9 91. 1
DL - iy 92.2 91.9 91.8
BB 98.7 98.9 98.0
AR (L2) 94.0 94.1 94.1
SCHFm AL 78.8 73.2 71.1

FH 2R 5 AT L1 U 3 ] )5 3 22 00 ME B 0k
BT 98. 7%, LLHRSRA R 5. 5 B 4 a5, L DL
6.5 A Frmi, b L2 BB 953285 5 4. 7 H AP

wL, H SVM B 20 [ 40 5 L1 AU e [n] )9 43 25 25 1)
BIEI%Eﬂs%ilJT 98. 9%, LU &5 6 H 43 a5, L U
MRS 7 EH A b L2 BB AR I 2R A e 4. 8 H
g3 m s b SVM ) 25, 7 F 43 a5 L1 BB 3 [|] )5 432
) F1AEGAEI T 98. 0%, HEH SR 5 6. 9 H 434

F DU 6.2 gy i b L2 B8 58 m] 5 4 2K 2
3. 9l 43 L TS SVM AH LR T s B T
26,9 A4, L1 B4 [ 53 28 e e MER R L
Ml Phde F1 X 3 N HEhn LIRS, AR
o HE AR 5 SIS B sl R A 55

2) L1 B M 53 AR S50

Tl L1 BB AT o S ARk B R A 1 43 2
SRR L AR Y 38 A 28 S TE R I A 1 Ak 5 (C {‘%D
525 (Tolerance) HZH A X A5 BY v B 2 14 52 1)
SRR 6 Fis.

6 ARSI LHENIM

Table 6 Impact of various parameters on

model accuracy %
. Tolerance Tolerance Tolerance
¢ %50.000 1 %3 0.001 70,01

0. 001 85.9 90. 7 87. 4
0. 010 85. 8 82.2 88.7
0. 100 82.6 95. 8 97.9
1. 000 81.1 92.9 85.3
10. 000 86. 4 96. 8 72.0
100. 000 72.5 70. 5 94.1

H1ZR 6 R 7EBUR C (L (54 0. 001 1 0. 01)
MG OL T o AR ) 2R I A Tolerance Y3
e, & C=0. 001 W14, Tolerance &
0.001 B} HERA X B T 0. 907, 1M Tolerance N
0.000 1 il Tolerance 2 0. 01 Hi B SR A bk,
X R IR B o 0 WAL A5 Y 2 2 B 4 hy URR
TEC=0.1 % F, Tolerance 2 0. 01 I fEHf %
KB T EwEm A 97, 9% 7E C =10 5% F,
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Tolerance 4 0. 001 A HERRIEF] T 96. 8% . {HY
Tolerance #1552 0. 01 B, YERR B I T R, X i
AR L DU A5 B AT e S U B . 2B
et A3k T C=0. 1 F1 Tolerance & 0. 01
MSHLE , X —ASEAE T BRI T
LRI PERE.

3.2.4  ZBrBoE FYER UESL R

R T S EAS [R] B B X A 0 2 SR ) 52 ), AR S
He#E Alexa f1 URLBlackList 3B 4% 2 000 4%
URL FEARFEATIE, Horp Alexa i &1 W 0 50 i
4, URLBlackList 2y 3% 2 [ st £ 48 48, A [ By B iy
HAERRIEE RN 7 FR .,

®7 TREMRAGRUER

Table 7 Combined detection results at different stages

i R/ % Hml#/ % F11{8/% SRERT /s WHIHAE/MB CPU JH#E/ %
et 1 46. 0 45.5 45,8 12.5 512 15
FrBt 2 43. 4 43.1 41.9 11.0 1024 20
Bt 3 91. 1 92.1 93.5 34.0 1536 29
BBt 14-2 83.2 83.0 83.5 17.8 2.048 22
BrBe 1+3 92.0 92.3 93. 4 21.1 2 560 24
BB 2+3 94,0 93.6 93.5 26.0 3072 25
BBt 1+2+3 98. 1 98. 2 98. 2 22.3 4096 27

SYMTEE T AT AR B BE 1 BRI RE A D R i
SRR R 22 HAT 46 90 X SRR B BE 1R
FHD) Y 48 25 | (SO0 G v I 3l 1) 2o 30 T 0kt o
HRAEFEFREE AR ; B B 2 SR S & =X 10 0] DT F2 7
Dy A TR, B8 6% Xt A TR W 114 0 T D 3l A T A
] A2 T 0 Vi IO il 2 5 Ay 45325 Dl o AT A D00
R AT 43, 4%, BB 2 SR A7 45 55 431 K DB
(R 7 RGN S B A b, B RB IR A /D, 4 000 4% Bl
(REFERS R 11 s; BB 3 SR ML 2% 2T (1) T il
PEIURFAE AT ARSI L BB IA 2 91, 190 Af HERMA (0 &
FHRY Y SAERS A 34 s,

TEHGIZATRVBCE T, BB L P2 B 143
2B AETERfR R AU A 01561 88 B 7, 0 = By
B 13, HER R A A MR 3 50h 92 %0 F1 92, 300, )8
BB 1+3 B IRIHFE (FATH#E 2 560 MB.CPU
THAE 24 Y0 B TR BE 142 (H BFERT 84 (21,1 ) s
X AT AE A TR B 3 AR A T B Pt kb A
B BB 2+ 3 fER R WS 510 94% Fl
93. 6% MHJEH T M B 2 X r A URL #E47IC
fic P S FERT S TR B 1+3. B2, 3 BBk
I AT A TC B A TP e L R B AR AR VA
SR ILE 98 Yo LA I, I HLARXS FRY B 243 MIFL
MFERTFRAE R 22,3 s (H 3 DN BRI AR 2 S
IR THFEA T
3.2.5 MSHL Rl G 2 R

AT FELRUE MSHL B 5 24 15y 1% 2 0 3 K
DUAETRY (6T LY A R AR AN [RIBCE S b )38 R RE T

1) N[ 0 T P RS I T L S5

A5 {8 B9 B8 42 & PhishTank F1 Yahoo AY

T Pl e S Bk X B S I A A RO
i 2 LS EAE S 2 AN T AT Ak s B e AR 5
R R ESE 2 18] ) P PR A G . [R] B R O A
RO R F1AH LRSI ] 4 A FEFRE P
{ihnifE &5 UEM™ | SHLR™ 1) & Phishnot ! & & [
e U 7 A TR LG s DASSTEAS 15 42 H 04 0 5 I b A
W77 A R . SEERgs RNk 8 K,
*8 ITLLLIELER

Table 8 Comparative experimental results

Kk HEBR/ 0 B/ FLIE/Y ARSI ] /ms
UEM 92.2 92.8 92.2 360
Phishnot ~ 95.1 95.5 95.1 288
SHLR 96. 3 96. 2 96. 5 272
MSHL 98.1 98.3 98.8 70

AT R 8 AlAG A AT HABAS D )5 v MSHL
R PR i A R ) LA A e L 3 R T3l
FRAE (ARG 300 A SN R0, FEAS 25 5 o 46 3
FERT B 4544 T MSHL 351 54~ URL 43 2 #E A
LA 70 ms, A b SHLR K B[] 46 956 29 75% , fig
T R S TSP ARG 0 5 SR, LA 000 o A 3R g e L A
3P, Mk 98 1%, LA IEHA URL HlE
(R s [E0] S2E SR RGN 505% , MSHIL At T Hoftl i

DRERZ AL RE 5L

kT S UE MSHL B AZE A [R5 45 Hh 938 1 R
H SN GBIREAR R RS E I TR, AT
T DMOZ+ URLB, DMOZ+ mendeley, DMOZ+
UNB. Majestic + URLB, Majestic + mendeley,
Majestic+UNB, Alexa+ URLB, Alexa+ mendeley LA
K Alexa+UNB it 9 AN B s S 7F 47 5255 , i 4]
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AR A A URL+ERE URL i md G, 5
A5 RN 9 iR,
x99 ARHIEELES T MSHL Ml R
Table 9 Detection effectiveness of MSHL under

different dataset combinations %
Bk Al s iRIES FEIEES F11{H
DMOZ+URLB 94. 8 94.0 94. 4
DMOZ+mendeley 93.2 92.5 92.8
DMOZ+UNB 95. 6 94.9 95. 2
Majestic+URLB 94.0 93.5 93.7
Majestic+mendeley 92.5 91.7 92.1
Majestic+UNB 96. 1 95.5 95. 8
Alexa+URLB 95.1 94. 3 94. 7
Alexa-+mendeley 93.9 93.1 93.5
Alexa+UNB 96. 4 95. 8 96. 1

MR 9 S HT Al 15 FEHERG E 07 1 > Alexa+ UNB
HERE,IBHT 96. 4%, Majestic+ mendeley 2H
AR 92, 5% s £ A BIZJ7 T , Alexa+ UNB
AR 95. 8%, R et TR ZE G A 5 T B
A Ay 4 T TR ) % URL: 78 F1E J7 1
Alexa+UNB iAZ| T 96. 1%, fH3 Z T » Majestic+
mendeley 1519 F1 {68 92. 1%, L LI RETS
15t MSHL BIRUAE A ] 1) 55008 45 416 v i U i
BR LK F1ESEN T 91, 0%, %P MSHL !
TEA TRV AR 1 B R 0938 1 1
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