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[ Abstract] Federated Learning (FL), a distributed Machine Learning (ML) framework, can achieve collaborative
model training while protecting data privacy. However, challenges remain in ensuring privacy protection,
establishment of mutual trust among participants; and defending against malicious attacks. In Hierarchical
Federated Learning ( HFL), the potential untrustworthiness of central servers, intermediate layers, and edge
devices poses risks of privacy leakage and malicious manipulation. Additionally, malicious users may upload
abnormal parameters, disrupting the. training process and affecting model performance. Therefore, efficient
security verification and malicious detection are critical issues in HFL.. To address the challenges of mutual distrust
among participants and Byzantine attacks in HFL, this paper proposes a secure aggregation scheme with non-
interactive verification under ‘a hierarchical architecture. First, a mutual verification mechanism for HFL is
designed based on a commitment scheme, allowing participants to perform mutual verification. Second, a
constraint and detection scheme for malicious updates is constructed using non-interactive zero-knowledge range
proofs, enabling the server to detect and filter out malicious users. Third, a noise masking scheme is designed
based on the Chinese Remainder Theorem (CRT), supporting user exit and reconnection while ensuring users’ local
privacy. Finally, security analysis and experimental evaluation demonstrate that the proposed scheme achieves
secure mutual verification and malicious detection with high efficiency.
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