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[Abstract] As an efficient information storage and transmission method, QR codes are widely used in payment,
advertising, and logistics. However, the robustnéss®and steganography of existing QR code steganography
techniques in noisy and disturbed environments are insufficient to meet the needs of high-security information
transmission. Therefore, a robust QRscode stéganography algorithm based on path planning and pixel flipping is
proposed. The algorithm ensures that, thévanti-jamming ability of the secret information is enhanced without
affecting the normal recognition of thesQR code by treating the QR code as a labyrinth and selecting pixels to be
flipped in combination with the ‘path planning algorithm. In terms of technical implementation, first, a path
planning algorithm is desigfied for selecting the optimal pixel points to reduce the impact of information embedding
on the image quality of the QR code; second, the embedding of the secret information is realized by applying the
pixel flipping technique and analyzing its performance under different noise conditions. The algorithm is tested via
experiments using typical interference scenarios such as noise attack, image perturbation, and physical distortion;
the embedding capacity, image quality, and information recovery rate are used as evaluation indexes. The results
show that the algorithm has significant advantages in improving the robustness and steganography of QR code
steganography and is suitable for scenarios with high information security requirements. Moreover, the proposed
algorithm opens avenues for further development of QR code steganography techniques.

[Key words] QR code steganography; image steganography; MicroMouse; path planning; digital watermarking;
robust steganography
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(b)MicroMouse pathfinding
in QR code
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Fig.1 Schematic diagram of MicroMouse pathfinding
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Fig.2 System framework
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Table 4 Results of physical distortion scenario experiments
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Fig.7 Comparison of the efficiency among different path
planning algorithms
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