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Learnable Trigger Backdoor Attacks for Federated Learning

LIU Tao, MAN Dapeng, XU Chen, LU Jiguang, FENG Zhu, ZENG Fanyi, ZHOU Xue, YANG Wu
(College of Computer Science and Technology, Harbin Engineering University, Harbin 150001, Heilongjiang, China)

[ Abstract] Conventional clean label backdoor attacks often fail to establish a strong link between the trigger and
target classes, resulting in‘a low Attack Success Rate (ASR). Extensive experimental evidence shows that this
failure is even more severe in Federated Learning (FL). The main reason for attack failure is that the random
selection of the trigger causes it to lack a direct connection with the target class. To this end, a learnable trigger
backdoor attack is designed for FL., which fully utilized the task information and shared model issued by the central
server to train a trigger that is strongly correlated with the target class. This training process is formalized into a
dual-objective optimization problem and solved:  The optimal perturbation under constraint conditions is found to
blur the original features of the image as much as possible, thereby maximizing the model’s learning ability for the
trigger. Subsequently, these blurred images are trained by adding the triggers allowed within the specified range as
inputs, minimizing their image classification loss and generating the optimal trigger quickly using the optimization
method of small-batch Projected Gradient Descent (PGD). The backdoor attack activated by this trigger guarantees
excellent attack performance in FL.. The experimental results on three datasets show that the ASR of the proposed
method in FL is much higher than that of all types of existing clean-label backdoor attacks, especially on CIFAR-
10, which shows an improvement of more than 82 percentage points compared to the baseline method. The
proposed attack method presents new challenges for the security of FL.
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Fig.1 Overall process of the learnable trigger-based backdoor attack in federated learning
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BEHLRP 75 (B 0.42.55,123.2 023), JH X EER
FEAG 3 BB AF i m] 27 > fih A s TG LTBA, 5
AT PERR (. SEIR S R R, BENLA T
AR Mo PERE S AN . BRARRE UL, J5 2k
SEEG IR FHERNBEH LR T 55 ML E .

% 3 7£ CIFAR-10 ##E5 F Y ASR LLE
Table 3 ASR comparisons on CIFAR-10 dataset %

=20 FL-HT FL-BN-c FL-BN-d FL-LC LTBA
ACC 79. 62 79.70 79.61 79. 62 79. 65
Tar-ACC 69. 10 69. 00 69. 00 68. 90 68. 94
ASR 4. 00 * 3.52 3.53 3. 44 86. 65

MR 3~ 5 Al LA AR S PR L 2
LTI T PR - ASR W EA R 400, &=
SR O T it A A 5 H AR Z W) AR NS
A L, A SO G LTBA 5 i 2E 808 A A
TIX I T 1k JUHJEAE CIFAR-10 $di 4k L JE
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ASR & AR 7 ¥ 2 82 T 3 L TRl X AT

SYEREILT AT SR . A2 T A B a4 b AR S

KT AR L8] (1/64) LU/ M Tar-ACC 1952

M » 2R H non-TID Eidfi R AU FL 27 > 2 15 2 i L

SEOL . IR SR A R HACKR M AT R A
S5 ARG T 5 YOI BO I EAE s
%4 7£ GTSRB #[#5 LI ASR EbE&

Table 4 ASR comparisons on GTSRB dataset %

L FIL-HT FL-BN-c FL-BN-d FL-LC LTBA

ACC 95. 91 95. 80 95. 81 95. 95 95. 84

Tar-ACC 97.33 97. 33 97. 33 97.33 97.33

ASR 0. 38 * 0.18 0.18 0. 20 68. 83
RS 7E PISD H#EE LAJ ASR LLE&

Table 5 ASR comparisons on PTSD dataset %
=2 FL-HT FL-BN-c FL-BN-d FL-LC LTBA
ACC 87.40 87. 44 87. 36 87.48 87.43

Tar-ACC 92. 80 92. 80 92. 80 93. 60 92. 80
ASR 0% 0 0 0 37.82

Nk 6 fron . LTBA fE I ZRFna By Be 32 52
T HR/NEIYEBN AT A7 T ik A B A E B8ORS A
Ll . “Poison” —#f4B/R T 7E# 7 G
450 B BOH T A 80 & A5 B89 Loofi K Ek-f 42, “ Test”
— AU 2 7 X B B fioh A 4% X L 40 B AR
I LTBA H A SRR Tk B0 P RE 5 K RV I
ANFIIEBIIUE UG R ASR.

R 6 FRBEHHMEF[HAI TR LR
Table 6 Comparison of perturbation budgets for

triggers in different attacks

s FL-HT FL-BN-¢c FL-BN-d=. FL-LC LTBA
Poison 16/255  255/255 <255/255 16/255  16/255
Test 255/255  255/255..255/255 255/255  48/255

3.2.2 M FRAMEVEAL

W I ) 23R SCHR43-44 TRk 7R R4 >3
K ENEGER R AN ASR RIS E 2, ALK
Jei U VR A 58 1k 3 5 — B[R] P, 7 4 Jmy A58
HR R —2 B TR » s LR 0 R A A
IR RE 7. ASSE S IE i iA B LTBA 725111
ARIJEILEE P ASR (9484, o2 56 ASR 93,
B, LUHIPAS i iR A

552 TR, AEARDE S b R R P v (AR
T Ry & R A gl 25 2] il & 2% . Hoh T 78R
%P 4 FBUE AR, CIFAR-10 H T=300 #.
GTSRB #1T=100 % ,PTSD #1 T=500 %, LTBA
KT B BAGDASARYAN 4509 HL i i <« 28 % 1%
AW, RV I R A — 0 B TR BRI A Ak A

Ja T byl G HE T S o b JRE A I B AR R a1
A SR A X B T A AT AR PR S ER 2
TR RS0 . LTBA 4758 52 304 A3 5 80
W 7~K 9 Pron, Wl E LR (T +2) )7 3)
JETIHGE R LTBA FE BT AT 8l 46 s 1R E 1)
Betitkfg. HAAT S fEERE R 50 %89, ASR JL
PRI R TR, EAREERE, E58 (T+H D,
BRI T — 56, 2R B AL 2 2 RE LB R Y
ASRBGEA b A% 19 I iR AS B 1R 3 2326 O H BR
Je. SRR AR R] 27 ] fih K 2 AR A TE AR
RS B BAREIT IR AR R A ) L A B T
BRI DT A RDRE S UL S fB)F 1 Pe 73
Ik ERRZE DR T LK figh s IR A — Tl B AT X
PUVE B fih K2 25 -
%7 7 CIFAR-10 ##E5 Lk LTBA BHJ$EHREE/L
Table 7 Change in metrics of LTBA on
CIFAR-10 dataset %

ghr ATHD# (TH2D% (THO (TH20% (T+50%
ACO .79.64 79.52 79. 87 79. 35 78. 87
Tar-ACC | 66. 80 67. 20 65. 10 70. 00 69. 80
ASR 86. 66 86. 26 83. 40 86. 72 89. 89

&8 7t GTSRB #i#75 £ LTBA gutstrZiL
Table 8 Change in metrics of LTBA on GTSRB dataset %}

EFr (THDR (TH2D% (TH104% (TH2004% (T+500%

ACC  95.98 96. 15 97. 20 97. 54 98. 10
Tar-ACC ~ 98. 00 98. 00 98. 67 98. 00 98. 67

ASR 72.39 73.55 74. 64 70. 20 68. 14

R 9 7E PISD HUR&K L LTBA H$EHREN
Table 9 Change in metrics of LTBA on PTSD dataset ’;

b (THD#H (T+H2% (THIO% (TH200% (T+50)%

ACC 87. 44 87. 86 86. 66 88. 60 88.52
Tar-ACC ~ 92. 80 93. 60 92. 00 92. 80 92. 80

ASR 35. 45 35. 67 38.55 36. 62 35.58

3.2.3  mlgE o) ful kg xt H AR RI RSP PPAG

fiah S e A Jo_E R X PR R R R s U 12
o T B R T BB o R 0 R B 25 S AR S
R THRZEE . [RIE . ik A 5 9 AN n] DL 1R i i PR
4 G FE AR A T R A PPA

N T UESERT— 19 F oG T n] A o fil A A% B X
PUrE"HITE W A LT R T — Ik SRS T AT
TRADHUSF RS . H5e. 5 AR T A
AR FARZERPUIE AR X AR A B . it B
RS LA 2R X HUREAS B4 - D) SR 1R s T
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F—AE BRI Cn 2 D HAE A XUk AS B SR
A 1L IR Z o 2 1 BRFHUREAS s 2) B kg
POl e AR DR M L0 Oy # 2, [ 5128
AN # 2 BB X B, BPXF R T £ 2 P4
P o DRt o o R 30 J5 A TR PR R BAT X # 2 X
PUPER = 1 XPHUAEAR” . SX MO SRR At Bodi % 3
I ARSI 2 > EE Hbr: DR BB R R 5>
28 WA AL 1 m] 1 5 20 ARAE TR Y H A s i A
o IR BN Bk 2 B9 R H Y

L G e R VAR IO 71 & o NI 3 iy b S = R 1)
XFPUREAS MR HARXS IR AR IS . QA SRk, A
SCHE Y BEEHEAT A AR R PUREAS , 30 Fh M AR
TAEGLTC H AR XS BURE A Tty HA 540 f kL A
BORAYEE X AL B A TE T RRAREA S
RTINSy H B S 53 S AT BE 1, 10 B T [ S A
HE AT S 4 B DR 28001 s I T b S s
PERIR T . AR B K (= P52 7T LIk BARE iy
AE— AR GX R Ry — R — e ™)« i AT i w5 4k H
PRI RFRFEA GRFR A B % — Tt ™ .

FEANFESESG H L Gl B LTBA (e =4) 5 Hifth 3
LITEEGEATXS G ARG IE 50 i A ] 27 > il % 4%
(FEAKT B AR EL A B i X0 1 3 Ffou) S
TEHABIEL Iy i L ATFAE.

AT TS GE 1 S g A8, o s il B el
FHER 22 B AU b K B » AN 35 JELRRFEAO M g AL X
C S AR AL AT . SCE AR R, H A
] ] fh R g ) RUR RN 45 R AGZCS Yok F BOE
(8 E AR 2 R — B GX LU 5 270D . i e HoAth
FEL T 1A XM ELR . U MR LA R
FrE i fi A e FA H AR RV R AFIE . 78 CIFAR-
10,GTSRB 1 PTSD #t#lafE ok 2 K K4 R S
fith Kz g B R LA IR 10~ 12 IR, 3R 10~
12 AT L, LTBA Bl 2 & BRA Hh ARy Bt 3=
B0, 3 AR EUR BB et A B &, PR JL-F- AN m)
PURSTE /o1 & ] 5 g

F 10 7£ CIFAR-10 HiEE FREE S LERS

fih & 2R PRI LE B
Table 10 Comparison of residual map classification results

and trigger invisibility on CIFAR-10 dataset

YIRS R BRk 4rRE SSIM  LPIPS
LTBA . £2 #2 0. 94 0.16
BadNets . £2 £0 0. 97 0.11
LC . £2 £4 0. 88 0. 24
HTBA . #2 #4 0. 96 0.11

F 11 ZEGISRBEEE IREESLLERE
fih & 2R PR I L 3
Table 11 Comparison of residual map classification results

and trigger invisibility on GTSRB dataset

WiReS KR Birk  pRER SSIM LPIPS
LTBA . ®2 #2 0. 95 0.10
BadNets . #2 #18 0. 97 0.10
LC . #2 #13 0. 86 0. 26
HTBA . ®2 #18 0. 89 0. 20
F 12 EPISDHIEE LEREBPRERS
fih 2 2% P2 14 B 3R

Table 12 Comparison of residual map classification results

and trigger invisibility on. PTSD dataset

Tk Rzl AfRdE. R4 SSIM LPIPS
LTBA . #2 #2 0.97  0.05
BadNets . #2 #25 0.97  0.02
LC . #2 #28 0.85  0.14
HTBA . #2 #25 0.85  0.16

TE AR A IR 25 Rl R ik A
ARk 22 BT AR 8 FART e A2k B s H
bR, SR WARHEZS [8] A 45 31 s L 3 T 24 5] flh %
A EG A S 45 2 5 20k & 15 0 H A 28 0 BE X
Fro BRI R T A2 2 fih & s R AR X
HprZesmZU Xyt . & LTBA Ik Bl 08 i 3
Rz . R ARG h Sy T IR T3 5%
PUREA Brks Z ] 137 10 2R o Sy LA N HG A0 )b 2 s
PEUET A

WEE 26 B, B 0] 2% 2 filh & 2% 04 FF A B J2 30 1Y
H AR P vk s 1 F AR B AR 28, BAT 8 3m .
ARCAEFRZE R g h e LT 24K B
FRAK(H2, 853, 85,87, #8), LRI, 14
JT A LS8, IR 20 A filk & R A 43
R R w2 W5 dody 3 Wik 09 B br 28 %5 5%
LYk, AEXFT 5, s H bR 28 0 > R A 50k
SUE 4 JRy AR I ke ARWF 5T LTBA Jy k4=
R AT 25 2 fiih % 2% A5 5 25 1 oy R S5 R LT e R
WAL R ERE S HARZE XTS5, ok, T2 fil &
T B B AR 28X Pt A B0 B Bk
PR MRIES 3.4 1 AR AT UL 4R AR EE AT LA
HaX—25ie .

3.3 BSEESERESHT

ARG LA B SE _LR TR AT 24 ] fil K 4
S U BT . ARYE 00, A1 FE 4 BT s
LTBA Wi ERE R LA RN R . XS R AL f
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D)5 i AR BRI | DI | s 2) e shmis,
X HAEH L Loo JEHER AR ¢ LA 2455
3) fih A A Az BB BB 3R ARIRER 15 4) W % 7 i R
FREE A r. S XN RS a0, A 8
FURAFRRIAAL 0T 27 2 filh & 25 0 B 35OR
3.3.1 | D*| pysem

# 13~ K 15 firx B 7E GTSRB, PTSD #i
CIFAR-10 |- HARZE/IVEASE FUBOG Moo Mg 1 5%
VRS EE 2y ol ) R O E R ey =% N o | 7 9 =8 € 4 ]
WIHETE LTBA X tERE . SR . FEASECE (19 3% in
FEAR AR T I BOR , RO I T Y1 2 fh % 7%
AR . PRI 76 I 2] 2 2 fih 2 25 16 2 i vp A
I ZAEAS B
% 13 7£ GISRB |k B4R /IMVEAR AT 14 o 1 BE RO B0

Table 13 Impact of the size of the target class small sample

set on attack performance on GTSRB %
L ID™I= D= DI D = D =
Fatr
10 20 30 50 100
ASR 65. 29 68. 28 70. 94 72.77 77.31
ACC 95.91 95. 81 95.76 95.78 95. 83

Tar-ACC 97. 33 97. 33 97.33 97.33 97. 33

% 14 7£ PISD t BARFE/NERENEI L MERERI# M
Table 14 Impact of the size of the target class small sample

set on attack performance on PTSD %
adv | ady | adv [ adv | adv |
- | D" |= | D" |= | D |= |D|= | D=
10 20 30 50 100
ASR 32.53 32.62 32. 06 3454 49, 74
ACC 87. 44 87.40 87. 44 87. 44 87. 44

Tar-ACC 92. 80 92.80 92. 80 92. 80 92. 80

+ 15 7£ CIFAR-10 + EHRFE/NEREIE

I i RE IR
Table 15 Impact of the size of the target class small sample
set on attack performance on CIFAR-10 %
| DEIE D= D= D= D=
10 20 30 50 100
ASR 70. 50 82.74 83.72 88.52 85. 92
ACC 79. 65 79. 63 79. 63 79. 68 79. 64

Tar-ACC 69. 00 69. 00 69. 00 69. 00 69. 00

3.3.2 ¢ By

# 16~3 18 fif /s M AE GTSRB,PTSD, CIFAR-
10 _FHeshl e Bt tERE M B2 R . B dRYE I sl
1 ¢ fig B EHRTE LTBA e vife. SR10, W% < of
— A HE N, X G s ORI HTIRES  FE R R
ASR 4 FRR . FRed R sl P15 il & 45 5
TN SR PN S V2S5 3 W S B Lt N
AL AR5 He RIS 3.4 715,

% 16 7£ GISRB L3t ZFEX W EH BRI 750
Table 16 Impact of perturbation radius on
attack performance on GTSRB %

’

Fehr =2 =4 =8 =12 =16 =20
ASR 29.77  54.22 7160 72.80 72,77  72.91
ACC 95.85 95.80 95.74 95.93  95.78  95.80
Tar-ACC 97. 33 97. 33 97. 33 97. 33 97. 33 97. 33

17 7 PISD ¥ 2B EH eI

Table 17 Impact of perturbation radius on

attack performance on PTSD %
et =2 = =8 =12 =16 =20
ASR 3.70 17.77  34.19  34.54 34.54  34.54

ACC 87. 44 87. 40 87. 40 87. 44 87. 44 87. 40
Tar-ACC  92. 80 92.80  92.80-.92.80° 92.80  92.80
% 18 7 CIFAR-10 3 Zh - F 38872
Table 18 Impact of perturbation radius on
attack performance on CIFAR-10 %

FabR =2 =4 =8 =12 =16 =20
ASR 20.22. 61.51 85.00 85.93 88.52 87.64
ACC 79.64 ~ 79.64  79.65 79.65 79.68  79.66
Tar-ACC~ 69.00  69.00 69.00 69.00 69.00  69.00

3.3.3 1 520

7 19~38 21 pron e GTSRB, PTSD, CIFAR-
10 PR BT B MR A2 . Bk AR T
WS REREHETE LTBA RYBGERI. SR, % 183 fil &
AR AL BN ZRRAS X BTN EAE  F i s i i
PRIREL, JEHIE UG B i /N o fiff T ik K
(AEA TR BICANSAE A B fish i 25 O BsF ], 348 7T B 23K
A A SRSz R s A DT HI 55 LTBA A2ty
BOR . PRI FE IR 2 2 fioh 2 2% 02k A v e R
NI S R SR ARUER DA e v e AN i Oy i it
BA, KRS g s SRR U], R AR AR 100~150
Heit BT AR BAR A P B

# 19 7£ GISRB ik Bixd B 1AL B 2 M

Table 19 Impact of iteration count on

attack performance on GTSRB %
L I=50 I=175 I=100 I=125 I=150
ASR 59. 86 68. 70 72.77 75. 34 77.01
ACC 95. 95 95. 83 95.78 95. 89 95. 80

TarACC ~ 97.33  97.33  97.33  97.33  97.33
%20 7 PTSD BERREN I E H AR

Table 20 Impact of iteration count on

attack performance on PTSD %
L =50 I=175 I=100 I=125 I=150
ASR 20.73 30. 23 34. 54 37.98 41. 07
ACC 87. 44 87. 40 87. 44 87. 40 87. 44

Tar-ACC 92. 80 92. 80 92. 80 92. 80 92. 80
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& 21 7E CIFAR-10 B3 RURES I R R0

Table 21 Impact of iteration count on

attack performance on CIFAR-10 %
TEbR I=50 I=75 I=100 =125 I=150
ASR 69. 15 84.63 88. 52 88. 50 89. 21
ACC 79. 63 79. 64 79. 68 79. 65 79. 68

Tar-ACC 69. 00 69. 00 69. 00 69. 00 69. 00

3.3.4 r YN

32 22~ 24 FrR MTE GTSRB, PTSD, CIFAR-
10 455 Lo 6 Mo i M Re 1 52 . FE % 5 LU o
1/64 i, LTBA g 1 fm Mol B 26, e — 20 P s 4%
B LUK i B Mo PR, BT D o S AR
Fe 3 22 mT e S B e i 0 U

< 22 7£ GTSRB L83 bh i3t T 35 14 BE B 5 M

Table 22 Impact of poisoning ratio on

attack performance on GTSRB %
. 1 1 1 1 1
L B — —_-Y —_ & -
s Y61 T3z Tl T8 7T
ASR 72.77 72.75 72,93 72.77 72.67
ACC 95. 78 95. 83 95. 89 95. 91 95. 85

Tar-ACC 97.33 97. 33 97. 33 97.33 97.33

%23 71£ PTSD L& ELh AIxI e MEAE RIS NI

Table 23 Impact of poisoning ratio on

attack performance on PTSD %
- 1 1 1 1 1
¢ 1 _ L _ 1 _ L - X
itr e T3z T T8 T
ASR 34. 54 34. 54 34. 54 34. 54 34. 54
ACC 87. 44 87.40 87.40 87.40 87. 40

Tar-ACC 92. 80 92. 80 92. 80 92. 80 92. 80

3 24 CIFAR-10 3% E Lt R E HERERIS I

Table 24 Impact of poisoning ratio on

attack performance on CIFAR-10 %
- 1 1 1 1 1
1=} = = = _ =
fitr e T3z T T8 T
ASR 88. 52 88. 69 87.43 89. 07 88. 72
ACC 79. 68 79.62 79. 61 79. 67 79.55

Tar-ACC 69. 00 68. 70 68. 40 69. 00 68. 80

3.4 AEIMMEFRNAR AT LETERG
SR T BC B 0 T A R R A S i
JE T bR AR 5 HH T fih A2 4% AN FT L AEAR S DA
ERR 0 FE L [ A R/ fih o ACHIR
AL fil A B AN AT LA AN ST DL 2 gk 22
PRI A T PP 38 T LA B 0 2 A A AL
(SSIMD ™ 2 ] g1 FEUR P A LU (LPIPS)H 4%
SEPRUEAT S R TAG . AT REANIEA T AT S i
RIS AT DL B 3 2 2 ok AR T UL Y S DL R
ASR R A] WL (8] AL o

3401 Al fil A B AN AT WL

25 Xb 3 MU L HREMLIE U # 2 A
£ 3 PSR A A I AT 2 2 ik A A AN AT LA
AT T IPAN 38l 42 e =16 W3R 25 TLLE
o al o b 4% BT RAFROAS ] WAPE . T AR
5 G I B P R (AR = TR A 22 S L Al L XA
JLPA sk 22 K B2 T IREL, kb, SSIM Y
{EHET A M LPIPS BY{E 323 0. th 3 B DI 7 IR
L EARGE AR .

R 25 INKESE LAFEIMA AR REITA
Table 25 Invisibility assessment of learnable triggers

on three datasets

iR % JRE B3k E SSIMA  LPIPSY

£#2 q q . 0.83 0.29
CIFAR-10 L =

#3 i i . 0. 89 0. 27

1B N

2 g : 0. 92 0. 14
GTSRB i @ e

#3 (60) . 0. 90 0.21

- A BN o o
PTSD — B

£#3 @ ﬁ . 0.91 0.15
3.4.2.7 ¢ B

A2 ] fiph e S AN T DU 252 B AR G AR P
gkt e S . FERTIRG N ¢ SRR R AR SR
ARTT UL AR LRSI I 5 SR T AR R e 1y
INZE 20, fith & g 04 s i PR A7) 4% O 45 50 v 7K SF-
26~ 28 IR . XA ML s AR nE) —
E R LI o 5 i e A% I REAS JLP AN A 1 A2 Ak
PRI U BN o fil e A8 AN BT LR . 3 B AT
YA R EMR RO A — B, AL SEIR K PTSD 8
S I A REAS AL PR GE — AR 64 < 64 T H A i 3
B 3232, AR ARLAY I B MR B2 AE /N R TR
FHESLIRAIREEE, R, ARk A 250 PTSD [
807 HE R 0E 2 S AN T HAB B e AR ] . DB R
SSIM {E A /N LPIPS {5 L L REBEIX — A
& 26 7£ PTSD L3t s 23 Al 2 S & 32 Al W H 2500

Table 26 Effect of perturbation radius on learnable

triggers’ invisibility on PTSD

FREE SSIM 4 LPIPS y

0.99 0.01
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% 27 & CIFAR-10 bHizh 1233 b & 85 A AT I 49 2500
Table 27 Effect of perturbation radius on
triggers’ invisibility on CIFAR-10

& 30 7£ CIFAR-10 |k LTBA 58 ELFTREAMRELLE

Table 30 Comprehensive performance comparison of LTBA
with each baseline method on CIFAR-10

¢ A $22E  SSIMA  LPIPSY
2 q . 0.98 0. 06
4 q . 0.93 0.16
8 q . 0.85 0.28
12 = . 0.83 0.30
16 q . 0.83 0.29
20 q . 0.83 0.29

3 28 7£ GTSRB LHizh 123l & 25 A AT WA B9 220
Table 28 Effect of perturbation radius on
triggers’ invisibility on GTSRB

¢ £ F2K SSIMAL LPIRSy
2 (50) . 0. 99 0.04
4 -0) . 0. 95 010
8 @ . 0,92 0.14
12 0) . 0.92 0. 14
16 ) . 092 0.14
20 (0) . 0.92 0. 14

3.4.3  ASR 5 A0] WA A Ay

e 29~ 31 JBIR T 45 80 n 4 45 IR i
LTBA (A PEREIPARZE I . 453628y Ik Mg e
SR ESCEL, U0 BadNets BB E ST =00Ri%E
WD, LC 1 HTBA Hi 3l e =16, i it W5
LTBA 7EARRIE 82 ¢ & TvEReds i 0254k
KI ASR 5 R 0] WL R AR AU, 2 " =2 B,
LTBA B3k 5 A i e o T A 1 54 5 ik
B ASR A0 24 e =4 i, W REAE [F] i e i
A ASR IR

%29 7£ GTSRB Ik LTBA 5&EL R 5 & HAELLR

Table 29 Comprehensive performance comparison of LTBA
with each baseline method on GTSRB

ik B¥ ACC/% AC;/ y ASR/% A SSIMA  LPIPS
FL-BN T=0 95.80  97.33  0.18 0.97 0.10
FL-ILC =16  95.95  97.33  0.20 0. 86 0. 26
FL-HT e=16 9591  97.33  0.38 0. 89 0. 20
=2 95.85  97.33  29.77 0. 99 0. 04
=4 95.80  97.33  54.21 0.95 0.10
LTBA =8 95.74  97.33  71.60 0.92 0. 14
=12 9593  97.33 72.79 0.92 0. 14
=16  95.78  97.33  72.77 0.92 0. 14
¢=20 9580  97.33 72.91 0.92 0. 14

ar-
Ik BE ACC/% ASR/% A SSIMA  LPIPS
" ACC/Y% i f '
FL-BN T=0 79.62  69.10 4. 00 0.97 0.11
FL-LC =16  79.62  68.90 3. 44 0. 88 0.24

FI-HT =16 79.70 69. 00 3.52 0. 96 0.11

e =2 79. 64 69. 00 20. 22 0. 98 0. 05
e =4 79. 64 69. 00 61. 51 0. 94 0. 16
LTBA =8  79.65 69.00 85.00  0.85  0.28
=12  79.65  69.00 85.93 0.83 0. 30
/=16  79.68  69.00  85.52 0.83 0.29
&' =20 79. 66 69. 00 87. 64 0. 83 0. 29
%31 7 PISD k LTBA 5&REL T EESHRELLE
Table 31 Comprehensive performance comparison of LTBA
with each baseline method on PTSD

ik B8 ACC/% ASR/% A SSIMA  LPIPSy

ACC/ %
FL-BN T=0 87.44  92.80 0 0. 97 0. 02
FL-LC e=16 87.48  93.60 0 0. 85 0. 14
FL-HT e=16  87.40  92.80 0 0. 84 0.16
/=2 87.44  92.80 3.70  0.99 0.01
=4 87.40  92.80 17.77  0.97 0. 05
LTBA € =38 87.40  92.80 3419 0.94 0. 09
=12  87.44  92.80 34,54 0.94 0. 09
=16  87.44  92.80 3454 0.94 0. 09
=20 87.40  92.80 34,54 0.94 0. 09

3.5 WHAEMNTZIIE

A SCHR S A Bk O v 38 T i, B PEAS [ 5
RUFMERSE XA AL, o TIEIRg; e, A<
WL T HE) Iz RE .,
3.5.1 7EMEA LeNet-5 #il ResNet-34 | () 3
RETEAR

B% T ResNet-18 AN, A /N5 43 HIAE 1 AT i
AL (LeNet-5) FTHE &2 A2 981 (ResNet-34) |
PEAS T LTBA B9PERE, 3% 32 iR . 320 TR BR i .
AR R BIE S GTSRB I sz i 45 5, Hofh 1%
B ELRX 5.

% 32 7EAERY LeNet-5 0 ResNet-34 BT 35 14 88 1 4k

Table 32  Attack performance evaluation on

models LeNet-5 and ResNet-34 %
Model ASR ACC Tar-ACC
ResNet-18 68. 83 95. 84 97. 33
LeNet-5 84. 57 83.52 67.67
ResNet-34 75.97 96. 58 98. 67
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T 3o R X SRR A ResNet-18 | By SEI6 45
AIHL LTBA ik e AN R 52 22 R B (A5 0 1 34 1k
I R A A B0 B o XSRS 1 R
3.5.2 g CIFAR-100 | puih v REPEAL

AA57E CIFAR-100 P44 T LTBA [ %
I AR FIZ T IR Z R85 AT 55 h i A 2k
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Table 33 Attack performance evaluation on

dataset CIFAR-100 %
Dataset ASR ACC Tar-ACC
CIFAR-10 86. 65 79. 65 68. 94
GTSRB 68. 83 95. 84 97. 33
PTSD 37.82 87.43 92. 80
CIFAR-100 78. 60 67.67 60. 00
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Table 34 Attack performance evaluation on independent

and identically distributed data

a ASR/ % ACC/% Tar-ACC/ %
0.5 (non-IID) 68. 83 95. 84 97.33
1 (IID) 74. 67 96. 72 97. 67
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Table 35 Attack performance evaluation with

different total number of clients

B A A ASR/% ACC/ % Tar-ACC/ %
100 68. 83 95. 84 97.33
50 72.61 98. 03 99. 33
200 78.16 90. 00 77.31
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