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[Abstract] The smart grid is a critical infrastructure in the modern energy system that couples cyberspace with
physical operation processes, and it has become a key pillar of national energy security. With the widespread use of
massive heterogeneous devices such as distributed energy resources, energy storage systems, and smart meters,
the “cloud—network—edge—terminal” collaborative architecture has become the mainstream paradigm. However, the
continuous evolution of attack techniques has led to increasingly frequent cyberattacks targeting Supervisory Control
and Data Acquisition (SCADA) systems, intelligent terminals, and communication networks. The inherent lag of
conventional "patch-and-block” passive defense techniques and their dependence on prior knowledge cause difficulty
in effectively countering security threats deeply embedded in system architectures and operational processes.
Endogenous security issues caused by inherent defects such as vulnerabilities and backdoors in information systems
cannot easily be completely eliminated during the design and development phases; this creates a fundamental
bottleneck that restricts the improvement of smart grid security protection capabilities. To address these issues,
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this paper systematically reviews endogenous security technologies that can be deployed in smart grids. First, the
six major threats facing smart grids—supply-chain attacks, vulnerability exploit attacks, Distributed Denial of
Service/Denial of Service (DDoS/DoS) attacks, data tampering and forgery attacks, physical and side-channel
attacks, and Advanced Persistent Threats (APTs)
impact levels, and the technical difficulties and limitations of traditional defenses for each type of attack are
analyzed, combined with the Smart Grid Architecture Model (SGAM) and typical attack cases. The analysis
reveals that the direct sources of most attacks are concentrated at the component and communication layers, and

are considered as research entry points. Typical entry points,

that the attack impacts can propagate across layers. Second, according to core functional positioning, deployable
endogenous security technologies are categorized into attack-resistant and trusted authentication technologies.
Attack-resistant technologies include software diversification, Dynamic Heterogeneous Redundancy ( DHR),
Physical Unclonable Function (PUF)-based authentication mechanisms, and attack-resistant routing, while trusted
authentication technologies include zero-trust architecture, trusted computing, and quantum-secure trusted
authentication. This paper systematically reviews the research progress, defense objectives, operational layers, and
verification results of these seven technologies based on their working mechanism, applicable threats, deployment
layers, performance overhead, and engineering conditions. It also summarizes the appliéable conditions and main
limitations of each technology. The review reveals five key findings. First, a single endogenous security technology
usually acts on only partial segments of an attack chain and cannot independently cope with"¢omposite attacks such
as APTs. The key to multi-technology collaboration lies in clarifying the division of labor/according to attack phases
and the sharing of information such as identities, device statuses, abnormal,outputs, and network statuses.
Follow-up research should evaluate collaboration effectiveness usinggmeétrics. such as attack chain blocking rate,
false judgment rate, worst-case latency, and recovery time. Second, ymost existing technical solutions are still in
the prototyping, simulation, or small-scale verification stages, and’large=scale deployment verification has not been
performed in real smart grid scenarios, where performance overhead and real-time constraints are key obstacles to
technology implementation. Third, supply chain security’is the foundation for the reliable operation of endogenous
security technologies. Software diversification relies on a_trustedscompilation chain, while dynamic heterogeneous
redundancy relies on trusted execution body sources, and,.zero-trust and trusted computing solutions rely on
accurate asset and firmware information. Accordingly, “a.closed-loop process from component identification and
integrity verification to anomaly response should bé established. Fourth, Artificial Intelligence (Al) can assist
endogenous security detection and authentication, but both recognition capability and model security must be
considered. Evaluations should simultaneously. report detection performance, inference latency, resource overhead,
and update mechanisms. Fifth, quant@msecurity technologies should be migrated progressively according to their
current development status. Post“Quantum  Cryptography (PQC) can be prioritized for deployment via pure
software solutions with cryptographic agility mechanisms, while Quantum Key Distribution (QKD) can be used for
priority application in fixed high-valtie links.

[Key words) smart grid; endogenous security; cyber threats; attack-resistant technology; trusted authentication

Yotk » i PR S b CAPT) 2H 2 2o b 17

0 31% o e fe o S e s 1 At e
a W) SR KSR DR 35 W B B 0 TR e = 45—

2003 4F, 28 FE BUMAE“Grid 20307 H1%0 2 iy
I R G (WAMS) B4 A R84 BE R I A 4R e
PO BRI  SEI i 5 g A S T R G0
HRHL 7 AL R Al B T S A B aas AT L b
Jei > AR BE L X B B A W B F Sh Ak L SR mT T
A REIRIEA AL P B DL R R 4 ] SR B AT
SERHE - MR A B B IE A A
ABER HEE RS AN BEFE R G E TR A HEA
FUBGRE] 10 /B9 .

SR o 35K — 2t 50 b, 7 P, 94 T O 65 T A AT 1) %2 42
Pk . an, gl R A 5 I (SCADA) &
45 A5 OGS T4 R G 0 43 A AR 48 Iz 55 (DDoS) 7€ 1]

LA PEMATAE R P 5 X R G 5%
Ja 1R L A RS B, ARG BT T4 " e sl
W7 A0 A1 L A e s e i LA RGBS R R AR F R G
D G R A 2 i . R E L I — S
REPRBLIG 1M1 =7 3 ity o R D RE A2 FHL K T
#e )9 255 Pl YIRS . Ak T H AR T
Tt 75 52X AL SR s B A i 2% 8 1 3 1 2 1 i JEE
MRS 55 RS R BR

AR —E R BT AR s R R
BB H A HOG A . X LB BRBE SZ R RE T L A2
ASFREE AN TR S B A R 2 24 M LLAE B 50 &
B BOg s AT BR . BRTI B KA R G R



£52% 510 #1/2026 £ 10 A/ ENTIE

3

TR LASN 26 UL A 7E 1 I T 0] Bk 2 6 » LA B
Il 5 T TAE R GE H B T & 0 4 [n) R 55 Sy
“INA AR HAZ O )R AR A i 2 T A
ISR AT 000 i LB A 260 P4 2 22 4l i

St LR IR, P AR e A R DL i R
S g0 AR I R R AR G R LR A L AT 2
BMBITES 2205 KRG E Mz
S G . SEGANERB A L X BB R HAT %
ARG 8 N B RRAEARCRSE 008 7 3 5 B I BOR AR 3R
TR e N, A7 B SR i B A T 4T
TR TE A 55

AT SN 4 AT T AT ST D BEHL N
NG ] e Rt e N R N R R 25
AR B 5 2) AN ) P A 2 4 AR 3 3 ] AL A 3 PR 5
i TR R BB ) Mot 52 5 3) AT T RAE L 230
Je HERETFAY B35 SRR UE B 2 5 Jr T 2 B0 R
SEHEAE s ) M AT AR BT 15 A 7E MR LE i 55 385, ZHOR
I ) T s BT 5 17 A0 41 i R A 2 ] T

ASCHY EBE TS DARIETCE 92t 5
FARPLEAR P A8 f ) 3= ZE g, 45 A e M)
ZEFGREARL (SGAND F3 A1 Ho AT 8 52 el 1) J2 95 R0 LR A
F 5 2) WAEFIPLEE 38 U 58 2 90 HERE T 41
TR R S XA Z A SR R TR
(DHR) 5T ¥ 3K /] 5 Bt pR 4 (PUF) 1 A UEFIL
G L i N o RN 7 W& i o< el P
INUESEH AR VAT 3 5 3) 7 85 HE AR £ Al SL Atk
e RSB EAITR R A fE i B S PRI R I T g it
NEFEBTAP AT (5 T8 RE CADJI 148 4 3 JE 0T
711,

AR SCE S5 Hr e B HR I [T 1Y) 32 22 jgl b S A 452
Bl A =y R » SR I B PN A= 284 A S AR 1 R R ML
Tk e B8 A B e X S F R PRI S &R VA
UEHEAS & BARSR J Re 7 1l AT 108 . SCHRAS 2R
3% Google Scholar, 1 [E %1 . IEEE. ACM K&
Springer F 84 , 4545 28 F E R An i 5 HORF 5
B HAEZYE i & & ESET 5% 2414
AR 4 A 0 8 400 A3 7S STk » AR 3 B 30
AHEME S X PR R AN 118

1 EHErR MBS #RER

B AE FL 19 A S I R EL IR I B RO X A K
2% 3 ) 5 W) 2 A7 0 R R R 4 TG 5 T ] g
TEV 55 EHRE 5 B B S M ALF SR R A% .
ARy AT St T BN ZH 2L A AR SORF AR
S i U1 498 S 36 7 5 2 ot O 9 M 26 it DDoS

s AR 28 i 55 (DoS) Wik B BL ke 5 th ik B odv
MBI L APT 6 25, 5264816 M I
i s S LR T B4 R AH ST S AR IE AR SE Bl
0 Jey R AFIVEY AE HL I35 FH 3 B3 4 A7 1 23 B AN TR
JEU TR P ) 2% G e B B FE Xt P A 22 A LR A 75
SR IR T BE A 19 2R 55 7 A AN [R] o ) 52
Wi J2= 4. SGAM i BRI M/490 2 80T By 2= % 42
AR Y A4k 55 D RE A5 2 i 15 R 2
S ANHARAEZ MV 55 JE R 55 H b AR 22
LU0 TREJZ 3 52 B 55 H b 1 22 35 D RE 5 i
%5+ Ar B Z Sk U e 1] 545 1 RUE X 5 38 1R J= 4l
AR B A2 e Up 5 ML 5 20 PR filad K 22 e A
AR WA RGBT
1.1 HERr$EE

R S TR A Tl 2 I P I 15 7 B
(U} a IPI Y ANG Vi I = I D & S 7 )
VNS e RN Y SR NI S
5 YA T MR AR 5C 7 i AR 4 A HL I R
Yok AUBPAT R IEE . HAR ORI R Bt AT
AR bR 22 58 1 2B 47 Z i 5T {5 SR e
S A B AL TR AR R R AR S AT
2017 471 NotPetya FHFiH L & g 22 2R 19 3
FRTE LA, 2020 4R SolarWinds /1 5 1:f
oI5 Y 1 B A T LR KL . B B
FEATAGN A = A5 1A — 2 D 4L e B
A RIC SR A S R A A B R
5T ToT BT PR AE 25 r Bt S s 7] 0 93 1) 16
I e B AR R R o S R A il ST L
e B Y SRR AL PG ik

H1 T HERLEE I N 22 90 T2 AR5 A i J 393 2
Tk & nl A i ax A i RO 22 PR S B ik
FEANY AL GE R 32 1 LA R R BR 2 1) 22 ik
Ty B L ARG R DA A2 ZH 28 RE RS LR 2
RGN R L X ARS8 R AL IR T A7
R IE AL 2 AR5 2) [F AL A RE
AR PETS Y AR LE S | SE RG22 4 VT RERS
B UERA AU S DR 3 S AH SR BRI 25 44
BB i SRR I 55 i AR B 1 B R I S AR
A5 FT RE LA AT AF SR R A R ) AL
LA KL ATE R G A M BT JE — UM £ X
VA i I 252 RAS TR 44 37 3 72 A 18 408 55 T )
XZ Utils F04 i 5z e i) TE 2 TF IR I e 4
A IR 200 5 40 A6 I 22 4 g o R B L A 7
225 rR/NRLBE R T RE B A R ERFI SN
Ay AL PO P 55 B2 R A R X



4

52% 5 10 #1/2026 £ 10 B/HENIE

WAEBA AN Z FE i, H B A H AT RE 2
N FAE)Z AR E T RE T B 3 RN (5 R 55
E(E 2 5B E LR R L

1.2 ®miEFBARE

T ) 1) FH B 2 4 Tt 25 ) 88 e fEL I 1 45
A AR AR P B 11 rp i L R
AR S AR RIS R L AT 2 AR A | 57 il B el
B, sE TR RS IE R 817,

2024 4F, HAR—ASRADGIR LR H 2 800 7 1)
SolarView Compact 76 78 Wi 45 % £ 8 2% 3% A 1
CVE-2022-29303 & #2 A 15 1] I T # #5777
2020 4F, PG L J)/A F] Light S AL iz (1) R ok
W K CVE-2018-8453 Yl A H ™ . MW 58 Al 14
YR 3 AR P, SCERL26 JHKHE OWASP Top
10 F1 MITRE CWE &84 2 1R 51158 B H X 5k b /9
A R S Y, SCRRL27 AR il B 4 3B A 150 25 TR
FHVE 28 S B AR B EAT 40285 LR, SCik[ 28 145606
ST U I T SR RN A AR MBI AR A 2 B AR R
GE T AR 5 d5cJe > SCHRL 29 T3 A3 44 2 XA B XA
53 Hr e T ) A 2k R b e 3 5 B AR A Y R G
F. PR EEEE T USRI T
A Ab P JI) anfaT T B A o B A 1) A

140 1A B AR 76 RE H ) 3 5 v R 2 5 IR
LY D) AN /0 ] B T RRAE VG L A TGE
FEAFIARLIN , 5 2 60 T T R AE 08 48 I 7 sk % H
Tk AR S BELTRE 152 BREOOY 5 2) TR e kb T
FEE A MRS T+ 9 2 [l f B TRl | B
BEAIE 5 ARG 22 58 1 FR IR BB 75 2L 2l i
AR WS AR AR Bt AR 2 580 g e o ) A 1
B2 0 PG Bk ) AR A A PR S B A PR
Al O R AR A R AE TT REMELL X 4 52 % A 5 1E
Folk 55 . T UL TR OR) e RN O R 4
55 B L2 | 70 A o R T 2 B AR A L
TEARAS PRR 55 Web #2100  BIMUSE B & E R L 55 1
FH » D10 7 0 A I (A5 B3 7 N T RIURRAIE 2 B
B I AL 32 47 i S H TR ASBIR 24 B R T 5
M) o 25
1.3 DDoS/DoS I &

DDoS/DoS Hili J& 45 B ili 2 i it 42 sl 437 =X
77 SIH R e H R 15 A% LA X 4% Rl 55 AR S A
TE R TR R ATAE TR, A 15T SR I IE A
R AR B AL B, A SCHIFIE R EEMN 4 AR IT
SCHRL35 143 BT 8 %92 it 5 £ 48 DDoS S5 45
SCHRL36 ] B 92 8 e e A5 B 4 ARz 8 R (IT-
ORI ZR T Tk 5% ) 1 85 3 A % 5 SCik[37 156

T o LA R (AMD 78 DoS/DDoS 444
(38 15 5l 455 0 5 Sk [ 38 113 40 2ok T e ) A
B AR . H AT L, DDoS/DoS A U2 M
25 b ) L B — ol 55 8 A n) i, HLe 4 SRR
BT 2 Yo il 5k 55 S5 IR A G R ]
KR IR Z [ AR R

145 DDoS/DoS B 1l 765 f H W 37 7 op 2 22
TETIG DA 205 1D S5 8 U AR AN X R (577 860 Jr 30
T BB TUAYHE 5L IS5 A8 RS VR RE T L Gk T
15 DR 0 45 SR B et A2 4 20 0 o A A1 o o o A
P ik w2 IE O 4558 R 5 ok
MELLIX A3, BT B AURRAE A4 7 8 06 280 X o 33 7 g
F176 R S R ST B Rl s A R 2k
ol e K A2 I R gl e 5 3) G RS 5 s
At 22 1) A7 76 AUAT » 40 3 T ML A =4 > TR B 4G
DU 3 T RE AR TR SR BB 0 (H 2 5] AT T3 A7 6if
TR 50 SRRl B 3 ek JBE 42 2% (i G 0 37 A 3 7T i
8038 AR R 2E 54 ) 25 A5 AP G dvE R O R G R
AR [ A8 » 4 S R 250 R4 R 5k B T e PR o R 45 K AR
RIUBL ELah 4 2538 ] GE Bk oo & R DUCK 38 78
L, DDoS/DosS 1 B 124 F w538 4 37 T8 15
JE 5 BZ 0 55 R 55 i HL A R R T R R
2
1.4 HIFREXSHEREH

FlE Fek 5 Oh v MO SR AR o s i B
P 5 AR i i O P IR R A IR B
T A SRS 2 T R I B 5 e P R LS, 1R
SRS R e e T R A
A (FDD J& H i ks oh & i) — Fh i L
%% FDI (A R8T 840k 3 A 07 « 1hie ey
B @SRRI A Z R 5 0 e L 2
FEAE R ZE R PESS 5 5 45 Y AT T2 R IS
LRI RES e o IO E X TN wB 5 1 &1 2 PP s -
BE T R B I A% ] RR AR A L i DR
S B R P A 2 ORI R G B SN R i
5 IEH 2 T FU AR A R A

LG8 A2 2 LR BRI - 134 ] i g
A PIMSCTE 1503 T s O S T T 5 e R S i 3 £, X6
B IIE i SC o8 Bk S o T BE 1 % s
H ZHR GuAst W 265 31 5 05 3 R0 187 A 06, JC kA
RPUNR BN I B T AR R BE T
RS SRR MAFAEH X AF O & A ]
WL FDT A s 5 B J A 1) e 5040 44k 536 J 2R e
TILATSR L M 258 5k 3 T 5% 2 180 £ 010 S5 A
30 ARG (5 ¥ LA ] e e 41 R 41 » 671 af 25k L 0



£52% 510 #1/2026 £ 10 A/ ENTIE

S

T MR (T A RN A R T B T R I 2%
AR DU RS (I A A R 24 R A5 2 A B
Rl ZR 48 v] REME LA IX B BB S IR . 2k
Yo wias A Al ge o FAM R eGEF)E , HE
EHEw DR B2, IF ] i — 2L T 5e 2 1Y
ARAAGTE R JE B A sk . Rt BN fig
G UEE AL i B2 R T B A5 5 B R R T {5 B
BB A TIRAS T ) BRI R R A AL 56
1.5 #EBESNEERE

Py P55 0005 10 B 2 i T 3 e PR A
FIE F IO 152 2 B0 FH A2 2 B ) PR CAn DO | L R
S AR BUBURAE B Sk R g5 T g i X Oy =
GOPE 255 38 T ] AMI [ 22 4> [ 42 5 3 A1 20
PRSUF ,ifiid SRAM-PUF F1 8l &R A5 R 4B [ 44 5
FEH R I B B B A TR e R AR S
FAEAFERE AR - DA BEER L o B AN A 8 o X
K. GOTTUMUKKALA %50 i1 ZHANG 2§05
3 ) DA R IR i 14 ) 285 4y BE 2L 2 AR i, Do T 2k
A A B U B T BB AR v 1) B ) 2 g HL AT T
By BB foh 0 M . GUT 28057 gF — 45 & %)
ANSI C12. 22 Z¢ 4@ {E i AES-128 FF 525,
FF UL BRI A T S AR A R A 5 AT B A N {5
B ABAT AT RE M 25 A

A I 7 A it 6 R A F X 2o - o T I A
N REINCI N AT | N DA R R N T ESL N i~
FHL 2% | 78 FUATE R Fi 2% o 5t oK LAV 50 43 1
AT I MNAESFIAEE » BiiR e AUHRETPAFI A T3
Ko T BE Bk 2% axt -t Xk D A7 22 ik PR B P R A T
R ok, [ shak Jasibil A P f i S AR
ARREAFRR A A 58 5 A7 BR A RE Fe i 25 v, A DGR S
HATFE S DN R T 4 SO I S e o5 L B
Fehs AL AL 5 5 TR | LR R RN & A A A
MEEXT R 2T AR RDE XA H, 11 4n Bord 14
PME A B TR 4 BE 1 B8 T, (0K B T A p
&5 K B AT IR B 2 4 M T A A R
BRI

LRERER VT B AE A F E A T
2 AR v B | [ ORN 2% R it R T 20 R
WAEJZINUE B L2 P DL K T RE 2 42 il 48 2 i ]
5. PRI, T 1) 8 i F D) ) 577 4 I 4 A B B 4 L T
58 s S FEIE ] | 2% 51 2h 28 5B S 18 X 5 45
Gk JEE AR L - & L [R]85 Ak A2
& A AE REAE S R TR SE B 555
1.6 APT

APT AN — Il BOR T 2H 2 it 35 il 4%

R B ARSI 2 B B 2k 2 B L Gl R S TR iR U
] L BRGERE A0 F2 3 IT/OT B35 5 DL K45 il
BRI, 2015 4, 1T 2% 1 S A R 4K 14
o7, 29 22,5 J7 P 52 5 W 45 HL B A BN e
2016 41, FLAHT 43 DX ok 18 38 0 e 0 e o 1 T
B E A A B TR ) R G S
S0 2017 AR, VAR A AL 8 Triton (X
PR Trisis) BRI IR LA L 2R RS
(SIS) (1 7 [ B SR BRA BIF 5% 35 5 A 97 40 o
SO BB TY RrdBE AA EA T APT,

1% 58 B AR T BEAE IO X I SR V8t Bl P i
(Y Bk BF s T — M A - DA TSR RFRRME DA ORI IR
51 APT ZE A 40L I 5 P Aok BEA T Bl # 4 L 1%
GE AL OO0 B0 RRAE R B 2R S0 LA
APT #7050 TR FEE I ik MU I SR AR 5k
FIA] R PE A JE ) R 7 5 2) il 2% ) S o
= APT M A EMNE DA E LA LT HA
F B BIE RO RG MGG 5 X
Dol 55 259 3) Rk i 5 4 RN F A
g™ S a3 B A S APT R 300 AR A%
VPRSI AR S A A B T . APT
NS NP S R R E IR NG 5 e -9 3 ) T NS 2
it e LA IA . R, APT Bl SRR A 5, BHLAS
B BE L Y IE M 55 91 51 BOML A {5 2 7 AR
S RE RS I SRR e L Y
1.7 WRHHRES SR

X IR RS 48T AT LLR B Y TR
Yo HERIE R Z A2 s A5 )2 XA 2K
B AN RARE T B S TR . R A e
H, IO 45 S 0 ] 1) DRI B 28 XM AT — 2 R T i 1K
B2 B IR 2 G AU i i I 9 Tl 55
T R 38 0] R I R DG AR M 8 B T B A ek
IR, e X R IR 2 4 1 ) 528 4 1 Jl AN W] A 22 1)
PAE . SR, M ET TR W B F B AR e —
(R  XEE A R PR B BB FR I () e 4, PRI, Sy
X H 52 2% 1 I 265 T4 B A 45 8 i rL T BN 7 22
A4 il R % 4R 1 $27T .

2 HRBENARERNERERRSN

SRR FIE P X i P ) 4 2 JEbly R 0 L
LIRS KA AL G A X T X LA 2
HOM 2 e SRE PRI R 20K, T NAE LR
AMLRE L E R T REHL W B B & PR iR REAE 1R 1t
Bl i U | Bk AR AR ORI B0 R KR Y 2
FEBTI . R WAL SRR AR AL T SRR A



52% 5 10 #1/2026 £ 10 B/HENIE

ARG AZ Lo DT RERE . 8 RE FRL I W] ¥R 38 1) PN 2R 22 2 4
AT G AP N AR B R TR AR N AR %

| r
: | Trusted Key Exchange | Capture device-

specific physical
characteristics

|

and Authentication | !
|  Mechanism Based on |
| PUF |

BRI BRI BB . A TR AR Aok
RS EAIR » R GERBE A I EAR 1% 0 [
5B

| I by
Generate challenge- | |

I 5 l—"I Verify device identity ,—"l
|

| |

S ) ) ) e ) J

|
Establish trusted :
|

| response pairs or keys access or keys
|

|
e o ) e o e e J

|
|
|
[ Pl oy Loy LT |
P | | Program or firmware | | Apply diversification | | Generate | Deploy and update |
F’: Software Diversification ! | input | | transformations | | differentiated variants | | dynamically : :
. __ : I_ ________ J l_ ________ J l_ ________ J I_ ________ s |
r___________l | reT T T T reT T T | reT T T T T T | reT T T T T T | :
| | Construct . | |
———————————— Dynamic Heterogeneous | | | Run multiple | Compare and | Schedule or replace | !
| ! ,—l-> het — N ,—J . ,—»l
| | | Redundancy || clerogeneous | executors in parallel | adjudicate outputs | anomalous executors ! :
| Attack-Resistant | | Jl || eXECUIOrs JI | JI I )I I )I |
| Endogenous Security [ | T T T T T T T T T T T T T T T T T T T T T T~ |
| Technologies | | T p o o Too Txehanon | o i e =i | fm————————— i i |
| |
|
|
|
|

Attack-Resistant
| Routing |
|

trust states

=
I

| |
| | Collect topology and | |
[

|
|| | Collect identity and |

Select multipath | | Isolate anomalous |

|
Compute attack- | | :
| | routesorreroutes | nodesand links ! |
| [
|

| resistant routes
|

| Continuously evaluate | Enforce least- |

| | |

. ’ |
ol . | | Dynamically adjust or| |
| Zero Trust Architecture . | context attributes | trust | | privilege access | | revoke access : |
I J | e J L J N J e J :
! I
! I
A o |
| . P Py P Lo o
Trusted Authentication : . 4 : |

| | | | | |
| Endogenous Sccurity | > Trusted Computing Establish a hardware Measgxe boot and | Genera(e and Flellver Verify evldenge and .
| Technologies | | | (! root of trust | | runtime states | | attestation evidence | | enforce policy |
| | [ | | | |

| e 1 e e e J ————————— J ————————— J — e J
e | | |
: I
|
T T T T T T : _________ D e o e D T L
| | . | | i |
_J Quantum-Safe Trusted | | _|Identify cryptographic! | Select post-quantum | Perform key | Support compatible | |

ot i or quantum —> establishmentand — migration and failure |
| Authentication | and link risks | p Is : L | |
| | | mechanisms | | identity authentication | | fallback [
___________ R T | —— ) ——— ) —————————7
|

I A S

.1

HEEREMAMENERER AL

Fig.1 Technical routes of deployable endogenous security technologies for smart grids
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Table 2 Comparison of DHR technical schemes
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Table 3 Comparison of trusted key exchange and authentication mechanism technical schemes based on PUF
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Table 4 Comparison of attack-resistant routing technical schemes
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Table 5 Comparison. of zero trust architecture technical schemes
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Table 6 Comparison of trusted computing téchnical schemes
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