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[Abstract] Cyber Threat Hunting (CTH) enables rapid, response to attack events through proactive discovery of
attack clues and malicious evidence. Although existing' CTH algorithms can search extensive information sources,
they face challenges in real-world scenarios owing to insufficient prior knowledge and sparse feedback. To address
these problems, this paper proposes a CTH algorithm, RE-HUNTER, based on Large Language Model (LLLM)
and Reinforcement Learning (RL). To address the lack of prior knowledge, this algorithm constructs a contextual
vector database and leverages domain. expertise from LLM and unstructured knowledge from cyber threat
intelligence for cold-start decision-making to initialize RL. weights. To address sparse feedback, this algorithm
improves the Monte Carlo Tree Search (MCTS) algorithm by introducing a recursive update mechanism and
method similarity to enhance the feedback on the execution results of both entities and methods. Experiments
conducted on 186 real-world attack cases demonstrate that this model significantly improves the search efficiency
compared with the current state-of-the-art baseline methods. Within the 0-2 000 step range, the average recall rate
achieves a relative improvement of 18.24 % . Notably, in the 0-250 step cold-start scenario, the average recall rate
achieves a relative improvement of 86.28% compared to that achieved by the best baseline method. Furthermore,
the ablation experiments indicate that each component of the proposed algorithm positively contributes to the overall
performance, effectively reducing the cost of CTH.

[Key words)] Cyber Threat Hunting (CTH); proactive defense; Reinforcement Learning (RL); Large Language
Model (LLM); Monte Carlo Tree Search (MCTS)
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