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Transferability Enhancement of Adversarial Sample Directed Targeted Attack
Based on Feature Fusion

LING Hai, LING Jie
(School of Computer, Guangdong University of Technology¥y Guangzhou 510006, Guangdong, China)

[ Abstract] Adversarial examples can be used to perform tramsferable attacks on black-box models using surrogates,
without knowing the internal structure and parametefs of theyblack-box model. Previous studies have reported
relatively low transferability of targeted attacks onsblacksbox models. This study proposes a method for enhancing
the transferability of image-directed targeted attacks based on feature fusion. First, adversarial examples are
generated via ensemble attacks. Subsequently, using“the gradient direction of existing adversarial examples as a
baseline, clean features extracted from the, original image are used as perturbations to fine tune the existing
adversarial examples for improving the,transferability of targeted attacks. For model ensembling, a gradient
adaptive module is introduced based.on the contribution of each model to the overall adversarial objective. To reduce
the gradient differences among_.different models, a gradient filter is proposed for synchronously controlling the
gradient direction. Using the feature fusion module, the clean features of the original image are mixed to fine tune
the gradient direction of the%existing adversarial examples for mitigating the issue of overfocusing on specific
features. Experiments onuthe ImageNet-Compatible dataset reveal that, compared to the Clean Feature Mixup
(CFM) method, the proposed method improves the average attack success rate by 7.7 percentage points for non-
robustly trained models and by 5.3 percentage points for robustly trained and Transformer models, demonstrating
the effectiveness of the method.
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Fig.1 Framework of the proposed method
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Fig.2 Schematic diagram of feature fusion module
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Table 1 Attack success rate of targeted attacks on 10 non-robust models (RN-50 is source model) %

Method Target model Avg
VGG-16 RN-18 RN-50 DN-121 Xcep MB-v2 EF-B0 IR-v2 Inc-v3 Inc-v4
RDI 65. 4 71.8 98.0 81.3 13.1 46. 6 46. 6 16. 8 30. 7 23.9 49.4
SI-RDI 70. 5 79. 8 98.8 88.9 29.5 56. 2 66. 2 37.9 56. 4 43.6 62. 8
VT-RDI 68. 8 78.7 98. 2 82.5 27.9 54.5 56. 1 32.8 45.8 37.9 58.3
Admix-RDI 74. 2 80. 7 98.7 86. 8 20.9 59.4 56. 1 26.7 42.7 34.1 58.0
ODI 78.3 77.1 97.6 87.0 43.8 67.3 70.0 49.5 65.9 55.4 69. 2
CFM-RDI 84.7 88.4 98. 4 90. 3 51.1 81.5 78. 8 48.0 65.5 59.3 74.6
Ours 87.1 88.8 98. 3 91.5 56.3 83.6 81.9 53.2 70.1 64.8 77.6
F2 TEI0ANESHMEER FHTE R BIREHBUE B I E (Inc-v3 A iREE)

Table 2 Attack success rate of targeted attacks on 10 non-robust models (Inc-v3 is source model) %

Method Target model Avg
VGG-16 RN-18 RN-50 DN-121 Xcep MB-v2 EF-B0 IR=v2 Inev3 Inc-v4

RDI 3.5 3.8 4.0 7.0 3.1 3.0 5.9 6.3 98.7 7.1 14. 2
SI-RDI 4.0 5.2 5.7 11.0 6.3 4.6 8.2 11. 6 98.8 12.1 16. 8
VT-RDI 5.9 8.9 9.4 13.2 7.4 5.9 .8 12. 3 98.7 14.7 18. 6
Admix-RDI 6.3 6.5 8.8 12. 8 6.0 6.1 10.°9 12.2 98. 7 13. 6 18.2
ODI 14. 3 14.9 16. 7 32.3 20. 3 13. 7 25. 3 26. 4 95. 6 31.6 29.1
CFM-RDI 22.9 26. 8 26. 2 39.1 34.1 27. 1 38.6 36. 2 95.9 44. 8 39. 2
Ours 27.0 30.3 32.5 44.8 38.6 28.6 43.2 44.2 97.5 50.0 43.7

3 ME A BORTHT 2 AW (RN-50 Al
adv-RN-50) X%f 1 A4~ XF T Il Z 454 2 70 5 A4~ B
Transformer BB 1 5E 0] HARBCE 3. AL
B ARSCOT R T AT 1 R T 0 S )

*3 EEHBMEERPIK Transformer #2)_i#17 E 1] B AR B T BT BTN ER (RN-50 25 iRAREY )
Table 3  Attack success rate of directed targeted attacks on robustness models and Transformer models (RN-50 is source model)

A RNE50 A 5l i XS HUAEAS K B T 34, 090 1973
E ) B ) 3 AR CEM & T 10. 4 H 43
M. FETF RN-50 Hil adv-RN-50 £ i B X5 i BE A 78
g I DL M Transformerfit A |- R ¥ B 4,

Xt il

%

Target model

Method Avg
adv-RN-50 viT LeViT ConViT Twins PiT

RDI 34.8 0.7 13.1 1.9 5.9 6.8 10. 5
SI-RDI 59.9 2.9 29.4 6.3 15.5 17.9 22.0
VT-RDI 64. 2 2.9 28.1 5.2 15.0 14.0 21.6
Admix-RDI 52.4 1.3 22.5 2.5 8.5 8. 4 15.9
ODI 64. 7 5.1 37.0 10.7 20. 1 29.1 27.8
CFM-RDI 75.5 4.3 46.1 8.9 25.2 24.7 30. 8
Ours 78. 4 5.2 49.6 11.7 29.7 29.2 34.0

F4 FEEHMEBRIK Transformer #2)_F 31T E 1) B AR d Y B d5 B T (adv-RN-50 A JREEY)
Table 4 Attack success rate of directed targeted attacks on robustness models and Transformer models (adv-RN-50 is source model) %

Target model

Method Avg
adv-RN-50 ViT LeViT ConViT Twins PiT
RDI 98. 8 10. 8 49.5 19.9 29.4 35.8 40. 7
SI-RDI 98. 7 19. 4 57.6 35.3 35.2 52.1 49.7
VT-RDI 98.5 10. 6 46. 3 20.0 27.1 34.4 39.5
Admix-RDI 98.9 12. 1 55.5 23.1 32.4 38.9 43.
ODI 97.3 22.2 57.7 38.8 40.0 54.9 51.8
CFM-RDI 98. 3 29.5 69. 8 41. 8 52.7 59. 8 58. 6
Ours 98. 6 29.6 68.7 43.1 52.4 60. 1 58.7
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Table 5 The attack success rate in ablation experiments %
Ablation Target model

Avg

FM GA GF Xcep MB-v2 EF-BO IR-v2 Inc-v4 ViT LeViT  ConViT  Twins PiT
N N N 67.6 83.7 84.0 64.5 68.9 29.6 68.7 43.6 52.4 62.1 62.5
N N 41.0 67.3 70.0 46.0 47.9 10.1 49.3 20. 3 30.4 36. 4 41.9
N 62.0 83.8 80. 2 60. 3 68. 7 25.1 71.1 42.9 52.9 60. 7 60. 8
N N 66.9 82.9 83.1 65.2 67.7 26. 2 71.5 43.4 53.6 61.5 62.2
N N 66. 8 82.2 83.8 63.7 67.7 27.4 69. 8 42. 6 52.6 60. 8 61.7
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