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An Efficient Targeting Analysis Technique for Hetérogeneous Firmware
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[ Abstract] The widespread use and diversification of embedded deviees have introduced unparalleled convenience
and formidable security vulnerabilities, particularly in firmiware,security. The intricate nature of embedded device
firmware, coupled with its sheer volume and the adoption of,encryption and obfuscation techniques, presents a
formidable challenge for security analysts seeking to_uneovet hidden vulnerabilities efficiently. In response to this
challenge, this study proposes an innovative targeting analysis technique customized to heterogeneous firmware.
First, the study explores multi-granularity analysis methods, automatic document categorization, key information
extraction, and target delineation techniques toienable nuanced and depth-controllable firmware analysis. Next, it
establishes a comprehensive file system. featuréulibrary and introduces a novel target recognition approach based on
eigenvalue matching, enhancing the discernment capabilities for obscure firmware and expanding the breadth of file
system identification. Furthermore, “the\study develops a specialized crawler to procure firmware from diverse
vendors, leading to the constréction of a 10 000-level firmware library that is crucial for targeted decryption based
on neighboring versions. AfinETA automated firmware parsing system is conceptualized and empirically validated,
showing significant enhancements over mainstream firmware analysis tools such as Binwalk. Specifically, FTA's
multi-granular analysis method elevates the firmware parsing speed by an average of 42. 59%, whereas the
optimized output mode facilitates targeted file extraction and extends recognition capabilities across multiple file
system feature values. FTA provides robust support for firmware parsing within the domain of embedded system
security.

[Key words] embedded device security; firmware automation parsing; firmware encryption and decryption;

firmware targeting analysis; large-scale firmware analysis
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Fig.1 FTA automated firmware parsing system framework
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Fig.2 Firmware composition structure
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Table 2 Mainstream firmware kernel
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Fig.3 Shallow matching parsing implementation flow
X A LA A A A SBORH L A7 B, B SCAF L 20 bin,
hex.elf.img.rootfs. kernel £ J5 25 LA 1 44 2.
HF,



176

£51% 5F 11 H1/2025 & 11 B/HENIRE

X AN BE A BT B2 BB A 0G4 B 1Y S, an el BT
A4 x-executable, x-dosexec, x-object ) & PDF,
MS Word, Video %55 fift #7 JC 5% i 2% T SCHF A £
AR,

XTAfE AL B ik B R 48 19 S, W zip, tar,
LZMA 25 J0 3 — SR BUA A7 B SOt A T
FFAE J5 B2t 2R BE 328 A F AT A T4 L

b2 [ 53 B B i TR AR B X SO
RUGEAT E1 PR A4 FRS AW , B2 B A AT 1 44 BRI
R A SCAPE: 5 975 3% I 80 PR 44 B b (8 AP S i/ o T
il 725 () 5 T P B Bt S R A 1) SO 5 AR
12 VAT R

TONBEHEE S AR B 5 s e 0 11 44 5
SO AT I i R B R kernel S5 28 S H
FRBOFORAE B Image SCHFJe, SR 5 T il Afr SC A i
ATHNRE 38 3 O FE ] D JE 56 s A 1o i 1 o DG E 2 I
(OB ELSTIPNC T o1

3 o8 S e ] DG JC R ARSI 25 SR X 24 LRI
AT IE AR B s AL DR BT RE T 5 38 40 56 35 Xt
St [ R RIRE M EE Il 2D TU A% SO %o 1 % 2 (1)
1 o5 SE B B DL A BT D RE
2.2.3  HETUREE S AT B [R5 A

R SR A it L AN IS 4 T, e 2 T IR B
36 U F BT B [ o0 AT 7 . FTA $UAT 8 346 Ui
B an &l 4 Fros, ol LA 3 AR, Hefk
L

R AR T

R HUBEE A A A T

eS|

TR EE AT A

LN
AR T 4 S W BEVLHC AT

RERGRCT
H%E

U 4 5

\
A P $EHR

R RS R

4 REBABITLIRRE

Fig.4 Deep recursive parsing implementation flow
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Fig.5 Extensible file system extraction method flow
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Table 5 Squashfs structure

T #% it Bz [l P

0 String sqsh Squashfs file system; big endian
0 String hsgs Squashfs file system; little endian
0 String sqlz Squashf{s file system; big endian; lzma compression
0 String gshs Squashfs file system; big endian; lzma signature
0 String tsqh Squashfs file system; big endian; DD-WRT signature
0 String hsqt Squashfs file system; little endian; DD-WRT signature
0 String shsq Squashfs file system; little endian; non-standard signature

=>28 beshort x version %d

>28 beshort >3 compression
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>20 beshort 2 \blzma
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Fig.9 Commonly used firmware encryption flow
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Table 7 Key message output performance evaluation
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