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GRD:Anomaly Detection Algorithm for Multivariate Time Series Data
Based on GNN and Diffusion Model
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[Abstract] As multivariate time series data become increasingly prevalent across various industries, anomaly
detection methods that can ensure the stable operatiof and security of systems have become crucial. Owing to the
inherent complexity and dynamic nature of miultivariaté time series data, higher demands are placed on anomaly
detection algorithms. To address the inefficiencieS” of existing anomaly detection methods in processing high-
dimensional data with complex variable telations, this study proposes an anomaly detection algorithm for
multivariate time series data, based on Graph Neural Networks (GNNs) and a diffusion model, named GRD. By
leveraging node embedding and graph Structure learning, GRD algorithm proficiently captures the relations between
variables and refines features throtigh'a Gated Recurrent Unit (GRU) and a Denoising Diffusion Probabilistic Model
(DDPM), thereby facilitating, precise anomaly detection. Traditional assessment methods often employ a Point-
Adjustment (PA) protdéol that involves pre-scoring, substantially overestimating an algorithm's capability. To
reflect model performance realistically, this work adopts a new evaluation protocol along with new metrics. The
GRD algorithm demonstrates F1(@# scores of 0.741 4, 0.801 7, and 0.767 1 on three public datasets. These
results indicate that GRD algorithm consistently outperforms existing methods, with notable advantages in the
processing of high-dimensional data, thereby underscoring its practicality and robustness in real-world anomaly
detection applications.

[Key words] multivariate time series data; anomaly detection; Graph Neural Network (GNN); diffusion model;
evaluation protocol
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Table 1 Statistics of the datasets

. s W%
BRSO SR/
SMD 38 708 405 708 420 4.16
SWaT 51 495 000 449 919 12. 38
WADI 127 1048 571 172 000 5.77
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Table 2 Comparison of experimental data

SMD SWaT WADI

Jik
Fl@k AUC@*k Fl@k AUC@k Fl@k AUC@*k
MTAD-GAT 0.531 3 0, 65471 0.5051 0.734 9 0. 464 3 0.7207
GDN 0.711 8 0.754% 0.771 2 0. 860 1 0.6551 0.746 2
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GRD 0.741 4 0.780 2 0.801 7 0. 886 6 0.767 1 0.787 4
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Fig.2 Visualization of dimensionality reduction of
embedded vectors in SWaT dataset
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Table 3 Ablation experimental results

] SMD SWaT WADI
VikS
Fl@k AUC@#k Fl@k AUC@% Fl@k AUC@*k
GRD 0.741 4 0.780 2 0.801 7 0.886 6 0.767 1 0.787 4
PN LB 0.661 3 0.773 4 0.559 1 0.7215 0.188 3 0.733 2
E e 0.713 3 0.743 4 0.770 9 0.806 5 0.675 1 0.694 2
EIEN e kT N S o] 0.707 1 0.710 8 0.741 2 0.764 3 0.533 1 0.601 1
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