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Jointly Optimized Anomaly Detection Model for"Multivariate Time Series

WU Jiehui, LIU Yi’
(School of Computer Science and Technology, Guangdong University of Teehnology, Guangzhou 510006, Guangdong, China)

[ Abstract] For improving system security and stability, rultivariate time series anomaly detection methods are
generally used to detect and identify abnormal patterng™and behaviors in systems. To mitigate reduced anomaly
detection accuracy caused by complex dependencies. within{multivariate time series, a multivariate time series
anomaly detection model, HGAT, is proposed. Thissmodel is based on a graph attention network and is optimized
by combining prediction and reconstruction methods=First, graph attention networks are used to capture the
temporal and spatial dependencies of multivariate time series. Second, a Transformer that integrates Variational
Autoencoders (VAE) is used as the reconstruétion module and a Time Convolutional Network (TCN) is used as
the prediction module to jointly detect abnormal sequences. The self-attention mechanism of the Transformer
enables the reconstruction module to"model the entire time series by directly considering the relationship between
any two positions in the sequente to.capture the global dependency relationship of the sequence. TCN can effectively
extract local features of the'time series by stacking convolutional layers and increasing the receptive field. Finally,
by comprehensively considering “the reconstruction and prediction modules via abnormal scores, the overall
distribution of the sequenceis analyzed from both global and local perspectives based on spatiotemporal joint
representation. Experiments are conducted on the SMAP, MSL, and SMD datasets, and the results show that the
F1 values for the HGAT are 96.20%, 97.50%, and 92.85%, respectively. These values are superior to those for
the baseline method.
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Table 2 Model parameters configuration
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Table 3 Performance comparison between HGAT and other methods

SMAP MSL SMD
Ik — — —
Precision Recall F1 Precision Recall F1 Precision Recall F1
LSTM-NDT 0.864 5 0. 567 3 0.685 1 0.896 1 0.639 3 0.746 2 0.673 0 0.498 9 0.573 0
LSTM-VAE 0. 854 9 0.799 4 0. 826 2 0.922 0 0.677 5 0.781 0 0.8230 0. 900 8 0.823 0
TimesNet 0. 9069 0.617 4 0.734 6 0.891 5 0. 747 2 0.813 0 0.879 0 0. 815 4 0. 846 0
InterFusion 0. 889 7 0. 885 2 0. 891 4 0.812 8 0.927 0 0. 866 2 0. 870 2 0. 854 3 0. 862 2
THOC 0. 920 6 0.893 4 0.906 8 0. 884 5 0.909 7 0.896 9 0.797 7 0.909 5 0.849 9
GPT2(3) 0. 906 0 0. 609 5 0.728 8 0.822 4 0. 826 6 0.824 5 0. 888 9 0.849 8 0. 868 9
MTAD 0.875 2 0.899 5 0.887 2 0. 868 2 0.942 5 0.903 8 0.821 0 0.921 5 0. 868 3
GDN 0.748 0 0.989 1 0.851 8 0.913 5 0. 861 2 0. 886 6 0.877 7 0.902 2 0.889 8
AnomalyTrans 0.950 0 0.954 2 0.952 1 0.918 4 0.954 0 0.9359 0.884 7 0.922 8 0.903 3
HGAT 0.928 8 0.997 7 0.962 0 0.969 0 0.9810 0.975 0 0.952 1 0.906 1 0.928 5
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Fig.6 The fluctuation of different sequences in the test set
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Fig.7 The impact of sliding window size on detection

performance and time,overhead on MSL dataset
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Table 4 F1 value in ablation experiment

2N SMAP MSL SMD
w/o Spatial 0.942 9 0.933 2 0.894 4
w/o0 Temporal 0.9317 0.947 3 0.9159
w/o Reconstruction 0.951 2 0.953 9 0.912 8
w/o Prediction 0.929 6 0.936 4 0. 890 2
HGAT 0.962 0 0.975 0 0.928 5
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Fig.9 Visualization of spatial graph attention’Scores,on SMAP dataset
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